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Abstract

In this thesis we present a framework for automatic formal analysis of competitive stochas-
tic systems, such as sensor networks, decentralised resource management schemes or dis-
tributed user-centric environments. We model such systems as stochastic multi-player
games, which are turn-based models where an action in each state is chosen by one of the
players or according to a probability distribution. The specifications, such as “sensors 1
and 2 can collaborate to detect the target with probability 1, no matter what other sensors
in the network do” or “the controller can ensure that the energy used is less than 75m.J,
and the algorithm terminates with probability at least 0.5”, are provided as temporal logic
formulae. We introduce a branching-time temporal logic TPATL and its multi-objective
extension to specify such probabilistic and reward-based properties of stochastic multi-
player games. We also provide algorithms for these logics that can either verify such
properties against the model, providing a yes/no answer, or perform strategy synthesis
by constructing the strategy for the players that satisfies the specification. We conduct
a detailed complexity analysis of the model checking problem for rPATL and its multi-
objective extension and provide efficient algorithms for verification and strategy synthesis.
We also implement the proposed techniques in the PRISM-games tool and apply them to

the analysis of several case studies of competitive stochastic systems.
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Chapter 1

Introduction

Competitive stochastic systems. The trust placed in computers in contemporary
society is high. We trust computers to pilot planes, control spaceships, perform surgeries,
etc. There is one important aspect about these systems — they are provided to us as a
service. We know that the responsibility for the quality and the consequences largely lies
with the service providers, and therefore we expect them to have invested substantially to
guarantee that the software, which is running these services, is of a high quality. Automatic
verification of software, the method that automatically proves that a system conforms to
its specification, is one of the ways to provide such guarantees. With the use of computer
systems becoming ever more pervasive, the world of computing has been experiencing a
paradigm shift from a centralised to a more distributed setting. Many distributed systems
have emerged and are being used more and more often, including sensor networks, smart
energy management, ad-hoc information sharing, and auction trading agents. Due to
exposed privacy and close interaction with the systems, trust expectations for them are
also very high and the designers will have to ensure that the quality standards meet those
expectations. However, one key difference and challenge in designing and verifying such
systems is that they are open — only certain parts of them could be under the control of
the designer. Other parts may be controlled by different users or be executing without
any awareness of the agents present in the system. Together they form an ecosystem of
agents, each of which potentially representing their owners’ interests and having different
goals. We refer to such systems as competitive stochastic systems: competitive because
each agent could have different or opposing goals and stochastic because algorithms which

they execute or platforms in which they operate can be probabilistic.

Aims. Probabilistic verification tools such as PRISM [77], MRMC [72] and LiQuor [45]
target a variety of formal stochastic models of systems, including Markov chains, Markov

decision processes, and so on. But even though some of those models, e.g., Markov decision
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processes, allow specifying adversarial behaviour of one controller, they do not support
the modelling of competition where several components are allowed to make decisions.
On the other hand, there are methods and tools that support formal modelling and anal-
ysis of competitive systems, e.g., the MCMAS [85] model checker supports games and
Alternating-time Temporal Logic (ATL) model checking, but do not allow to model the
stochastic nature of the systems. The aim of this thesis is to provide a comprehensive
framework for the formal analysis of algorithms for systems that exhibit both stochastic
and competitive behaviour. We do this by jointly developing the theoretical underpinnings,
including property specification language, together with model checking and synthesis al-
gorithms and implementation of the techniques and their application to several relevant

case studies of competitive stochastic systems.

Approach. As an underlying formal model we use stochastic multi-player games (SMGs),
which are state transition systems in which, in each state, the choice of the transition is
controlled either by one of the players in the game or is chosen probabilistically. SMGs
can be seen as an extension of Markov decision processes (MDPs) to multiple players, and
the existence of a large core of techniques for MDPs, including logics, algorithms, tools
and applications, has motivated our choice of this particular extension.

The property specification language that we develop in this thesis builds on temporal
logics such as CTL, LTL and ATL, as well as their probabilistic extensions, which have
been used successfully to express properties of (stochastic) systems. The model checking
algorithms that we designed to verify the properties are based on value iteration, which
is a popular model checking technique in many modern probabilistic model checkers to
achieve scalability and to verify large models.

The PRISM-games tool developed in this thesis is an extension of the PRISM model
checker, taking advantage of its modelling language, user interface and other built-in

functionality, while extending it to support stochastic games and strategy synthesis.

Contributions. The contributions of this thesis can be summarised as follows.

e We have introduced Probabilistic Alternating-time Temporal Logic with Rewards
(rPATL), which combines features of popular temporal logics including ATL and
PCTL and extends their support to SMGs. We perform a complexity analysis of
rPATL model checking and develop model checking algorithms, which can be imple-
mented via value iteration. In addition, we provide algorithms for strategy synthesis
— construction of controllers satisfying the logic specifications — that perform strategy

construction from the results of the value iteration algorithms.

e We have addressed the problem of multi-objective verification for stochastic games.



We analysed the complexity of the problem and showed that, even for the simple
objectives like terminal state reachability and expected total reward, the model
checking problem is considerably more difficult than the corresponding problems for
MDPs. We have also extended rPATL to support the specification of multi-objective
properties and provided approximation algorithms for this logic, which are based on
the approximation of the Pareto sets (optimal trade-offs between the objectives).

Similarly to rPATL, we have provided strategy construction methods.

e We have developed PRISM-games, a model checker that supports modelling of
stochastic multi-player games, specification of rPATL properties and the algorithms
for their model checking and synthesis. We have also applied the tool to the analysis
of several case studies of competitive stochastic systems: team formation protocol,
microgrid demand-side management algorithm, collective decision making algorithm

for sensor networks, and a reputation mechanism for user-centric networks.

Thesis structure

The remainder of this thesis is structured as follows. Chapter [2| provides a technical
overview of related work and discusses how the results of the thesis fit in and contribute
to the research area. Background material is presented in Chapter [3] This includes basic
concepts from probability theory and formal probabilistic models, together with discussion
of common properties and their model checking. We also discuss different representation of
player strategies and compare their expressiveness. Chapters [4] [5] and [6] contain the main
contributions of the thesis. In Chapters [4] and [5| we focus on the property specification
language defining the logic rPATL and its extension to multiple objectives. We also study
the problem of model checking this logic on stochastic multi-player games: we perform its
complexity analysis and design algorithms for model checking, as well as strategy synthe-
sis. In Chapter [6] we present PRISM-games, a model checker for stochastic multi-player
games, in which we implemented the rPATL model checking and synthesis techniques de-
veloped in the thesis. We also apply the tool to three case studies of competitive stochastic
systems: decentralised microgrid energy management algorithm, collective decision mak-
ing algorithm for sensor networks, and a reputation and virtual currency mechanism for
user-centric networks. We conclude in Chapter [7| by evaluating the work done in the thesis

and highlighting the research directions that are open for future work.



4 CHAPTER 1. INTRODUCTION

Publications

Some of the work in this thesis has been previously published in jointly authored papers.
In 36, B7] the logic rPATL was introduced. T collaborated with the other authors to
perform complexity analysis and the development of all model checking algorithms for
the logic. These results are presented in Chapter 4] The majority of the work regarding
modelling and analysis of the two case studies in the papers has been done by me. The im-
plementation of rPATL model checking algorithms in the PRISM-games model checker [3§]
has been developed jointly by myself, David Parker and Vojtéch Forejt. Strategy synthesis
functionality has been implemented by me. The contents of this work appear in Chapter [6]

In [40], the problem of model checking two-player stochastic games with multiple ex-
pected total reward objectives has been analysed. I collaborated with the other authors
to perform complexity analysis and the development of approximation algorithms for the
problem. In Chapter [5| we build on these results to provide a model checking algorithm
for the multi-objective rPATL formulae.

The analysis of stochastic games with precise expectation objectives has been published
in [39]. I contributed to all the results of the paper except for Section 5 on the counter-
strategy problem. The results of this paper show the nondeterminacy and non-existence of
optimal strategies for multi-objective rPATL specifications, described in Section [5.3|of this
thesis, as well as exponential succinctness of stochastic-update strategies in Appendix [A]

In [42] the application of synthesis for multi-objective stochastic games is presented.
I contributed the strategy synthesis and LTL verification sections to the paper. Clemens
Wiltsche has implemented the model checking and strategy synthesis algorithms for multi-
objective expected total reward objectives. A variant of the strategy synthesis algorithm
is presented in Section of this thesis to synthesise strategies for multi-objective rPATL;
and also, the multi-objective rPATL* model checking algorithm presented in Section
are based on the reduction appearing in [42] for multiple LTL objectives.

The case study of a team formation protocol has been published in [41]. T have per-
formed the majority of the modelling and analysis work. David Parker has provided the
prototype implementation of the stochastic game solver. The case study is presented in
Section of this thesis. Also, a variant of the protocol is used as a running example
throughout the thesis.

The analysis of a reputation-based virtual currency mechanism for user-centric net-
works has been published in [81]. I have performed the modelling and analysis of the
protocol. The case study is presented in Section [6.6]



Chapter 2

Related Work

In this chapter we give an overview of the research that is closely related to the work of this
thesis: the design of a formal analysis framework and a verification tool for competitive
stochastic systems. The chapter consists of four main sections. We start by discussing
the probabilistic model checking techniques in Section [2.1} then, in Section [2.2], we discuss
the strategy synthesis problem, placing particular emphasis on stochastic games and their
use in verification. In Section [2.3] we review multi-objective verification techniques, and
in Section we discuss verification tools and several applications to the systems similar

to the ones studied in this thesis.

2.1 Probabilistic model checking

Model checking [46], [97] is an automated technique to determine whether a model of a
system satisfies a property specification, which is usually provided as a temporal logic
formula. The approach works by exhaustively exploring the system’s state transition
graph and, in the case the property is not satisfied, returns a trace witnessing a faulty
execution of the system — a counter-example to the property specification. Model checking
algorithms for systems with properties expressed as temporal logics have been introduced
in [47] for CTL (Computational Tree Logic) and in [103] for LTL (Linear Temporal Logic),
which are able to express, respectively, branching and linear-time properties that system
executions should satisfy.

The approach to model checking of systems against temporal logic specifications has
been successfully extended to support probabilistic models, i.e., where the transitions be-
tween states of the model happen according to a probability distribution. There are two
common approaches to verification of such systems: one is qualitative, where we are in-

terested in checking if a temporal logic formula is satisfied with probability 1 or 0 in the
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model, the second approach is quantitative, where we are interested in computing the prob-
ability of the specification being satisfied. For the simplest of probabilistic models that we
consider, namely, discrete-time Markov chains (DTMCs), where in all states transitions
are taken probabilistically, qualitative model checking has been addressed in [84] [49], and,
for Markov decision processes, where in some states the transition can happen nondeter-
ministically, qualitative model checking has been studied in [95] 108 [49]. To address the
quantitative model checking problem, the logic CTL has been extended with a probabilis-
tic operator P-,[¢], which is true in a state of the model if the temporal formula ¢ holds
with probability greater than q. This gives rise to the logics PCTL [66] and pCTL [7] (the
logics are of equivalent expressiveness and we refer to them as PCTL from hereon). The
model checking of the aforementioned logics for DTMCs reduces to solving a system of lin-
ear equations, and for the extension PCTL* [7], where formula ¢) can be an LTL formula,
the solution of the method combines linear equation system solving with the techniques
for qualitative properties [49] to verify the specifications. For MDPs, the PCTL model
checking problem asks whether for all nondeterministic choices the formula holds with a
given probability bound. The problem was considered in [14] and [50], and has been shown
to be reducible to linear programming. [14] also presented the model checking algorithm
for PCTL*.

Besides temporal logics, reward-based properties have been extensively used to specify
quantitative properties of systems [96], 59, (2] [0 58, 109]. Rewards label the states of
the model with rational numbers representing rewards or costs incurred in that state.
The execution of a system is now also a sequence of rewards as well as states. One
of the most commonly studied properties for DTMCs and MDPs is a discounted total
reward [90], 59, 52], which assigns a discounted sum of the rewards to the execution trace.
Another common reward-based property is the limit average reward (also known as mean-
payoff) [109, 34, 26], assigning the average of the encountered rewards to an execution
trace. Traditionally, model checking of such properties concerns finding the expected value
of the reward function. Finding such a value for the above functions can be reduced to
solving the system of linear equations and linear programming for DTMCs and MDPs,
respectively [96, 59]. Some recent work has also considered the satisfaction problem, which

asks to compute the probability that the reward of the path exceeds a given bound [20].

2.2 Strategy synthesis and stochastic games

In the previous section we discussed probabilistic model checking, a method of formal
verification that checks whether a given model of the system satisfies the property given

as a temporal logic formula or expected reward objective. Another view one could take
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for the models having nondeterministic choices (e.g., MDPs) is to ask, given a property
specification, to provide a controller (or strategy) that resolves the nondeterminism in a
way that the given property specification is satisfied. We refer to this view as strategy
synthesis. A strategy can be seen as a function mapping an execution history ending in
a control state to the choice to be taken. Strategy synthesis for MDPs can be performed
using the results of the model checking algorithms described in the previous section [14}, [06]
and has been applied in a variety of fields, including robotics [82], sensor grids [105], etc.
Strategy synthesis for Markov decision processes has also been used as a mechanism design
tool for multi-agent systems to synthesise the equilibria strategies [94].

Nondeterminism in MDPs is often used to represent the choices of the controller,
whereas random choices model the stochastic environment. A natural extension of this
model is where the behaviour of the environment is allowed to be both nondeterministic
as well as random. The probabilistic model that takes into account the two sources of
nondeterminism is stochastic two-player games introduced by [102]. The central compu-
tational problem in such games is the question of whether a player has a winning strategy.
The games that we study in this thesis are zero-sum, i.e., the goals of the two players, the
controller and the environment, are opposing: winning for one is losing for the other, and
vice versa. Such games have been studied extensively in game theory [12], but found their
way into computer science via modelling of stochastic reactive systems [98] 59], where
researchers studied the synthesis of controllers with reachability and expected total re-
ward objectives [48, 59]. The authors have shown there that memoryless deterministic
controllers are sufficient to win the games for both players, and proved the problem of
deciding the existence of such strategies to be in NPNcoNP [48]. The exact complexity of
such games has been a long-standing open question.

More recently, the study of stochastic two-player games has been extended to broader
classes of objectives, including classical w-regular specifications [106]. In [25] the authors
addressed the qualitative and quantitative verification of games with Rabin and Streett
objectives, showing that memoryless strategies are sufficient for the player to win the game
with the former objective, and the problems of deciding the existence of a winning strat-
egy are NP-complete and coNP-complete, respectively. However, for the parity winning
objectives, just as for reachability and expected reward objectives, memoryless strategies
are sufficient for both players, and the problem is in NPNcoNP [33]. We also mention that
w-regular objectives have been studied for a more general class of concurrent stochastic
games, where at each state both players have to take a decision concurrently [24].

There are several logics that have been defined for stochastic games. pATL (Proba-
bilistic Alternating-time Temporal Logic) allows one to reason about concurrent stochastic

multi-player games in a similar way that PCTL allows one to specify the properties of
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MDPs, but model checking of the specifications reduces to solving concurrent stochastic
two-player games [43, 22]. SGL (Stochastic Game Logic) [§] is a very powerful logic, pro-
posed to specify the properties of turn-based stochastic multi-player games, but the model
checking problem for it is undecidable in general [§], as is also the case for a variant of
PCTL for stochastic games [19].

In addition to serving as an independent modelling framework, stochastic games have
been instrumental as a solution method for other problems, e.g., abstraction refinement
for MDPs [73] or model checking for probabilistic timed automata [76].

2.3 Multi-objective verification

When considering the synthesis problem for systems modelled as games or Markov decision
processes, it is useful to have a specification consisting of several properties of different
type. For example, one may be interested in obtaining a controller that ensures that a given
LTL formula is satisfied while making sure that total reward is less than a given bound.
Similar problems (sometimes referred to as multi-dimensional optimisation) have been
studied in optimisation [54], engineering [86] and operations research [104] communities.
Most of the current work in multi-objective verification has been considered for non-
stochastic two-player games. In [23], the authors present model checking algorithm for
games, where one objective is a Biichi fairness constraint (repeated reachability of a certain
set of states) and the second objective is that the resource consumption (total reward) of
the system stays below a given threshold. In [31], the approach has been extended to a
combination of parity and mean-payoff objectives, where the goal is to find the controller
in a two-player game, which maximises the mean-payoff objective, while making sure that
the parity condition (which is a canonical way to represent w-regular specifications) holds.
In addition to combining different types of objectives, one may consider having sev-
eral objectives of the same type. For the logics like CTL and LTL, to specify that the
model satisfies two formulae one can simply take their conjunction and check the resulting
single-objective property. However, this approach cannot be applied for the reward-based
objectives, or for probabilistic extensions of logics such as PCTL. In [27, [109], the authors
studied the problem of finding a controller optimising an objective that consists of several
mean-payoff functions, and in [35] this work has been extended to also incorporate par-
ity goals. In general, infinite memory strategies are required to win the games with the
aforementioned objectives, but, for finite strategies, if such exist, exponential upper and
lower bounds have been shown [35]. In [I6], the authors take a different view, and instead
of looking for a strategy in a game representing the system, they consider the synthesis of

programs directly from LTL specifications under mean-payoff constraints, and two-player



2.4. TOOLS AND APPLICATIONS 9

games are used as a tool to perform such synthesis.

For probabilistic models without nondeterminism (e.g., DTMCs), the multi-objective
verification problem reduces to simply checking each objective individually. In [26], the
authors studied the existence of a controller for Markov decision processes, which makes
sure that a parity condition, and a mean-payoff objective are satisfied with probability
1, and showed that the problem can be solved in polynomial time. The work of [57]
studied a more general problem of providing algorithms for verifying whether a boolean
combination of w-regular and expected total reward objectives can be achieved from a
state of the MDP. For terminal state reachability and expected total reward objectives,
the proposed algorithm works in polynomial time. The method developed in [57] has been
applied to construct the assume-guarantee reasoning framework for MDPs [79].

The approach of [57] works by constructing a linear program to verify whether a specific
bound for objectives can be obtained, i.e., whether one can answer questions like “does
there exist a controller strategy which reaches state s with probability 0.5 and state ¢ with
probability 0.77” Sometimes one may be interested in computing the set of all trade-offs
between objectives that one can achieve (i.e., the Pareto set). This provides an alternative
method to model check the multi-objective properties: one can compute the Pareto set
and then check whether the required values are in this set, e.g., for the question above one
would compute the Pareto set for the objectives “reach s” and “reach t” and then check
whether the value pair (0.5,0.7) is in this set. An approximation algorithm for computing
Pareto sets for MDPs has been presented in [61].

The authors of [2I] study the problem of optimising both the mean-payoff objective
and the stability of its value. Several notions of stability are proposed. One notion is the
variance of the value of the mean-payoff objective; another one is the local variance, which
considers how the rewards along the path differ from the mean-payoff of the path.

To the best of our knowledge, little work has been done to address the multi-objective
verification for stochastic games. SGL [§] is able to express multi-objective w-regular
properties for SMGs, but model checking of the logic is undecidable. We also mention the
work of [I9] which considers the satisfiability of PCTL over MDPs, where the problem has

been shown to be undecidable in general.

2.4 Tools and applications

We conclude the chapter by discussing several tools that support formal analysis and
verification of systems, as well as applications of formal analysis to competitive stochastic

systems.
MOCHA [5] was the first model checker to provide the model checking of ATL over
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concurrent multi-player games. As a modelling language, it uses a variant of the Reac-
tive Modules formalism [3]. An extended version of the MOCHA modelling language is
adopted by MCMAS [85], a model checker for multi-agent systems. MCMAS also sup-
ports the verification of ATL specifications, as well as various epistemic operators. Both
MOCHA and MCMAS take advantage of symbolic representations, based on binary deci-
sion diagrams (BDDs), to achieve better scalability. The SPIN model checker [71], which
supports verification of LTL properties for systems modelled in Promela [70], has been
used to model check properties of multi-agent systems [I8]. The technique performs a
translation of the AgentSpeak [17] programming language into a Promela specification,
which is then verified by SPIN. UPPAAL [13] is a tool focused on the analysis of real-time
systems specified as timed-automata; the statistical model checking of hybrid models of
systems is also supported.

Probabilistic model checker PRISM [77] supports the modelling and verification of
various probabilistic models, including Markov chains and MDPs. The modelling language
is a probabilistic variant of the Reactive Modules (see [93] for details) and the supported
property specification language for these models is a variant of PCTL, extended with the
reward operators [60], PCTL* and LTL. PRISM has several engines, including a symbolic
one, which is based on multi-terminal BDDs. Modelling and verification of Markov chains
and MDPs is also supported by several other model checkers. For example, in addition to
verification of PCTL, the MRMC [72] model checker supports model checking of long-run
average reward properties for several Markov models, but does not provide a high-level
modelling language (models have to be constructed using PRISM or input as PEPA [69]
specifications). The tool LiQuor [45] supports the verification of MDPs, modelled as
Probmela programs [9], against LTL specifications.

There are several tools which support modelling of stochastic games. GIST [30] is a
tool for the verification of qualitative w-regular objectives for turn-based stochastic games
containing two players, the system and the environment. If there exists no controller for
the system achieving the objective, the tool can perform synthesis of the assumptions
for the environment (i.e., restrictions for the strategies that the player can propose) that
are sufficient for the system to achieve the objective. We also mention GAVS+ [44],
an algorithmic game solver that supports, amongst other models, solution of MDPs and
stochastic two-player games for reachability objectives.

We conclude the section by reviewing some applications of probabilistic model checking
to the analysis of competitive stochastic systems. In [I], the authors use model checking
of PCTL and reward-based properties over DMTCs and MDPs to analyse the trust-based
reputation and virtual currency scheme for user-centric networks. The in-depth formal

analysis of the trade-off between cooperation incentives and performance has been pro-
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vided, and the possible improvements to the algorithm have been proposed. [I1] presents
an analysis of the alternating-offers negotiation protocol [91] for multi-agent systems. In
the paper, the protocol is modelled as a DTMC by fixing the strategy profiles of the
players (and hence making the behaviour of the system purely probabilistic). Using this
approach, the authors were able to explore formally the effects that particular variables of
the strategies have on the outcome of negotiation. In [88], authors present an analysis of
the futures market investor modelled as a two-player stochastic game between the market
and investor. Using MDP model checking, the authors explore various strategies available
for investor against the worst-case scenarios (modelled as nondeterministic choices of the
market). The results for the optimal strategies for the investor are obtained by solving a

stochastic game.

2.5 Summary

In this chapter we have reviewed the work that is related to the research that we present
in this thesis. In Section [2.1] we provided a general overview of the research area —
probabilistic model checking. Then, in Section [2.2] we discussed stochastic games, which
is the underlying formalism used in this thesis, together with some applications to strategy
synthesis. This work is mostly related to Chapter [l Section presented an overview of
the multi-objective verification, which is the focus of Chapter [5| addressing multi-objective
verification for stochastic games. Finally, in Section [2.4] we discussed the tools available
for formal modelling and analysis of systems and their applications to the analysis of
competitive stochastic systems. The model checker PRISM-games, which we present in
Chapter [6], contributes to this body of work by providing a modelling and verification tool

for SMGs, which we then apply to analyse several case studies.
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Chapter 3
Background Material

In this chapter we present the background material and known results that we use in the
thesis. The chapter structure is as follows. In Section we review the relevant prob-
abilistic models (discrete-time Markov chains, Markov decision processes and stochastic
games) as well as introduce the associated concepts. Then, in Section , we present the
definitions, results and examples for the common properties that are analysed for those
models: reachability, parity and expected total reward objectives. In Section we dis-
cuss several temporal logics, which are used to express properties of probabilistic models
and present their model checking algorithms. Then, in Section [3.4] we discuss the strat-
egy representation models that we use for strategy synthesis. Finally, before summarising
the material in Section [3.6] we present a case study to illustrate the application of the

introduced probabilistic models and properties to the competitive stochastic systems in

Section B.5]

3.1 Probabilistic models

In this section we review probabilistic labelled state transitions systems commonly used for
modelling and analysis of systems. We first introduce the notation that we use throughout.
For an alphabet ¥ we denote by 3* the set of all finite words formed from ., and similarly
by >“ we denote the set of all infinite words formed from the alphabet. Given two words,
A€ X and N € ¥*UX¥ we denote by A - X the concatenation of them. A discrete
probability distribution (or just distribution) over a (countable) set X is a function p: X —
[0, 1] such that >~ _\ pu(z) = 1. We write D(X) for the set of all probability distributions
over X. Let supp(u) = {x € X | u(x) > 0} be the support set of p € D(X). We say that a
distribution p € D(X) is a Dirac distribution if u(x) = 1 for some x € X. We represent a
distribution g € D(X) on a set X = {x1,...,z,} as a map [x1 — p(z1),..., T, — ()]

13
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and omit the elements of X outside supp(u) to simplify the presentation. If the context is

clear, we sometimes identify a Dirac distribution g with the unique element in supp(u).

3.1.1 Discrete-time Markov chains

One of the simplest probabilistic models are discrete-time Markov chains (DTMCs), in
which the transitions between states happen in a purely probabilistic way. They can be
used to model systems, which evolve in a fully defined deterministic or probabilistic fashion;
for example, DTMCs have been used to analyse Herman’s self-stabilisation algorithm [78§]

for ring networks, the Bluetooth device discovery protocol [55], and many others.

Definition 1 (DTMC) A discrete-time Markov chain (DTMC) is represented by a tuple
D= (S,A, AP, x), where:

e S is a countable, non-empty set of states;
e A:S xS —[0,1] is a transition function;
e AP is a finite set of atomic propositions; and

e x:S — 24P is g labelling function.

An element A(s,t) of the transition function defines the probability of making a transition
from state s to state t. Hence, we require that for all s € S we have }, ¢ A(s,t) =1. We
assume that the transition function is defined for all states. We denote by A(s) the set of
all successors that have positive probability to be reached in one step from s, i.e., A(s) “
{t € S|A(s,t) > 0}. States which have only one outgoing transition to themselves are
called terminal; we denote the set of all terminal states by Term = {s € S| A(s,s) = 1}.
The labelling function assigns atomic propositions to states to label them with properties
of interest.

An execution of the system is a sequence of states obtained by stepping through a
DTMC according to a transition function A, which starts in some specified initial state.
We refer to such a (possibly infinite) sequence as a path A\ = sg$1..., where s; € S
for all i and s; € A(s;—1). We use A; to denote the jth state in the path. Also, by
Suffix(\, j) = $jSj+1... we denote the suffix of the path A starting in state s;, e.g.,
Suffix(\, 1) = sys2- - -; and by Prefix(), j) = sgs1 - - - sj_1 we denote the prefix of length j,
e.g., Prefix(\,2) = sps1. By |A| we denote the number of states in the path A. The set
of all infinite paths of D is denoted by {2p and the set of infinite paths starting in state s
is denoted by Qp ;. Similarly, we use QF and Qf , to denote the sets of finite paths. We
often refer to a finite path of a DTMC as a history.
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In order to reason about a system’s behaviour, we need to be able to determine the
probability of the paths in a DTMC. This is done in a standard way [74] (see also, e.g.,
[75], [60], for a more detailed discussion). For a state s € S, the basic open sets of Qp g
are the cylinder sets Cyl()) )\ - S¥ for every finite path A = $s; ...s; of D and the
probability assigned to Cyl()) is equal to Hle A(Ni_1, ;). This definition induces a
probability measure on the algebra of cylinder sets, which, by Carathéodory’s extension
theorem, can be extended to a unique probability measure on the o-algebra generated by
these sets. We denote the resulting probability measure by Prp . When the DTMC is
clear from the context, we simply refer to it by Pr;.

A bottom strongly connected component (BSCC) of a DTMC D is a subset of states
S” C S such that, for all s € S” we have that if A(s,t) > 0, then ¢ € S’, and for any pair

of states s,t € S’, there is a path from s to ¢ and from ¢ to s.

1
5 2
3
IO ) SN CYSY
1
1 ’ {a} 1 1
2 2 2

9, (o),

2

Figure 3.1: Example DTMC.

Example 1 Consider the DTMC shown in Figure |3.1. The set of states of the model s
S = {so, 51, S2, S3, 84}, the transition function for the state sy is A(sg) = [s1 — %, S4 %]
and similarly for others. State sy is labelled with atomic propositions a and b (x(sg) =
{a,b}), state sy is labelled with a and all others are labelled with none. An example of an
infinite path through this DTMC is sos150(s4)*. The probability of this path is &-+-1 = 1
This DTMC has two BSCCs, {s4} and {sq, s3}. The state s4 is the only terminal state of
the DTMC, i.e., Term = {s,}.

3.1.2 Markov decision processes

The next type of model that we consider are Markov decision processes (MDPs), which
generalise DTMCs by adding nondeterministic behaviour. In a state of an MDP a suc-
cessor can now be chosen either according to a probability distribution (as in DTMCs) or
nondeterministically. There are several ways that nondeterminism can be used to model

the system. One example is where the nondeterministic states represent the control states
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of the model, i.e., states where the controller of the system is able to change the path of
execution, e.g., an investor choosing whether to buy or sell the stock. Another common use
is to model potential adversarial behaviour, where the states represent the environment of
the system, the available actions of which are known, but the way that they are chosen is
not, e.g., nondeterministic states could represent the possible actions of an adversary in a
security protocol. MDPs have been applied to the analysis of such systems, for example, to
analyse the strategies for futures market investor [88] and a probabilistic contract signing

protocol [90].

Definition 2 (MDP) A Markov decision process (MDP) is represented by a tuple M =
(S, (S0, 50), A, AP, x), where:

e S is a finite, non-empty set of states;

So C S is the set of stochastic states and S C S is the set of control states, such
that (So, Sn) is a partition of S;

e A:S xS —[0,1] is a transition function;

AP is a finite set of atomic propositions; and

x : S — 247 s g labelling function.

The key difference between DTMCs and MDPs lies in the transition function. If s is a
stochastic state (i.e., s € Sp), then transition function behaves in the same way as for
DTMUCs, i.e., for each successor state it assigns the probability to move to it in the next
step and ), A(s,t) = 1. But if s is a control state (i.e., s € Sg), then transition function
simply indicates which successors are available to choose from in that state, i.e., for all
t € S we have A(s,t) € {0,1}, where 1 indicates that an action is available. We often refer
to the choice of successor as an action. As for DTMCs, we assume that A(s) is not empty
for all s € S, and define terminal states as Term = {s € S|A(s,s) = 1 and A(s,t) =
0 for t # s}.

The definitions of paths through the MDPs are the same as for DTMCs, and we denote
the set of all infinite paths in the MDP M by Q,, the set of infinite paths starting in a
state s are denoted by Qaq,s, and we use Q0 and Q| for sets of finite paths. An execution
of the system (that results in a path) in an MDP is a sequence of probabilistic (for s € Sc))
and nondeterministic (for s € Sg) choices. In order to define the probability measure for
paths, we need to specify a way to resolve the nondeterministic choices. This is done by
means of a strategy. A controller strategy o is a function mapping from histories ending

in a control state to a distribution on the available successors, i.e., o : S*Sg — D(S). We
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denote the set of all controller strategies by Y. An initial state s of an MDP M and a
controller strategy o together induce a (possibly infinite) DTMC, on which we can define
a probability measure via cylinder sets as before, except the probability of the cylinder
Cyl()) induced by a finite path A of length k + 1 is now equal to Hle A1, N) - p(d),
where p(i) = o(Prefix(\,4))(\;) if \;_1 € Sp and p(i) = 1 otherwise. We denote this
probability measure by Prf, , and, if o and M are clear from the context, for clarity of

presentation we use Prj.

Strategies are often classified based on their use of memory and randomisation. A
strategy o € ¥ is called memoryless if o(A\-s) = o(XN-s) for all paths \-s, \-s € Q},, and

deterministic if o(\-s) is a Dirac distribution for all A-s € Q7.

An end-component of an MDP M is a subset of states S’ C S such that, if for all
s,t € S’ there exists strategy such that the probability to reach ¢ from s is one, and the
probability to reach s from ¢ is one, i.e., 3o € ¥.Pry({\ € Qu| A\; = t for some i}) = 1
and Jo € ¥.Pr;({\ € Qu| A\ = s for some i}) = 1. A mazimal end-component is an
end-component to which adding any other state would make it not an end-component. A

bottom end-component is a maximal end-component that has no transitions leaving it.

Example 2 Consider the MDP from Figure [3.3. It has four control states, sy, S2, S3
and sy, but only in two of them (so and s9) there are choices available for the controller.
For the ease of presentation, we sometimes label transitions with action names, i.e., in

[P

sg there are two actions available: action “a” and action “b”. Consider the memoryless

(1))

S0

S2 [ D

C(b??

s i ©=

Figure 3.2: Example MDP.

deterministic controller strategy o defined by o(X-so) = o(A-s2) = s1 for all X € Q. An
example of an infinite path through the MDP is soS18251(8453)”. The probability of this
path under o is 5 = o(s0)(s1) - A(s1, s2) - 0(s2)(s1) - A(s1,84) = 1- 3 -1- 5. This MDP
has three end-components: {ss}, {s3,s4} and {s5} (all mazimal). The last two are also

bottom end-components. The only terminal state in the MDP 1is ss.
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3.1.3 Stochastic games

The final model that we introduce is stochastic multi-player games (SMGs), which gener-
alise MDPs by differentiating between the sources of nondeterminism. Similarly to MDPs,
in each state of an SMG the successor is either chosen randomly or nondeterministically,
but this time the choice in different control states may belong to different controllers, i.e.,
players of the game. A special case of SMGs, stochastic two-player games, have been used
for synthesis of systems (see, e.g., [30]), where control states of one player represent the
actions available to the system and the control states of the other represent the environ-
ment, combining the two potential sources of nondeterminism that we discussed for MDPs
into one game. The synthesis problem then asks to construct a strategy for the controller,
such that, if implemented, ensures that the system satisfies a certain property, no matter

what the environment does.

Definition 3 (SMG) A stochastic multi-player game (SMG) is defined by a tuple G =
<H7 S7 (SO, (Si)iel_[)7 Aa AP7 X>7 where:

o Il is a finite set of players;

S is a finite, non-empty set of states;

So 1is a set of stochastic states and every S; in (S;);cn is the set of states controlled

by the player i (also, (So, (Si)ien) is a partition of S);

A: S xS —0,1] is a transition function;

AP s a finite set of atomic propositions; and

x : S — 247 s q labelling function.

The transition function behaves similarly as for MDPs: for stochastic states, it assigns
the probability to move to the next state and we have >, ¢ A(s,t) = 1 if s € Sp, and
for control states we have A(s,t) € {0,1} for s € J,c; Si- As for the previous models,
we assume that A(s) is defined for all s € S, and define terminal states Term in the same
way as for MDPs.

The executions of the system are modelled as paths of the game in the same way as
for DTMCs and MDPs. The set of all infinite paths in G is denoted by g and the set of
infinite paths starting in state s by €)g ;. Similarly, we use Qg and QZ},S to denote the sets of
finite paths. In order to define the probability measure on the induced DTMC, we need to
have one strategy per player. The strategy o; for player i is a function o; : S*S; — D(S).
The probability of the cylinder set Cyl(\) induced by a finite path A of length k& is defined
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as T[], A(\i_1, \y) - p(i), where p(i) = 1if A, € So and p(i) = o4(Prefix(\,1))(\) if
Ai—1 € S;. We denote this probability measure by Prg?s’""”", where oy, ..., 0, are strategies
of all players in the game (referred to as a strategy profile). If player strategies and the
game are clear from the context, for clarity of presentation we use Pr;.

A subgame is a game composed from a subset of states S’ C S such that there are no
successors of stochastic states in S’ leaving it, i.e., if s € S’N S~ and t € A(s) thent € 5
the set of players, transition function, atomic propositions and labelling function are the
same as for the original game.

A stopping game is a game G in which a terminal state is reached with probability 1
for any strategy profile from any state s € S, i.e., for a game with IT = {0,...,n} we
have Vs € S .Voy,...,0,.Prs({\ € Q5|30 € N.\; € Term}) = 1. Note that the game is
stopping if and only if every subgame contains a terminal state of the original game. The
class of stopping games is quite broad and subsumes important classes such as discounted

games, games on trees and other acyclic graphs, etc.

Example 3 Consider the SMG shown in Figure[3.5, with II={0, 0}. The state controlled
by a player has a corresponding shape, i.e., So = {so,s2} and Sy = {s1}. We have
one stochastic state S = {s3}. State sy is labelled with atomic proposition t, and all

others are labelled with no atomic propositions. An example of an infinite path is A =

{t}
7 So S2 [

D=
[\]

53

Figure 3.3: Example SMG.

S0S1525351(82)%; if player O strategy on is such that on(so)(s1) = 0.3, oa(ses152)(s3) =1
and og(8081525351(82)7)(s2) = 1, player O strategy oy is defined by oo(A - s1) = s for all
A € QF, we have that the probability of this path is 0.15, i.e., Pry, ({sos1528351(52)}) =
on(s0)(s1) 00 (s051)(S2) -0a(s0s152)(83) - A(S3, $1) 00 (S051525351)(82) - 00(S05152538152)(82) -
o0(S0818283515282)(s2) -+ =03-1-1-0.5-1-1-1----=0.15. Player O strategy o uses
both memory and randomisation, and player & strategy o is memoryless deterministic.
This game is not stopping and has no terminal states. Ezamples of subgames of G are

{so} and {sg, s1, s3}, but {so, s2, 3} is not a subgame.
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3.2 Properties of probabilistic models

In this section we provide an overview of behavioural properties that are commonly studied
for the probabilistic models discussed in Section and which are also a fundamental
part of the algorithms for model checking specifications of competitive stochastic systems
that we develop in this thesis. We consider three property types: reachability, parity and
expected total reward objectives. We present the problem formulations, model checking

methods and complexity results for DTMCs, MDPs and stochastic two-player games.

3.2.1 Problem definitions

We start by providing the problem definitions that are common for all model types pre-
sented in this section. We define the properties on the sample space of infinite paths €2
(for different model types this sample space is obtained in a different way as discussed in

the previous section).

Reachability. This is the simplest class of properties for probabilistic models. The
reachability problem asks to compute, for a given state, the probability to reach some
state in a specified set of states in the model, i.e., given an initial state s € S and a set
of target states T' C S, the reachability probability is a measure of paths starting in s
that eventually reach a state in 7', i.e., Pry({\ € Q2|3 € N.\; € T}). Reachability is
one of the most fundamental properties in probabilistic model checking, and many model
checking problems can be solved by using (or reducing to) reachability. For example,
model checking of PCTL for DTMCs and MDPs uses reachability as a fundamental tool

(see, e.g., [60] for an in-depth discussion).

Parity. The second property type that we consider for probabilistic models are parity
objectives. Given a model and a parity function P : S — {0,...,d—1} with d priorities
assigning one to each state, a parity objective is the probability that a path through the
model satisfies the parity condition, namely, that the lowest priority of the states occurring
infinitely often in the path is even. Given a path A € Q, let inf()\) be the set of states
that occur infinitely often in A. Then, the probability that the parity objective is satisfied
in a state s of the model is given by Pr,({\ € Q| minse;,r(n) P(s) is even}).

Parity objectives can express any w-regular property of the path of the model by
encoding it in a deterministic parity automaton, which has states of the model as its
alphabet. Then, the product of the model and the automaton can be built to obtain a
model of the same class (i.e., the product of a DTMC and a deterministic parity automaton
is a DTMC; the same also holds for MDPs and SMGs). In order to check whether a

model satisfies an w-regular property, it suffices to compute the probability of the parity
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objective in the product model. Computing the probabilities of w-regular properties of
paths is instrumental in model checking the logic PCTL* and verifying LTL properties.
Also, some important path properties can be expressed directly using parity objectives,
e.g., a Biichi objective (i.e., repeated reachability) can be expressed by constructing a
priority function P which assigns priority 0 to the set of states that we want to visit
infinitely often, and assigns priority 1 to all other states. Similarly, one could express
a coBiichi (persistence) property by assigning 1 to states, which we do not want to see
infinitely often, and 2 to all others. Similarly to reachability, the computation of Biichi
and coBiichi objectives is a fundamental component of many model checking algorithms

for more general property types.

Expected total reward. The third type of property that we consider here is the expected
total reward. Here we augment the models with the reward function, assigning a non-
negative reward to each state r : S — Qs¢. The reward of the path is the sum of the
rewards of the states on that path. The expected total reward objective asks to compute
the expected reward accumulated along the path of the model, i.e., for a given state s, the
expected total reward is Ey[rew(r)] = [, rew(r)dPr,, where rew(r)(A) = 327 r(\;) for
all A € Q.

Expected total reward objectives have been used extensively to model various proper-
ties of systems, with the most common properties being resource consumption and running
time. For example, in [I01] the authors analyse dynamic power management for priority
queue systems using expected total rewards on DTMCs; also, in [80] the expected rewards

were used to model running time and transmission costs in the IPv4 Zeroconf protocol
modelled as an MDP.

3.2.2 Model checking properties of DTMCs

In this section we discuss model checking of the properties introduced in the previous
section on DTMCs.

Reachability. For DTMCs, the reachability problem can be solved by finding a solution
to a system of linear equations [84, 49]. Consider a DTMC D = (S, A, AP, x), where
S ={so,...,s,} and a set of target states is T C S, and let z; represent the probability to
reach a state in T from state s; € S. To compute the reachability probability we first need
to identify the states S—_q for which the probability x; of reaching T is 0, which can be
done using standard graph reachability. Then, the following system of equations provides
the reachability probability for each state [84, 49]. For all states s; € T' we have x; = 1, for
states s; € S—y we have x; = 0 and for all other states we have x; = Zj A(s;, s5) - z;. The

values x; can be computed in polynomial time by solving the system of linear equations
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(e.g., by Gaussian elimination). Iterative solution techniques, such as Jacobi or Gauss-
Seidel iterations, can also be used, which generally achieve good scalability (this can be
further improved by using symbolic methods to store the matrices, see [93] for further
details).

Parity. For DTMCs, model checking of the parity objectives is performed in the following
way [10]. First, using graph algorithms we can identify BSCCs in which the lowest priority
is even. In such components, all sets of paths that have odd priority as the smallest
priority have probability 0, and hence the parity objective holds with probability 1. Having
identified all states belonging to such components, we can reduce the problem to that of
finding the probability to reach a state in such a component (for which we can apply the
algorithm presented in the previous section). Identification of BSCCs can be performed
in polynomial time [52] and hence the model checking problem for parity objectives for

DTMCs can be performed in polynomial time.

Expected total reward. Similarly to reachability objectives, the expected total reward
for DTMCs can be computed by solving a system of linear equations. However, additional
pre-processing is needed before this system of linear equations can be constructed. First,
we need to identify BSCCs in which all states have reward 0, i.e., compute the set S—y. In
these states the expected total reward is 0. Next, we identify the BSCCs, which contain
at least one state with positive reward. These states have infinite expected total reward,
because the probability of the set of paths that do not visit the state having positive
reward infinitely often is 0. We add the states belonging to such a component to the set
S_so. Also, we add to this set the states, which have a positive probability to reach a
state in S—_.., as the expected reward in such states is infinity too. For all other states,
the expected total reward value is finite and can be obtained by solving a system of linear
equations constructed in the following way. Let z; be a variable representing the expected
total reward in a state s;. If s; € S_g, then x; = 0. Otherwise, for s; € S\ (S=g U S—)
we have z; = r(s) + >, A(si, 85) - ;.

Figure 3.4: Example DTMC.
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Example 4 To illustrate the discussed properties, consider the DTMC from Figure [3.4)
We show how to compute the probability to reach a state so. First, we identify the set
S—o = {s3}, and then construct the system of linear equations, where x; represents the

probability to reach so from s;, as follows.

1 1
o = 5 T2 + 5 T
Loy -
1 3 P11ty T2t g
Ty = 1
I3 = 0.
Values xy = %, ry = %, o = 1 and x3 = 0 are a unique solution and represent the

reachability probabilities to sz, e.g., Pro,({\ € Qq | Fi € N\, = 55}) = xg = 2. Consider
the reward function defined by r(sg) = r(s1) = 1 and r(s2) = r(s3) = 0. We have
S_o = {s2,83} and S—o, =0, and so the expected total reward in the states is given by the

following system of linear equations.

1 1
rog = 1—|—§7J2—|—§ZE1
1 1 1
r = 1+§'$1+§'(L’2+§'I3
Ty = 0
r3 = 0.

The unique solution xqg = 1.75, x1 = 1.5, x5 = 0 and x3 = 0 provides the expected total
reward in each state, e.g., Eq [rew(r)] = z1 = 1.5. Now let us consider a parity objective.
Define the priority function P(s;) =1i. There are two BSCCs in the DTMC, namely {s2}
and {s3}, and the probability that the parity objective holds is equal to reaching a BSCC
where the even priority is lowest. Hence, it is equal to the probability to reach a state in
{s2}, which can be computed using the system of linear equations for reachability discussed

previously, e.g., Pry, ({\ € Q| minsesmpn) P(s) is even}) = z1 = 3).

3.2.3 Model checking properties of MDPs

For MDPs, the objectives are dependent on the choice of the strategy. As described in
Section [3.1.2 fixing a strategy for an MDP, the resulting DTMC, and hence the above
algorithm for DTMCs can be applied to compute the reachability probability. However, in
MDPs we are often interested in finding the optimal (minimum or mazimum) probability

or expectation for a given objective. Memoryless deterministic strategies are sufficient for
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the controller to achieve optimal values for reachability, parity and expected total reward
objectives; also, these values can be computed in polynomial time, as summarised by the

following theorem.

Theorem 1 (|96, 59|, 10, [63]) In Markov decision processes, memoryless deterministic
strategies are sufficient for the controller to achieve minimum and mazimum values for
reachability, parity and expected total reward objectives; these optimal values can be com-

puted in polynomial time.

We now discuss the algorithms for the computation of optimal values.

Reachability. The optimal reachability probabilities for MDPs can be computed in
polynomial time using linear programming. The linear program (LP) for finding max-
imum probabilities can be constructed as follows (the LP for the minimum value can
be constructed analogously). Consider an MDP M = (S, (S, Sn), A, AP, x), where
S = {so,...,sn}, and a set of target states is T C S. Let z; denote the maximum
probability of reaching T' from s;. We first use graph algorithms to identify states from
which the target set is not reachable for any strategy, S—¢ and set z; = 0. For states s; € T’
we set z; = 1. For the remaining states we add the following constraints. If s; € S then
we add the constraint x; > Zj A(si, s5)-xj. If s; € Sp then we add the constraint z; > z;
for each successor s; € A(s;). Finally, the objective function is min ) s x;. The lin-
ear program can be solved in polynomial time (e.g., using the Ellipsoid or interior point
methods [89]), in practice other algorithms like the Simplex method [89] perform better,

even though they do not provide performance guarantees.

Parity. Similarly as for DTMCs, model checking of parity objectives in MDPs can be
reduced to the reachability problem via computation of end-components, in which there
exists a strategy for the parity objective to hold with probability 1 (resp. 0, if minimising).
This can be done by computing the end-components containing the states having lowest
even (resp. odd) priority [63] and then computing the maximum probability to reach a

state in that set.

Expected total reward. For MDPs the expected total reward can be computed by
using a combination of methods for solving reachability and parity objectives [96, 52]. We
consider the maximisation problem (solution for minimisation works analogously). For
every state that has a positive reward, we check if there exists a end-component that
contains it. All states belonging to such a component are assigned the value of infinity
and are added to the set S_.,. We also add to this set the states from which there
exists a strategy to reach a state in S_., with positive probability (these can be identified

by finding the maximum reachability probability using the methods described earlier).
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For the remaining states, the expected total reward is finite, which means that, for any
controller strategy, a state is reached that has expected total reward 0 for all strategies.
We can identify such states efficiently by computing maximal end-components for each
state having 0 reward; if all states in such a component have zero reward, then we add
those states to S—y. Note that, from any state, which is not in S_.,, the path ends up
in a state in S_y with probability 1, and the expected total reward can be computed by
solving the following linear program. As before, let x; denote the expected total reward in
state s;. For each s; € S_y we have x; = 0. For the remaining states we add the following
constraints. If s; € S then we add the constraint x; > 7(s;) —I—Zj A(s, s5)-x. If s, € Sp
then we add the constraint x; > 7(s;) + x; for each successor s; € A(s;). The objective

function is min ) | x;. This linear program can be efficiently solved as discussed earlier.

s, €8

Value iteration. There are other methods for computing the optimal reachability val-
ues in MDPs that are commonly used in practice. For example, for computing optimal
reachability probabilities for MDPs, in addition to other methods, PRISM [77] implements
the value iteration algorithm, which utilises the Bellman equations that can be derived
from the above LP, e.g., for maximisation of the reachability probability we have that the

Bellman operator for reachability is given by:

1 ifseT,
FX)(s) = § Yieaw Als,t) - Xy if s € Sp,

maxyeA(s) Xt otherwise.

The iteration is performed starting from the initial value X = 0I5,

Value iteration can also be used to compute the optimal values for the expected total
reward objectives for states with bounded values (i.e., states which are not in the set S_..).

The Bellman functional for the maximisation of the expected total reward is:

r(8) + D ien Als, ) - X if s € S,

7(s) + maxeea(s) X¢ otherwise.

F(X)(s) =

As for reachability, the iteration is started with the initial value X = 0I5

The best known bounds on convergence of the value iteration algorithms defined above
are exponential in the number of states of the MDP, and, in practice, the iteration is
terminated earlier with some convergence check (e.g., terminate if maxgeg \XIC;—)F| < €).
The ease of implementation and scalability outweighs the drawbacks of values iteration

and in many practical case studies value iteration has produced good results and was able
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to solve models with state spaces that are hard to handle for LP solvers. We also note
that DTMC is a special case of MDP with no control states, an the above value iteration
algorithms can be used to model check properties for DTMCs as well. For an in-depth

discussion about the value iteration algorithms we refer the reader to [29].

Multiple objectives. All of the model checking problems that we considered so far deal
with single-objective verification, but often the specification of the system contains several
objectives (i.e., multi-objective verification). For DTMCs, problems reduce to checking
each of the properties individually. However, this approach cannot be applied to MDPs,
because, dependent on the strategy, the values for the objectives can be different. So,
for MDPs we are interested in finding out if the controller can achieve a certain trade-off
between objectives, e.g., in a given MDP, does there exist a strategy for the controller, that
makes sure that the probability to reach a set T' is greater than x, and at the same time
expected total reward is less than or equal to y. Such problem can be solved using linear
programming [57], and, for terminal state reachability and (finite) expected total reward
objectives, the program is of polynomial size. Also, memoryless randomised strategies are

sufficient to achieve such objectives.

Theorem 2 ([57]) Memoryless randomised strategies are sufficient for the controller to
achieve a boolean combination of terminal state reachability and finite expected total reward
objectives in Markov decision processes; and the problem of deciding whether there exists

such a strategy can be solved in polynomial time.

Value iteration techniques have also been developed for the computation of the trade-offs
achievable by the controller in MDPs [61]. These are based on the computation of the
Pareto sets (i.e., the sets of optimal trade-offs between objectives for which there exists a
controller strategy). The question of whether a combination of objectives can be achieved
then reduces to the problem of checking whether the objective belongs to the Pareto set.
In [61] the authors provide techniques to efficiently compute approximations of the Pareto
sets utilising the value iteration algorithms for single-objective probability and expected
total reward objectives. The algorithm takes advantage of the result of [57] showing that a
conjunction of (maximisation) objectives is achievable if and only if there exists a strategy,
which achieves a certain single-objective expected reward, which is obtained as a weighted

sum of the original objectives.

Example 5 To illustrate the properties discussed, we consider the example MDP from Fig-
ure [3.5. We show how to compute the minimum and mazimum probabilities to reach a

state sy. First, we identify the set S—g = {ss}, and then construct the following linear
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W=
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Figure 3.5: Example MDP.

program for finding the maximum reachability probability to ss.

min g T;
i

Tg = X1
Tg = T
1 +l +1
1 3 1 3 2 3 3
Ty = 1
T3 0.

The solution to the linear program is ro = xo = 1, x1 = % and x5 = 0. We can also
extract the optimal strategy from the solution, which picks successor so in So achieving
Pro,({\ € Q4 |Fi € N\, = s0}) = 29 = 1. To compute the minimum probability to reach

s9 we have to solve the following linear program.

max E Z;
%

rog < I
o < X
1 +1 +1
1 3 it g Tt gt
Ty — 1
T3 = 0.

%, x9 =1 and x3 = 0. The minimising strategy in sq is to pick

s1 as successor achieving Pry ({\ € Q) |Fi € N\ = s0}) =20 = 1.

The solution is xg = ©1 =

Let us now consider a parity objective with priority function P(s;) =1i. To compute the
maximum probability to satisfy this parity objective, we first identify the set of states from
which there is a strategy to win with probability 1, S—1 = {s¢, $2}, and for the remaining

states we compute the maximum probability to reach a state in S—_;. Because probability
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to reach sqg is 0 from all other states, we can use the solution to the first linear program
to give us the answer, e.g., Pry, ({\ € Q| minge;pn) P(s) is even} =z = 3).

Now let us consider the reward function defined by r(so) = 1, r(s1) = 1, r(sz) = 2
and r(s3) = 0. To compute the maximum expected total reward we first solve the parity
game where the states having positive reward are given priority 0, and others priority 1,
i.e., P(sg) = P(s1) = P(s2) = 0 and P(s3) = 1. We now compute the states, in which
the maximum winning probability is positive. Note that the probabilities to satisfy this
parity objective coincide with the one discussed in the previous objective, and hence we
have that in states sg, s1 and sa we can achieve infinite reward (i.e., S—oo = {50, 51, S2})
this is because in so the strategy can always pick itself as a successor to accumulate infinite
reward. For the case of minimisation we identify the states in which minimum expected

reward is 0, S—o = {s3}. Now we need to solve the following linear program.

max E €T;
i

rg < 1+

rg < 1+
PSP

1 3 Tt g tat g

To < 241

) < 2+LE3

The solution xo = 3, x1 = 2.5 x5 = 2, x3 = 0 prouvides the minimum expected rewards that
can be achieved in the respective states, e.g., Eg [rew(r)] = o = 3. The optimal strategy

1S to pick sy as successor in Sy and S3 aS SUCCESSOT N So.

3.2.4 Model checking properties of stochastic games

Finally, we discuss model checking of properties for stochastic two-player games. The
value of the objective in stochastic games depends on the strategies of both players. Here
we consider that the game is zero-sum, i.e., the objectives of the players are opposing, that
is, one player (0J) is trying to maximise the probability to satisfy the objective and another
player (¢) is minimising it. Similarly to MDPs, we are interested in finding the optimal
values for the objective, but in this case those values correspond to both players playing
their optimal strategies — maximising and minimising, respectively. An important result
for stochastic two-player games is that they are determined for the objectives considered

in this section.



3.2. PROPERTIES OF PROBABILISTIC MODELS 29

Theorem 3 ([87]) Stochastic two-player games with reachability, parity and expected to-

tal reward objectives are determined.

Determinacy means that, for all states s of the game we have

sup inf Pry(©) = inf sup Pr,(O),
op€EX 9020 ( ) 76€%0 onexy ( )
where © denotes the set of paths satisfying the (reachability or parity) objective. Similarly,

for expected total reward we have

sup inf Eifrew(r)] = inf sup Egrew(r)].

og€EYX 0 €0 76E€X0 gnevy
An important consequence is that the maximum value for the objective for one player
is the minimal value for another, which allows us to solve minimisation problems with
algorithms that compute the maximum value by swapping players in the game (and vice
versa,).

The next important result for games with the types of objectives discussed here is

that memoryless deterministic strategies are sufficient for both players to achieve optimal

values.

Theorem 4 ([48, 59|, B3]) Memoryless deterministic strategies are sufficient for achiev-
ing optimal values for both players in zero-sum stochastic two-player games with reacha-

bility, parity and expected total reward objectives.

The existence of a polynomial-time algorithm for the computation of the optimal values for
such games has been an open problem even for reachability objectives. In order to decide
whether the optimal value exceeds a certain given bound, one can use Theorem 4| with
the determinacy result to guess a memoryless deterministic strategy for one of the players
(depending on whether the answer is yes or no), and then verify the answer in polynomial
time by computing the optimal value in the resulting MDP in polynomial time. This
procedure gives an NPNcoNP upper bound for the complexity of the problem [4§]. It also
provides an exponential algorithm to compute optimal values by enumerating memoryless

deterministic strategies.

Value iteration. Similarly to MDPs, we define Bellman functionals that are used to
obtain value iteration algorithms for computing successive approximations of the optimal

values. The optimal reachability probabilities for target set T can be computed using the
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following Bellman operator:

e

1 ifseT
A(s,t)- X, if s € 5o,
O
MaXse A (s) Xy if s € Sm,
\minteA(s) X if s € SQ.

Starting from the initial value X = 019/, the iteration of this function is guaranteed to
converge in the number of steps that is exponential in the size of the game [29].

For the expected total reward, we define the operator:

r(8) + D ien Als, 1) - X if s € S,
F(X)(s) = < r(s) + maxsen(s) Xy if s € S, (3.1)

T’(S) + minteA(s) X, if s € S<>.

The iteration, when starting from the initial value X = 0% converges in a similar way as
for reachability [29], but only in the case where the expected total rewards are bounded
for all states. This is true for the class of stopping games where r(t) = 0 for all ¢t € Term.
For non-stopping games, the states that receive infinite reward (S—.,) can be identified by
solving a parity game as follows. Assign parity 0 to all states that have positive reward
and parity 1 to states that have reward 0. If in a state s player L] has a strategy to
make sure that this parity objective holds with positive probability, then s € S_.,, and
otherwise the expected total reward is bounded, because positive rewards appear on the
path only finitely many times. After removing theses states, value iteration algorithm can

be applied for the remaining states.

Example 6 To illustrate the properties discussed above, we consider the game in Fig-

ure [3.6. To achieve the mazimum reachability probability to ss, player O has to choose

H ©

Figure 3.6: Example SMG.

W
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S1 as successor in sg, and player { chooses to stay in So ensuring that the probability
to reach sz from sy is 0. This results in sup,_cs_ infs e, Pro,({A € Q4 |F € NN =
s3}) = % The minimum probability to reach ss that player [ can ensure is 1: we have
that inf, s supy ex, Prs({A € Qs[3i € N.\; = s31) = 1 for all s, because the optimal
strategy for player  is to take the action leading to sz in s and for any player (1 strategy
the game ends either in sy or s3.

For an example of the parity objective consider priority function P(s;) = i. We have
that sup,_cs_ infooes, Pro,({A € Qg | mingeinpn P(s) is even}) = 0, because player ¢
can ensure that the game ends in state s with probability 1 by picking s3 as successor in
so; and info_esy sup, e, Pro,({A € Qg | mingeinpr) P(s) is even}) = 1., because player O
can choose s1 as successor in Sg, and, even though player & makes the game stay in so if
this state 1s visited, with probability % the game ends in s3, from where the parity objective
is not satisfied.

Finally, we illustrate how one can use value iteration to compute the successive approz-
imations of the expected total reward that can be achieved in the game. Consider the reward
function defined by r(so) = 1, r(s1) = 2, r(s2) = 3, and r(s3) = 0. It is easy to see that the
manimum reward that player O can guarantee is infinity in all states except for s3 where
the expected reward is always zero (it is because the probability to reach so is positive from
all states other than sz, and player { can choose to always loop in So to accumulate infinite
reward). Computing the mazimum expected reward that player O can guarantee using the
value iteration defined above leads to the following sequence of values. We start from the
iniatial value X0 = (X9, X X0 X2) =(0,0,0,0), then apply one step of equations (3.1])

507 517 597
to obtain F(X°) = (1,2,3,0), F*(X°) = (4,%,3,0), F3(X%) = (%,2,3,0), etc. This
sequence converges to F>®(X?) = (%, 3,3,0), which is the least fixpoint of the functional

F, representing the maximum expected total reward that player [ can guarantee.

3.3 Logics

In this section we present the logics PCTL and pATL that are probabilistic extensions of
the logics CTL and ATL, respectively.

PCTL. We provide the semantics for the logic for MDPs [14] extended with the reward
operator of [75]. Throughout this section we fix an MDP M = (S, (S¢, Sn), A, AP, ).
The syntax of the logic PCTL is defined by the following grammar:

=T la|=¢|dNo|Puplt] | R, [F
=X | U,
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where a € AP, e {<,<,>,>}, p,qe QN[0,1], r: S — Qxo.

PCTL is a branching-time temporal logic, where the formulae are split into state
(¢) and path (¢) formulae. We can also derive other standard temporal operators like
Fo = TUgp, etc. For a state s € S, we write s = ¢ to denote that a state satisfies the
state formula ¢, similarly we denote that a path A € ) satisfies path formula v by
A E 1. The satisfaction relation |= for PCTL is defined inductively for all states of M as

follows.

sET always

skEa & a€x(s)

s |= ¢ & sl

sEM NG & skE¢rand s = ¢

s EPupltt] <& VoeX.Pry(¢)p
SERLIFE & VoeS E[f(rSat(6)] =g

and for any path X\ in Q:

AEXo & ME9
A1 Ugy < N\ = ¢y for some i € Nand A = ¢ for 0 < j <.

In the above definition, by Prs(1)) we denote the probability of the paths satisfying 1, i.e.,
Pr,(v) = Pry({\ € Qu | A = ¥}). Also, by Sat(¢) = {s € S|s |= ¢} we denote the set of
states that satisfy formula ¢. The reward function f : Qaq x 25 — Q5o U {oo} is defined

as follows:

00 Vi e N\ & T,

iy =47
Y io T(N;) otherwise, where k = min{j|\; € T'}.

The main motivation for the above reward function is to analyse properties like the ex-
pected running time until algorithm’s completion. For example, when considering the
reward structure r(s) = 1 for all s € S representing time-steps, the PCTL formula
RZgo[F finished] is true in all states, from which the algorithm always reaches a state
labelled with finished, and, in addition, for all controller strategies the expected number
of steps taken before reaching such a state is less or equal to 100.

The algorithm for PCTL model checking follows the standard structure for branching-
time logics like CTL, by recursively computing the truth-value for states, starting from
the most deeply nested sub-formulae and following the recursive satisfaction relation de-
scribed above [75]. Computation of atomic propositions and boolean combinations is

straightforward. To evaluate the operator Pu,[1)] we take advantage of the properties
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Pupl¥] & 112£ Pry(¢) p if e {>,>}

and

Pogp[t)] = sup Pry(v) pap  if e {<, <},
oceEX
which imply that it suffices to compute the optimal values in the MDP and compare them
to the bound. Their computation when p = X ¢ is performed as follows. Assuming that

the set of states satisfying a formula ¢, denoted Sat(¢), has already been computed, we

have
0 if s € Sgand A(s) \ Sat(p) # 0,
;gg Pr,(X¢) = D ten(snsa(e) D(s:t) if s € 5o,
1 otherwise,
and similarly
1 if s € Sp and A(s) N Sat(¢) # 0,
ilelg Pry(X¢) = D ten(snsae) D(st) if s € So,
0 otherwise.

The computation of optimal values for Pry(¢; U ¢) reduces to the computation of opti-
mal reachability probabilities discussed in Section [3.2.3] and can be solved using linear
programming or computed using value iteration. The reduction works as follows. For all
states s € Sat(¢pr)USat(¢py) we remove all transitions leaving the state and add a self-loop,
and for the remaining states we compute the optimal (minimum or maximum depending
on ) probability to reach a state in Sat(¢,). Finally, the computation of R [F ¢] reduces
to the computation of the optimal values for the expected total reward as follows. First

note that we have

RE[F 6] & inf BL[f(r, Sat(6))] =g if s {>,>}

and

Rig[F @] < sup Ey[f(r, Sat(¢))] g if e {<, <}.
ceEX
To compute inf,cx Es[f(r, Sat(4))], we first identify for which states this value is infinite.
By definition of f, the this value is infinite if and only if for all strategies, the probability to
reach a state in Sat(¢) is less than 1. These states can be identified by computing the set
of states satisfying the PCTL formula P_[F ¢|, using the previously described methods.
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For the remaining states, the value is finite and the computation of inf,cx Es[f(r, Sat(¢))]
can be reduced to the computation of the minimum expected total reward in the following
way. Firstly, we make all states in Sat(¢) terminal and construct a reward structure 7’
defined by 7’'(s) = 0 if s € Sat(¢) and r'(s) = r(s) otherwise. Secondly, we remove the
zero-reward end-components from MDP, for which we can use methods from [52]. Now,
in the new MDP M', we have that inf,cy Erp s[rew(r’)] = inf,ex Epq [ f(r, Sat(¢))] as we
can apply algorithms for expected total reward from Section to obtain the value.
To compute sup, .y, Es[f(r, Sat(¢))], we first identify the states which do not satisfy
PCTL formula P,[F ¢]. Those states get a value of infinity, because there exists a strat-
egy which does not reach a state in Sat(¢) with probability 1. For the remaining states
we reduce the computation to computing the optimal expected total reward in the fol-
lowing way. We make all states in Sat(¢) terminal and construct a reward structure
r’" defined by r'(s) = 0 if s € Sat(¢) and r'(s) = r(s) otherwise. Then, we have that
sup, ey, Eav slrew(r’)] = supyes Eas[f (7, Sat(¢))], where M’ is the modified MDP and
we can again invoke algorithms for expected total reward from Section to compute

this value.

pATL. We now present Probabilistic Alternating-time Temporal Logic (pATL), which
has been introduced as an extension of ATL in [43, 22], where the semantics have been
provided for concurrent SMGs, which are multi-player games where at each state sev-
eral players can take actions simultaneously. Turn-based SMGs that we study in this
thesis are a special case of concurrent SMGs, where at each state only one player has
more than one action available. Here we present the semantics and model checking
for pATL for the turn-based SMGs. Throughout the section we assume a fixed SMG
G = (I, 5, (S0, (Si)ien), A, AP, x).

The syntax of the Probabilistic Alternating-time Temporal Logic (pATL) is given by the

following grammar:

¢u=Tla[=¢ N[ {C)Pupl]
Vviu=Xo|oUo,

where a € AP, C CII, <€ {<,<,>,>}, peQno0,1].

Similarly to PCTL, pATL is a branching-time temporal logic, where we distinguish
between state formulae (¢) and path formulae (). In addition, it adopts the coalition op-
erator ((C)) of ATL [4], combining it with the probabilistic operator P., and path formulae
from PCTL [66, 14]. A typical usage of the coalition operator is (({1,3}))P>¢.9[X good],
which means “players 1 and 3 have a strategy to ensure that the probability of reaching a

good state in the next step is at least 0.9, regardless of the strategies of other players”. The
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satisfaction relation = for pATL is defined inductively for each state s of G, as follows:

sET always

skEa & a € x(s)

s |= ¢ & slEo

s ¢1 A oo & skE ¢ and s = ¢

s = (C)Pupltt] & I(0i)iec such that V(o;);em e we have Pry(1)) >ap,

and for any path X in {g:

AEX9 & MEQ
)\|:¢1U¢2 s )\i):@forsomeiGNand)\j):¢1for0§j<i.

The model checking algorithm of pATL for all formulae, other than (C))P.,[¢], is the
same as for PCTL. Model checking of the coalition operator reduces to the computation
of optimal probabilities in a two-player stochastic game (referred to as coalition game),
where the players in the coalition represent one player () and the remaining players
represent the other (¢), and similarly as for PCTL on MDPs we have

(CHPuplty] & sup inf Pry(¢)sap if xe {>,>}

oESH T0E€X0

and

(C)Puplt)] & inf sup Pry(¢) xp if xe {<, <}.

og€Xg opEXY

Values for the operator X ¢ can be computed as follows:

(

1 if s € Sp and A(s) N Sat(¢) # 0,
1 if s € Sy and A(s) N Sat(¢) = A(s),
o Pl - € S and AN $0(8) = A
onerp T0€T0 Dtea(s)nsas) Dls: 1) if s € So,
kO otherwise,
and similarly
0 if s € Sg and A(s) \ Sat(¢p) # 0,
0 if s € Sy and A(s) N Sat(¢p) = 0,
ot mp Pax) = 5 € S and AN (9
A D ten(snsae) D(s,t) if s € So,
1 otherwise.

\
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And for the case of ¢ U ¢o, we apply the same reduction as for PCTL, by making states
s & Sat(¢1)U Sat(py) absorbing and then computing the optimal probability in a coalition
game to reach a state in Sat(¢2) as described in Section (3.2.4]

3.4 Strategy models

When discussing MDPs and SMGs in Section [3.1], we defined the strategies as functions
mapping from finite histories of the states of the model to a next action to be taken by
the controller (for MDPs) or player (for SMGs). Then, in the definitions of properties in
Section and logic specifications in Section [3.3] we used quantification over strategies,
e.g., for stochastic two-player games we addressed the problem of whether there exists a
strategy for player [J such that, for all strategies of player ¢, the expected total reward
is at least x. Often we are not only interested in deciding the existence of the strategy,
but also want to obtain the actual strategy to, for example, implement it as a program
for an agent. In order to do this, we need to define a strategy model that specifies how the
function is implemented.

In this section we discuss the representation of the strategies and compare two strategy
models, deterministic-update strategy, which is the most commonly seen in the literature,
and the stochastic-update strategy introduced in [20], which is the representation that we
adopt in this thesis and which we have chosen for the implementation of the strategy con-
struction engine in the PRISM-games model checker (presented in Chapter @ We prove
that, for two reachability objectives (which are a special case of the multi-objective prop-
erties that we discuss in Chapter , the stochastic-update strategy can be exponentially
more succinct than the classical deterministic-update representation.

Following [56, 20], we define a strategy by a set of memory elements, memory update
function, next move function, and the initial distribution on the memory elements. We
provide the definition for SMGs, but it also applies to Markov decision processes, as MDPs

can be viewed as SMGs with one non-stochastic player.

Definition 4 A strategy o; of player i in a game G = (IL, S, (So, (Si)ien), A, AP, X) is a

tuple o; = (M, o, o, &), where:
e M is a countable set of memory elements;
e 0! M x S — D(M) is a memory update function;

e 0': S; x M — D(S) is a next move function; and
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o a: S — D(M) defines an initial distribution on the memory elements for a given

mitial state.

A strategy is memoryless if |M| = 1, requires finite memory if |M| < oo and infinite

memory if |[M| = co. We also classify the strategies based on the use of randomisation.

n
7

A strategy o; = (M, o}, 0", ) is memoryless deterministic if o}, o', and o map to
Dirac distributions; deterministic-update it o} and o map to Dirac distributions, while
ol maps to an arbitrary distribution; and stochastic-update where o}, o', and « can map
to arbitrary distributions. Note that, from an implementation point of view, the controller
using a stochastic-update or a deterministic-update strategy where o' uses randomisation
has to be equipped with a random number generator to provide a correct realisation of
the strategy.

As mentioned before, the most popular strategy model in the literature is deterministic-
update, i.e., when the strategy memory is updated deterministically and randomisation
is allowed to happen only in the next move function (that is, the player can randomise
only if the game is in the state that it controls). We show that allowing randomisation
on the memory update can have significant influence on the size of the memory required
when considering strategies for stochastic games having multiple reachability objectives
(i.e., ensuring that two or more reachability goals are satisfied with the same strategy). In
Theorem [5, we prove that stochastic-update strategies can be exponentially more succinct
than deterministic-update ones already for the case of two terminal state reachability
objectives. The proof of the theorem below has been adapted from the proof provided
in [39], where sufficient and necessary conditions to achieve a precise expectation for any

linearly bounded function in stopping games are presented.

Theorem 5 Stochastic-update strategies are at least exponentially more succinct than

deterministic-update in stochastic games.

We only explain the intuition here and the detailed proof can be found in Appendix [A]
To prove this result we use the game from Figure starting in state s; and consider the
objective, where we want player [J to reach the target set of states labelled with t with
probability 0.5 and the target set of remaining terminal states with probability 0.5 as well,
i.e., the winning strategy for player [J has to distribute the probability equally between the
terminal states labelled with t and not by picking the appropriate probability distribution
in its only state s4, no matter what choices player ¢ makes in states s; through to s,.
We can show that by picking values x4, ..., x, appropriately we can ensure that for
every of the 2" set of choices of player ¢, player [ needs to play a different distribution

in s4, and hence if a deterministic update strategy is used, it requires |[M| = 2" in order
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Figure 3.7: A game where player [J strategy is exponentially more succinct if expressed
as stochastic-update rather than deterministic-update.

to achieve the objective. However, we can construct a stochastic-update strategy that has
2 - |S] memory states as follows. Let val®(s) = sup,_cy_ infy ex, Pry(Ft) and val™(s) =
infonesy SUpy ex, Prs(F t) be the maximum and minimum reachability probabilities that
player [ can achieve in a given state. The winning stochastic-update strategy oo =
(M, o, o, ) that achieves the reachability probability exactly 0.5 from state s; is defined

as follows:

o M = {(s,val (s)), (s,val*(s)) | s € S},

(t,y) if s € S,

ooty = AW O) 2 B0, (k" (0) 2 1= 50)] e S,
(t,val™(t)) if s € So and y = val™ (s),
| (t,val™ (t)) if s € S and y = val*(s),

sy if y = val™ (saq),
b U%(Sd> (Sd>y)) =
s;  otherwise,

e a(s) = [(s,val™(s)) — B(0.5,s), (s,val™(s)) — 1 — 5(0.5,5)],

for all s,t € S, and (s,y) € M, where 5(y,s) = ¢ such that 0 < ¢ < 1 and y =
c-val™(s) + (1 —¢) - val™(s).

Intuitively, the strategy stores the optimal (minimum and maximum) values that can
be achieved in each state, and stochastically updates its memory to ensure that the ex-
pectation of the memory element is the same as the intended value (in this case it is 0.5).

We can then show that the expectation of the memory element is equal to the probability
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to reach a state labelled with t, and hence probability to reach such a state in this game
is exactly 0.5, and thus the probability to reach a terminal state not labelled with t is 0.5
as well.

Stochastic-update strategies allow player [ to react to player ¢ choices by randomising
on the memory elements, and utilising the local relationship between values of the state and
its successor. In the case of the game in Figure the relationship is that given a player
O state s and two of its successors t,u we have that val™(s),val™(s) € [val™(¢), val™(¢)]
and val™(s),val®(s) € [val™(u), val™(u)], hence player OJ can always randomise to keep
one of the four elements in strategy’s memory no matter what is the choice of player ¢,
thus avoiding the exponential explosion in memory size. We show later in the thesis, that
this idea of using the local relationship between memory elements to preserve expectation
can be extended to more dimensions and can be utilised to construct compact stochastic-

update strategies for more general objectives.

3.5 Example

In this section we illustrate how the probabilistic models and properties presented in the
previous sections can be applied to the analysis of competitive stochastic systems. We
present a brief analysis of the team-formation protocol for sensor networks introduced
in [62]. For the full case study, performed using PRISM model checker, we refer the reader
to [41].

A short summary of the protocol is as follows. The system is composed of a network
of agents (referred to as an agent organisation), each having a specific type of resource
(R ={r1,rq,...,r%}). The tasks, which require a set of resources (e.g., task T; = {r; : “r;
is required by the task 7;”}), are advertised to the network and agents are requested
to form teams in order to complete the task. The task is completed successfully if the
team has agents covering all resources from the task. The steps of the algorithm can be

summarised as follows:

1. A set of tasks is generated according to a probability distribution and advertised to

the agents.

2. In random order agents are allowed to act: if an agent has a missing resource for
the task, then it can either initiate a new team for the task or join an existing team

initiated by one of their neighbours. Only one team per task can be initiated.

3. After all agents have completed their actions, the teams, which have all the resources

required by the task, receive a pay-off for successfully completing the task.
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The pay-offs for the agents are defined as follows.
e Type Wi(a), which rewards the agent a with 1 point if the agent is in the team that
was able to complete its task after team formation is over, and 0 otherwise.

1
team size

e Type Ws(a), which rewards to the agent a that was in a team that was able

to complete its task, and 0 otherwise.

For a team of agents A, the rewards are defined accordingly as the total reward achieved
by its members, i.e., Wi(A) = > ., Wi(a) and Wa(A) = > ., Wa(a). The underlying
idea of these two types of rewards is that W5 provides incentives for agents to form smaller
teams, which can accomplish tasks, whereas W, motivates agents to simply be in a suc-
cessful team. From the organisation’s perspective, the W5 reward should be used when
resources are limited, whereas reward W encourages agents to introduce resource redun-
dancy into teams, but this may ensure that tasks are completed with higher probabilities.

In the scenario proposed originally by [62], agents do not make any decisions, but if
they have a neighbour who is in a team for which the agent is eligible (i.e., has a missing
resource), then it joins that team, and otherwise it initialises a team for the task with
the probability given by the ratio of neighbours that are not committed to any team and
the total number of neighbours. In this case, the behaviour of the system is entirely
probabilistic and can be modelled as a DTMC. If, instead, we allow agents to make
decisions as to whether join or initiate a team, we obtain an MDP. Finally, if we model
every agent as a different player, we have an SMG. We also augment the models with the
reward structures representing the two pay-off types, W; and Ws.

We now consider model checking of several reachability and expected total reward

properties, and show how different models can be used to analyse the system.

Experimental setup. For our experiments we consider organisations consisting of five
agents, which are organised into four networks, and each agent is assigned one of the
three available resources (see Figure . We fix seven different tasks that are used in
experiments T = {{r1}, {r2}, {rs}, {r1,ro}, {r1, 73}, {re,rs}, {r1,72,73}}. When running
the algorithm, two tasks 77 and T3 are picked uniformly and independently at random

(with replacement) and are advertised to the agent organisation. For the details of the

PRISM models of the protocol see Appendix [F.1]

Properties. We consider three reachability objectives: probability to form a team to
successfully complete task 77, task T5, and to complete both tasks (e.g., form two successful
teams, one for each task). We also consider two expected total reward objectives defined

by Wi and W5 reward functions as described earlier.
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Figure 3.8: Experimental configurations of the agent organisations. In parentheses are the
abbreviations that use to refer to the organisations throughout this section.

DTMC analysis. For DTMCs, we can compute the precise values for all five objectives
to assess the performance of different agent organisations; this provides insight regarding
how the algorithm performs in different network configurations.

The model checking results for the reachability probabilities starting from the ini-
tial state so, i.e., Prs,(F T1l_completed), Pry, (F T2_completed) and Pr,, (F (T1_-completed A
T2 _completed)), are shown in Table . We can see that, unsurprisingly, in terms of task
completion the algorithm performs best in the fully connected network and worst in the
star network. However, it is interesting to note that the ring network outperforms the

isolated agent network, even though the number of connections in the network is smaller.

Organisation | T} completed | T, completed | T} and T5 completed
Oy 0.74562 0.74562 0.49596
O, 0.71461 0.71461 0.47062
O, 0.58324 0.58324 0.23639
Oia 0.71799 0.71799 0.44839

Table 3.1: Task completion probabilities for the agent organisations.

MDP analysis. Next, we modify the algorithm so that the agents are allowed to make
decisions as to whether to join or initiate the team, instead of picking the action according
to some predefined probability. We can use MDP model checking to find the maximum
values that can be achieved by agent organisations, i.e., if all agents collaborate, what
is the maximum probability to complete task 77, complete task T, or complete both
tasks. Similarly, we can verify the maximum expected pay-off that the agents can achieve.
Then we can compare these results with the DTMC model and assess how effective is the
original algorithm. The comparison of the optimal expected pay-off to the one achieved
by the original algorithm for both types of reward is shown in Figure [3.9] The properties
verified for DTMCs were expected total reward, i.e., E, [rew(W;)], and for MDPs the



42 CHAPTER 3. BACKGROUND MATERIAL

optimal expected total reward: max,ex E, [rew(W))] for j € {1,2}. We can see that
the performance drop-off is very consistent among agent organisations and reward types,
suggesting that the loss of performance is not closely related to the agent network or

reward type used.

B DTMC ™ MDP HDTMC ™ MDP
4 2
T, ©
g 3 ©
T 24 o] -
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O 9]
] (]
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0 04
Ofc Or Os Oi a O{ c Or O.\ Oiu
Agent organisation Agent organisation
(a) Reward W1(0). (b) Reward W»(0O).

Figure 3.9: Performance comparison of original algorithm (modelled as a DTMC) with
the optimal one (modelled as an MDP).

SMG analysis. Finally, we discuss how to enrich the analysis of the system using stochas-
tic games. The previous discussion about optimal performance modelling using MDPs can
be seen as agents forming a grand coalition (i.e., coalition consisting of all agents in the
network) and trying to be as successful as possible. A natural question arises at this point:
“how many agents do we require to be able to guarantee a certain performance of the agent
organisation regardless of the actions of the other agents?” To model this problem, we can
use stochastic two-player games: one player represents the agents in the coalition and the
other represents the remaining players. Now, finding optimal values in this game would
yield an answer to the question posed, because the maximum performance obtained for
the first player would be in the worst-case scenario, i.e., the agents not in the coalition try
to collaborate to minimise this objective. Figure|3.10|shows the comparison of the optimal
coalition performance for different coalition sizes for both reward types. The expected to-
E,, [rew(WV;)]
for j € {1,2}. The graphs reveal that, in our setting, the second type of pay-off (Ws) is

tal reward properties verified for the games are max(g,es;);cc M (0;e%),cm 0
more sensitive to the coalition size than the first type (W) for most agent organisations.
This means that, in order to guarantee a certain level of performance for Wy, we would
need to control more agents in the network, whereas the optimisation of W can be done

with a smaller number of agents.
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Figure 3.10: Comparison of the optimal coalitions of varying sizes.

Summary. In this section we provided an example of how model checking of the properties
presented in Section for the probabilistic models from Section can be used to
conduct an analysis of competitive stochastic systems, in this case, a team formation
protocol. We were able to evaluate the performance of the algorithm using DMTCs,
compare it to the optimal performance using MDPs, and then, in order to address the
competitive aspects of the system, we used stochastic games.

Note that the number of states in the probabilistic model representing the protocol is
exponential in the number of agents in the network and thus only relatively small networks
can be analysed. For example, the number of states and transitions in the SMG model
of a five-agent fully connected agent organisation is 731,233 and 907,992, respectively;
but the model with 6 agents already contains 8,155,873 states and 10,040,112 transitions.
This is an example of the well-known state space explosion problem in formal verifica-
tion. However, even the analysis of small models can help to understand the important
properties of the algorithm, which would be hard to capture using other methods, such
as manual analytic techniques or simulation-based methods. For example, we have been
able to establish the optimal value achieved by the algorithm using MDP model checking,

and analysed the performance under competitive scenarios using stochastic games.

3.6 Summary

In this chapter we reviewed the material from probabilistic model checking on which we
build in this thesis. We presented the key probabilistic models: discrete-time Markov
chains, Markov decision processes and (turn-based) stochastic multi-player games and as-

sociated concepts. For the aforementioned models, we also reviewed the algorithms for
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model checking reachability, parity and expected total reward properties. For DTMCs
and MDPs properties can be verified in polynomial time. However, there is no known
polynomial-time algorithm for model checking these properties for stochastic two-player
games. We discussed multi-objective model checking for MDPs, which can be performed in
polynomial-time for terminal state reachability and expected total reward objectives. We
also presented two logics, PCTL and pATL that are used to express branching-time prop-
erties of probabilistic systems and provided their semantics in terms of MDPs (for PCTL)
and SMGs (for pATL). We also discussed the models for representing controller strategies
proving that, for certain property types, the model of choice for this thesis, stochastic-
update strategy, is at least exponentially more succinct than the standard deterministic-
update strategy model. Finally, to illustrate how the described models and properties can
be applied to the analysis of the competitive stochastic systems, we presented the analysis

of a team formation protocol.



Chapter 4

The Logic rPATL

In this chapter we describe a property specification language for competitive stochastic
systems and define its semantics for stochastic multi-player games. More specifically,
we introduce the Probabilistic Alternating-time Temporal Logic with Rewards (rPATL),
which is a temporal logic that allows one to express quantitative objectives that can be
achieved in a game by coalitions of players. The logic rPATL is an extension of the logic
pATL [43] (see Section [3.3)), which is itself a probabilistic extension of ATL [4], a widely
used logic for reasoning about multi-player games and multi-agent systems. rPATL allows
us to state that a coalition of players has a strategy which can ensure that either the
probability of an event’s occurrence or an expected reward measure meets some threshold,
e.g., for a distributed network protocol one could specify: “nodes 1 and 2 can collaborate
so that the probability of the protocol terminating within 45 seconds is at least 0.95,

whatever nodes 3 and 4 do”.

An important part of the logic is the inclusion of the expected reward measures. This
enables quantitative reasoning about a system’s use of resources, such as time spent or
energy consumed. rPATL can state, e.g., “sensor 1 can ensure that the expected energy
used, if the algorithm terminates, is less than 75m.J, for any actions of sensors 2, 3, and 4”.
Similar reward-based operators have been introduced to the logic PCTL (see Section
for discussion), but have not yet been defined for games. In addition to providing model
checking algorithms for the logic and discussing their complexity, we also show how to
synthesise the strategies for players that achieve the objectives specified in rPATL, which,
in the above example, would provide the strategy for sensor 1, which guarantees that “if
the algorithm terminates the energy used is less than 75mJ”. This strategy can then be

used to implement the controller for the sensor.

The chapter is structured as follows. We define the syntax and semantics of the logic
in Section [4.1], provide model checking algorithms in Section .2 and discuss the model

45
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checking complexity in Section [4.3] Section describes how to construct the strategies
for the players that satisfy rPATL specifications using the results of the model checking
algorithms. Then, before summarising the chapter in Section [4.7] we discuss several exten-
sions of the logic, including TPATL* in Section [4.5 as well as reward-bounded properties
in Section [4.6

The technical results in this chapter are largely based on the results published in [36]
37]. We have adapted the semantics and algorithms of rPATL to be defined over a different
(but equivalent) definition of SMG and modified the proofs accordingly, as well as adding
Section on strategy synthesis.

4.1 Syntax and semantics

We start by presenting the syntax and semantics of rPATL. Throughout the section, we
assume a fixed game G = (IL, S, (S0, (Si)ien), A, AP, x). In the presentation we use state
reward structures r : S — Q>¢, which are labelling functions mapping each state to a
non-negative rational reward, but note that transition rewards can be easily encoded by

adding an auxiliary state per transition to the model.

Definition 5 (rPATL) The syntax of the Probabilistic Alternating-time Temporal Logic
with Rewards (rPATL) is given by the following grammar:

¢u=Tlal=¢| oA [ (C)Puylt)] | (CHRL[F ¢
Y u=Xo[pUF | oUg

wherea € AP, C CII, e {<,<,>,>}, € QN[0,1], z € Qxp, 7 : S = Qx¢ is a reward
structure, x € {0,00,c} and k € N.

rPATL is a branching-time temporal logic having two formula types: state (¢) and path
(1). We adopt the coalition operator ((C') of ATL [4], combining it with the probabilistic
operator Py, and path formulae from PCTL [66] [14], and a generalisation of the expected
reward operator R, from [60]. An example of a typical usage of the coalition operator
is (({agentl, agent2})P>o9[t)], which means “agents 1 and 2 have a strategy to ensure
that the probability of path formula ¢ being satisfied is at least 0.9, no matter what other
players do”. As path formulae, we allow the standard temporal operators X (“next”),
USF (“bounded until”) and U (“until”). As usual, we can directly derive 1. = =T,
boolean connectives such as ¢; V ¢y = =(—¢; A —¢2) and common temporal operators such
as F¢o = TU¢ (“eventually”). We can handle the negated path formulae in a ((C))Pyy,
operator by inverting the probability threshold, e.g., (C)P>,[—¢] = (C)P<1—_4[¢]. This
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allows us to derive, for example, the G (“globally”) and R (“release”) operators, using
the equivalences G ¢ = —(F —¢) = =(T U—¢) and ¢1R 3 = =(—¢1 U =¢p2). This is done in
the same way as for PCTL [66], 14], but, interestingly, cannot be done for ATL, as shown
in [83].

Rewards

Before presenting the semantics of rPATL, we discuss the reward operators in the logic.
We focus on the expected total reward to reach a target, i.e., the expected sum of rewards
cumulated along a path until a state from a specified set T C S is reached. To cope with
the variety of different properties encountered in practice, we introduce three variants,
which differ in the way they handle the case where T' is not reached. The three types are
denoted by the parameter x € {0, 00, ¢}. These indicate that, when T is not reached along
the path, the reward is zero, infinite or equal to the cumulated reward along the whole
path, respectively.

The motivation for selecting these particular types of rewards stems from our experi-
ence of devising rPATL specifications for case studies (which we present in Chapter @
Each reward type is applicable in different situations. If our goal is, for example, to min-
imise the expected time for the completion of the algorithm, then it is natural to assume
a value of infinity (x=00) upon non-completion, i.e., we require the algorithm to complete
successfully with probability 1 and, in addition, we want to minimise the expected running
time. The semantics of this operator are essentially the same as for the R;Qq[F ¢] operator
of PCTL (see Section [3.3).

Consider, on the other hand, the situation where we are only interested in, for example,
minimising energy consumption throughout the lifetime of the device. In this case we
might prefer to use type x= ¢, to compute expected energy used regardless of termination.
This operator can be viewed as the expected total reward (see Section enhanced
with a termination condition, i.e., the reward stops accumulating when a certain target
set is reached.

The third type of reward, x= 0, is useful in situations when the reward accumulated can
only be retrieved when the target is reached, and otherwise it is discarded. For example,
consider analysis of the incentive scheme where the user is rewarded £1 for every new
user is refers to the company, but the amount is paid-out only if he/she refers at least 100
users, and no payment is received otherwise.

We formalise these notions of rewards by defining reward functions that map each
possible path in the game G to a value indicating the total reward cumulated along that
path.



48 CHAPTER 4. THE LOGIC RPATL

Definition 6 (Reward function) For an SMG G = (IL, S, (So, (Si)ien), A, AP, X), a
reward structure v : S — Qxq, type x € {0,00,¢c} and a set T C S of target states, the

reward function rew(r,x,T) : Qg — Rsq is a random variable defined as follows. For

A€ Qg.’

fvjeN:XN ¢T
rew (T, *7 T) (/\) d:ef g(:)_l Zf ] S . J ¢ ) ' '
> im0 T(A) otherwise, where k = min{j|\; € T},

and where g(x) = * if x € {0,00} and g(x) = 3 ;c7(\;) if x = c. The expected reward
from a state s € S of G under a strategy profile oy, ...,0, is the expected value of the

reward function, i.e., B [rew(r,x, T)].

Semantics

Now, we define the semantics of rPATL. Formulae are interpreted over states of a game
G; we write s |= ¢ to indicate that state s of G satisfies the formula ¢ and define Sat(¢) =
{s € S|s = ¢} as the set of states satisfying ¢. Also, we use Prs(¢) as a shorthand for
Pry({\ € Qgs | A = ¢}), ie., to denote the probability measure of the paths satisfying
formula ¢. For the (C))Py, and {(C)RL,, operators, we give the semantics via a reduction

to a stochastic two-player game called a coalition game.

Definition 7 (Coalition game) For an SMG G = (11,5, (S, (Si)ien), A, AP, x) and
a coalition of players C C II, we define the coalition game of G induced by C as the
stochastic two-player game Go = ({0, 0}, S, (So, So, So), A, AP, x) where Sp = Uiec'S;
and Sy = Uijemn cS;-

Definition 8 (rPATL Semantics) The satisfaction relation | for rPATL is defined

inductively, for each state s of G, as follows:

sET always

sEa & a€x(s)

s o & sho

S 1N po & skE¢and s = ¢

s = (C)Pugq[¥] < In coalition game Ge, Jon € 3n such that Yo, € Xy, Pry(v) > q
s E (CHYRL,[F*¢] < In coalition game Go, Jon € X such that Vo, € Xy

Egs[rew(r, *, Sat(¢))] >z for x € {0, 00, ¢}



4.1. SYNTAX AND SEMANTICS 49

0.5 (restart 0.5 (end
( ) 0502

idle J
s7 ) {T1, T
i 1 init-2 Q{ L2}
S15
— S0
init-1*
init-2
(s
516 S1
0.2 (failure) 0.8 (success)
idle
p
idle
J
~ S$12
N
init-1
join-1
S11 -

idle
\ (513) @ T
0.5 (restart) & 0.5 (end) o) T2

Figure 4.1: SMG modelling a variant of a team formation protocol with three players
(IT = {0, ¢, A}); players O and A have resource 2 and player ¢ has resource 1; there are
two tasks advertised: T; = {1,2} and T, = {2}. Action ‘init-i’ initialises a team for task
i, action ‘join-j’ joins a team for task j and action ‘idle’ represents a decision to ignore the
task. States with double border are terminal and contain a self-loop. Each state is also
labelled with atomic proposition corresponding to its name, e.g., x(s4) = {s4}.

V)

and for any path X in Qg:

AEX¢ S MEQ
M= USF gy & N\ | ¢y for somei <k
and \j = ¢ for 0 <j <i
A o1 U oo & M=o Usk gy for some k € N.

Example 7 In this example we show how the logic TPATL can be used to analyse an
SMG. Consider the game from Figure[{.1 modelling a variant of a team formation protocol
presented earlier in Section[3.5. The game has three players O, & and A having resources
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2, 1 and 2, respectively. The game starts in sy and there are two tasks advertised: T\ =
{1,2} and Ty, = {2}. The actions that agents can take are ‘init-i’ (initialise a team for
task 1), ‘join-i’ (join a team for task i) and ‘idle’ (do nothing). The task is successfully
completed if a state labelled with the respective atomic proposition is reached (which implies
that the team consisting of agents having all the required resources by the task has been
formed).

An example path through the game is s¢s12811(87)”, which corresponds to player O
taking action ‘“init-2°, then player A\ taking action ‘init-1’ and, finally, player { selecting
“Join-1’, so that both tasks are successfully completed. The above strategies demonstrate
that rPATL formula ({0, A, O})Ps1[F (T1 A Ta)] is satisfied in so.

Let us consider the rPATL formula {(C)Ps,[T US? Ty], which states that the probability
to complete task Ty within 5 steps is at least x. First, note that, if C = {O}, then formula
does not hold for any x > 0, because player { can always pick action ‘idle’ in its states
and hence the task is never be completed. If we have C = {0O,0}, then formula is true
for all x < 0.5 and false for x > 0.5, an optimal strategy for player A is to always
pick action ‘idle’. The optimal strategies for [0 and { are to choose ‘init-1’ and ‘join-
17 actions, respectively, making sure that a state satisfying T is reached along the path
S0S15525355(86)” 0T SoS155253(57)”, which, under deterministic strategies, have probability
measures 0.5 and 1, respectively. Note that the unbounded version of the until for this
coalition is valid for any x, i.e., formula ({0, 0})P>1[T UT4] is true in sy, because no
matter how many times /A chooses to ‘idle’ in ss, the task is completed with probability 1.

Consider the reward function cost(sis) = cost(si1) = 50, cost(s1) =5 and cost(s) =0
for all other states s. The function represents the initiation cost of the task Ty and it is
50 if action ‘init-1" is executed by player OO or & and it is 5 if action ‘init-1*" is taken
(the cost of which is cheaper due to the fact that initiation can fail). The rPATL formula
({0, O}WRLS[F*T1] expresses that players O and & have a strategy to complete task T;
while using at most resource x. If x = oo, this formula is true for all x > 100 (achieved
using the strategies described in the previous paragraph for satisfying ({0, O})P>1[F T1]),
but is false for any x < 100, because if [J uses action ‘init-1*" to reduce the cost, then a
state labelled with Ty is reached with probability < 1 and thus the expected value is infinite.
To circumuvent this problem, we can change the reward type to x = ¢, now the optimal
strategy for O is to use the action ‘“init-1*" and the formula is true for x > %

To illustrate the usage of the last type of reward, x = 0, let us define the reward function
bonus(sy) = bonus(sis) = 10 and bonus(si2) = 5 representing the bonuses received by
player [ for initiating the team for tasks one and two, respectively. We want to specify

that this bonus is only paid-out if, in the end, at least one task is completed. This can
be expressed as rPATL formula ({0} )RY2“[FO (T1 V T2)]. The formula is true in s for
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x <5, but is false for any x > 5. This is because if L1 chooses ‘“init-2°, then he receives
reward 5 and also guarantees that task 2 is completed for any strategy of other players
(and thus reward 5 is received), whereas if he chooses action ‘init-1’ (where he gets reward
at least 10), then players & and A can pick ‘idle’ actions and make sure that a state
satisfying T1 V Ty is never reached (the game terminated in sg) and thus the reward that

was accumulated is never paid-out (i.e., the expectation is 0).

Quantitative queries

Often, instead of asking whether there exists a strategy for a coalition of players to achieve
a certain value, we may want to ask a model checker to compute the maximum or minimum
such value (also, the model checking algorithms that we present are based on the optimal
value computation anyway). To address this issue we consider “quantitative” versions
of the (C)Pw, and (C)RL,, operators, in the style of PRISM [77], which return such

Xz
numerical values. For the probabilistic operator and a state s € S, we have:

(ONPumim—e[)] = PrImm™(y) = inf sup Pry(y),

ooEXg 00 EX0

(CHPuaxr[y)] = PrP¥eming) = sup inf Pry(y)

oneEXH 70X

and for the reward operator:

{(CHR" [F*¢] e Eminmaxrey (r %, Sat())] © inf sup E,[rew(r, x, Sat($))],

min="?
opg€Xg 00 E€X,

[Fr¢] =  E™@5mi0 ey (r, , Sat(¢))] =  sup inf E[rew(r,*, Sat(¢))].

on€Xg THEXG

(COIR,

max="7

4.2 Model checking

In this section we discuss model checking for rPATL. We start by providing a generic
procedure to verify rPATL formulae in Section [£.2.1 We then proceed by providing
algorithms based on recursive equations satisfied by the ((C')Pw, and (C))RL,, operators

(in Sections 4.2.2) and 4.2.3] respectively), which allow us to derive efficient and practically

usable algorithms for model checking rPATL (the pseudocode for the actual algorithms
is presented in Chapter |§| when discussing tool implementation), in which computation of
numerical values is done by evaluating fixpoints up to a desired level of convergence (in
the style of well-known walue iteration algorithms [48]). The proofs presented here are
adapted from [37]; the modifications that we provide are to support a different definition
of SMGs.
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4.2.1 Model checking algorithm

The basic algorithm for model checking an rPATL formula ¢ on an SMG G proceeds
as for other branching-time logics, such as CTL or PCTL, by determining the set Sat(¢)
recursively, by traversing the parse-tree of the formula ¢ bottom-up. The nodes of the tree
represent the sub-formulae of ¢. At the leaves, we have either the atomic proposition or T.
Computation of satisfaction for these and for logical connectives is done by evaluating the
resulting propositional logic formula. Thus, the focus of this section is on the evaluation
of the (C)Pw, and (C)RL,, operators.

Computation of states satisfying these reduces to computation of optimal probabilities
or expected rewards, respectively, in the coalition game Go. For example, if > € {>, >},
then:

sE(C)Pu ] & Pri™m™(y)peq,
s (CORLIFG] &  Emominfren(r,x, Sat(9))]o o,

For operators < and <, we use the following equivalences to convert them into rPATL
formula with >, > operators, which follows from the determinacy result of [87] for zero-

sum stochastic two-player games with Borel measurable payoffs (see Theorem [10] in Sec-

tion :

(ONWP<gly] = =TT\ CPP=g[Y],
(OWP< ] = =T\ C)P=y[y].

The following sections describe how to compute the optimal probabilities (Pr®™n(q)))

(4.1)

and expected rewards (ER®min[req(r, x, Sat(¢))]) for the coalition game Ge.

4.2.2 Computation of probabilities

max,min

We begin by showing how to compute the probabilities Pr} (¢) for states of a coalition
game Go = ({0,901}, 59, (So, S0, S¢), A, AP, x). The following results follow in a similar
way as the corresponding statements for PCTL model checking for Markov decision pro-

cesses presented in Section [3.3]
For the X operator and state s € S the probability can be computed as follows:

;

1 if s € Sg and A(s) N Sat(¢) # 0,
1 if s € Sy and A(s) C Sat(¢),
ZteA(s)mSat(qs) A(s,t) if s € So,

\ 0 otherwise.

Pr;nax,min(x ¢) —
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Probabilities for the US¥ operator in a state s € S can be computed recursively as follows:

¢

1 if s € Sat(pq),

0 if s & (Sat(pr) U Sat(gs)),
0 if k=0 and s Sat(¢ps),
max;ea(s) Pri™ ™™ (¢ USF~1 ) if s € 5o,
mineas) Pry™ " (9 USF 65) if s € S,

\ZtEA(s) A(S,t) . Pr;nax,min<¢1 USk—l ¢2) if s € SO

Prmax,min(gbl ng’ ¢2) —

s

(4.2)
Finally, the unbounded until can be computed via value iteration [48], i.e., using:

Pri®min (g U g) = limy o0 Pri®™™ ¢y USF ¢y). (4.3)

s

Also, we can apply the model checking algorithm for pATL and reduce the problem to
reachability (see Section (3.3 for details).

4.2.3 Computation of rewards

Next, we show how to compute the optimal values E*<™[rew(r, *, Sat(¢))] for all three
types x € {0, 00, c}. Our algorithms, like similar ones for computing expected total reward
for MDPs (see Section [3.2.3) and games (see Section , rely on computing fixpoints
of certain sets of equations. As in the previous section, we assume that this is done by
value iteration with an appropriate convergence criterion (for discussion on convergence
and experimental results see Section .

In this section, in addition to a coalition game G, we fix a reward structure r and a

target set T = Sat(¢), and make the following modifications to G¢.

e Fresh atomic propositions t and a,e, are added to target and positive reward states:
AP := AP U {t,arew}, Vt € T : x(t) := x(t) U{t} and Vs € S.7(s) > 0 = x(s) :=
X(s) U{aew} (we assume that AP did not originally contain t and a,ey).

e Target states are made terminal: Vs € T : A(s) := {s},r(s) = 0.

It is easy to see that the above modification does not affect the value that we want to
compute, i.e., EP@minfrey(r x Sat(¢))], in the original game, since, after the target state
is reached, the reward stops accumulating and adding new atomic propositions does not
change the set Sat(¢).
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Before presenting the model checking algorithms, we prove the following lemma about
the optimal strategies required to win the games, which we use in several proofs of cor-

rectness of the algorithms later on.

Lemma 1 Memoryless deterministic strategies are sufficient for achieving optimal ez-

pected reward EP@min[reqy (r, %, T)] for types x = {00, c}.

Proof. If the expected value is infinite, then memoryless deterministic strategies suffice
by Theorem [4 because this case reduces to the problem of reaching a state where the
expected value is infinite with positive probability. States s € T' get value 0 by the game

modification presented above. Otherwise, the values ER*min[rey(r, x, T')] satisfy:

r(s) + maxien(s) B rew(r, +, T)) if s € Sp,
Emasminfpey (1, %, T)] = 7(s) + mingea(s) BP0 reqp (1, %, T)] if s €Sy, (4.4)

r(8) + Drea Als, ) - B [rew(r,, T)] if s € S0

Let Succept(s) be the set of successors of s that realise the optimum in s € S;U Sy, where
opt is max or min, for players [ and ¢, respectively. We first analyse the case x = oc.
Any strategy o € X that in s picks the successor from Succ,pt($) is optimal. For player
O, any strategy 03° € ¥ is optimal if it picks the successor from Succyp(s) in s such that
T is reached almost surely under any counter-strategy for player [J (because otherwise,
the value is infinity).

Next, assume x=c and let S_y = {s | Em™in[rey(r,c,T)] = 0}. To optimise
rew(r,c,T), we fix of € ¥ that uses successors from Succey(s) in s for all s € Sp
and ensures that S_y is reached almost surely. For player ¢, any strategy of € X is
optimal if it picks a successor from Succept(s) in s.

We now prove the correctness of the above definitions. Given a state s and a strategy

op for player [, we denote:

min, es, B2 [rew(r, , T)]

Emax ,min [
s

err”(s) = rew(r,*,T)]

where we assume err?(s) = 1 if the denominator is 0. Observe that we have:

err?0(s) - EaSmin ey (1, %, T)] = H’li;:l EI0:70 [rew (r, %, T')].
ToEL

Let x = ¢. We prove that the maximiser’s strategy ¢ = of; defined above is optimal.

Assume, for a contradiction, that it is not, i.e., err?(s) < 1 for some s. For all s, we have:
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err?(s) - Eminfrey(r e, T)] = r(s) + err?(o(s)) - Egl(as’){’min[rew(r, e, T)] (4.5)

and, for all s € Si, there must be a successor ¢ such that:
err?(s) - ERmin ey (1 ¢ T = r(s) + err®(t) - B [rew(r, ¢, T)] (4.6)

Fix s such that err?(s) < 1 is minimal. Thanks to equations (4.4), (4.5) and (4.6]), we
get that the value must also be minimal for all successors of s. However, this implies that
S_o is not reached with probability 1 because, in every t € S_y, we have err?(t) = 1. The

other cases (0§, ogf and 03°) can be proved analogously. O

The case x = ¢

First, we solve the following stochastic two-player Biichi game (see Section for dis-

cussion) to identify the states from which the expected reward is infinite:
I:={se€ S|3on € Xn.Vo, € ¥ Pry(inf(acew)) > 0}

where inf (a,ew) is the set of all paths that visit a state satisfying a,e, infinitely often (and
hence have infinite reward). The states in [ are assigned infinite reward. To compute
values for the remaining states, we remove the states in I from G before continuing. We

then compute the least fixpoint of the following equations:

(

0 ifseT,
F(s) = r(s) + m.axteA(s) ft) ?f seSp\T, (47)
r(5) + mingean (1) it s € 5\ T,
\T(S> + D ea Als, ) - f(t) if s € S\ T,

and let Emaxminfrey (r ¢ T)] = f(s).

Correctness. To show the correctness of the above algorithm, let us first consider the
states with infinite value. Recall that we denote by inf(a,ew) the set of paths that visit a
state with positive reward infinitely often (and thus get infinite reward). If, for a state s,
there is on € ¥ such that the probability Prs(inf(aew)) is positive for all oy € X, then
the strategy op itself achieves infinite reward. In the other direction, suppose that for every
op € ¥n there is some o, € 3 such that Prg(inf(aew)) is equal to zero. Because reward
is not infinite, it follows that, for every op, a strategy o, exists, which also ensures that

the expected number of visits to a state satisfying a,ey is finite and bounded from above.
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The rest follows easily because the rewards assigned to states by the reward function are
bounded.

Let us now consider finite values. Because of the modification making target states
terminal, no reward is accumulated after visiting a target state and we can change the
random variable to use 3, 7(};) instead of rew(r,c,T). It can be shown by induction

that the expected value with respect to this variable can be obtained as lim;_,, fs(7) where:

0 if i =0,
‘ 7r(s) + maxieas) fi(i — 1) if i >0 and s € Sp,
£.(0) = = (48)
7(s) + mingeas) fi(i — 1) if i >0and s e Sy,
\r(s) + D iea Als, ) - fe(i — 1) ifi>0and s € So.

We can then apply the Kleene fixpoint theorem to obtain that lim; . fs(i) is equal to
the least fixpoint of the equations (4.7)) (see Section for discussion on computation

of expected total reward using value iteration).

The case x = o0

We start by identifying and removing states with infinite expected reward; in this case
itis I :={seS|skE {({O})P«[Ft]}. Then, for all other states s € S, we compute
the greatest fixpoint, over R, of equations . The need for the greatest fixpoint arises
because, in the presence of zero-reward subgames (i.e., the subgames in which all rewards
are 0, and which do not contain a target state), multiple fixpoints may exist. For the
previous case (x = c¢), a least fixpoint of gives the correct solution for such cases (i.e.,
because player ¢ should favour staying in such a cycle in all cases); here, the reward would
be infinite if this happens (and hence player ¢ should prefer leaving such a cycle, but the
least fixpoint of the equations does not capture this property). The computation is
over R since, e.g., the function mapping all non-target states to oo may also be a fixpoint,
which is not the one we are interested in.

To find the greatest fixpoint over R, we first compute an over-approximation of the
fixpoint by changing all zero rewards to any € > 0 and then evaluating the least fixpoint
of for the modified reward. Starting from the new initial values, value iteration now
converges from above to the correct fixpoint. For the simpler case of Markov decision
processes, an alternative approach based on removal of zero-reward end-components is
possible [53], but this cannot be adapted efficiently to stochastic games. On the other

hand, our over-approximation-based approach can be used for MDPs.

Correctness. We now prove the correctness of the presented algorithm. First, observe
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that, if a state s € S is assigned infinite value in the initial step, then we indeed have
Emaxminfrey (r 0o, T)] = oo by definition. We prove the correctness for the other values.
Let u : S — Q be a function that assigns to each state s € S a value such that u(s) >
Emaxmin(req(r, 0o, T')]. Recall that we compute values of equations by value iteration,

i.e., we compute:

(

0 ifseT,
u(s) ifi =0,
fs(i) = S r(s) + maxen(s) fi(i — 1) if i >0and s € Sp, (4.9)
r(s) + mingeas) fi(i — 1) if i >0 and s € S,
(7(8) + Xien Als, 1) - fii = 1) ifi>0and s € 5o,

for sufficiently large i, and we show that lim; o, fs(i) = EP®™0[rey(r 0o, T)]. Let us

consider auxiliary functions rew’, which assign numbers to paths as follows:

S r()) W <ieT,
rew’ (\) = { 7<F

Y r(A;) +u(X;) otherwise.

j<i

Intuitively, the function rew! alters the definition of rew(r,oc0,T) by assigning rewards
given by r for the first ¢ steps, and then assigning the reward given by u, if the target has
not been reached yet. One can prove by induction that the value of fs(i) from (4.9) is

equal to EDamin[reqi],

We need to show that lim; ., fs(z) > Em*mn [req(r, 00, T')]. This can be done induc-
tively by showing that f,(i) > EX®min[rey(r 0o, T)| for every i. The base case i = 0
follows from the definitions of f and u, and the inductive step follows by monotonicity of
the function f.

Furthermore, we show that lim; . f,(7) < EP®mnlrey(r 0o, T)]. Let omm € 3¢ be a
memoryless strategy satisfying sup,cy, B3 [rew(r, 0o, T)] = EF*™"[rew(r, 0o, T')], i.e.,
Omin 18 the optimal minimising strategy for player { (such strategy exists by Lemma [1).
Let 7(i) = inf, ex, Pri®omin({\ € Qg | 3j < i.); € T'}) be the minimal probability
with which we end-up in a state in T within ¢ steps when playing according to o,. We
have lim;_,o, 7(7) = 1, because otherwise player OJ would have a strategy to prevent the
target from being reached almost surely and the reward obtained would be infinite. Thus,

we have:
sup E797min[rey’ | < BRI ey (r 00, T)] + (1 — 7(i)) - K

ogEXg
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where K = maxgesu(s). As we let i go to 0o, the second summand diminishes, and so

fs (Z) — E?ax,min[rewi] S Ersnax,min[rew (7” o0, T)]

The case x = ()

To achieve the optimal value for this reward type, it does not suffice to consider memoryless
strategies for player [J. The optimal strategy may depend on the reward accumulated so
far, which, for a given history A € QF, we denote by r(\) = ZLL‘O r(A;). However, this is
only needed until a certain reward bound B is reached, after which the optimal strategy
picks actions that maximise the probability of reaching 7' (if multiple such actions exist, it
picks the one with the highest expected reward). Example |8 below illustrates this concept.
The bound B can be computed efficiently using algorithms for x* = ¢ and Pr™®™% (y))

and, in the worst-case, can be exponential in the size of G and the reward structure r (the
formula to compute the bound is presented in Equation (4.11))).

Example 8 In this ezample we show that memory is required for strategies that achieve
optimal expected reward values of type x = 0, i.e., for optimal values of E™*mn req(r, 0, T)].
Later, we show that the finite memory is indeed sufficient. Let us consider the following

example:

The target set is T = {s1} and the reward structure r assigns 1 to sy and 0 to the other
states. We analyse the optimal value of rew(r,0,T) in so. Let op be a memoryless ran-
domised strategy that in sg picks s1 as successor with probability x and so with probability

1 — x. The expected reward obtained is then:

097 (1 —2) "l r = ’
;’ (=2 o= G100 22

which, for any x, is lower than 2975. Now consider the strateqy o’ that is deterministic,
and picks s on the first 8 wisits to sg and then sy on the 9th visit. The value under this
strategy is: 9-0.9% ~ 3.8 > 2975. Hence, strategy with memory can achieve strictly greater

expectation than any memoryless strategy.

Remark 1 Note that, in the above example, optimal (memoryless deterministic) strategy
in Sg for both x = 0o and x = ¢ is to pick successor sy and thus achieve values oo and 10,

respectively.
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We now present the model checking algorithm. For clarity, we assume that rewards are
integers; rational values can be handled by re-scaling all rewards by the lowest common
multiple of the denominators of rewards appearing in the game. Let Ry be the maximum

expectation of rew(r,0,T) in state s after history A with r(\) = k:

Rs i) & sup inf [k - Pry(Ft) + Eg[rew(r, O,T)]},

onEX 900
and 7. = maxges 7(s). The algorithm works as follows:

1. First we solve the Biichi game (see Section [3.2.4)) to identify the states that have

infinite reward:
I:={se€ S|3Jope€Xn Vo, €%y Prs(inft(arew)) > 0}}

where inf*(aew) is the set of all paths that visit a state satisfying {(C)P<o[F t] A arew
infinitely often. Then, assign infinite reward to states in I and remove them from

the game.

2. For B <k < B+ rp.x — 1 and for each state s € S:

(a) Assign new reward r’(s) = r(s) - Prglgf;’min(F t);

(b) For states s € Sp, remove from A(s) choices that are sub-optimal, i.e., ¢ such
that Pr™™™(Ft) < Pro®omin(Ft) = ¢  A(s);.

(c) Compute R, using the algorithm for rew(r’, ¢, T):
Risp) = k - P (Ft) 4 EX™ rew(r, ¢, T)).

3. Find, for all 0 < k < B and states s, the least fixpoint of the equations:

(

k itseT,
max s R r(s if s S S s
Rspy = ERL ) B (4.10)
mingea(s) Bt evr(s) if s € S,
\ZtEA(s) A(& t) ) R(t,k+r(s)) it s e SO.

4. The required value for the state s € S is E2*™2 e (r, 0, T)] = Rs ).

Correctness. We prove the correctness of the algorithm by considering each of the steps

in turn. To show the correctness of the first step, we prove the following lemma.
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Lemma 2 sup,_cy_ inf, ex, Es[rew(r,0,T)] = oo if and only if there is on € ¥ such
that for all oy € X we have Pry(inf*(ane,)) > 0.

Proof. We begin with “<” direction. Player [1’s strategy o to ensure that the expected
reward achieved is at least ¢ € R works as follows. Suppose o ensures Prs(inft(arew)) >p
for all o, strategies of player {. Since optimal values exist for Biichi games, we can safely
assume that p > 0. The strategy ¢ mimics strategy op if the history A satisfies r(\) < ﬁ
where z is the minimal probability that occurs in the game. When r(\) reaches this bound
and the formula (C)P~o[Ft] is satisfied in the last state of A, the strategy o changes its
behaviour and maximises the probability to reach T. Because memoryless deterministic
strategies are sufficient for both players for reachability queries, ¢ can ensure that T
is reached with probability at least z/®! from the last state of A. The rest is a simple
computation.

Let us analyse the direction “=". Similarly to the x = ¢ case, we can show that, if
for every og € ¥ there is 04 € X such that Pr,(inf*(a,ey)) is equal to zero, then there
is 04, which ensures that the expected number of visits to a state satisfying ae is finite.
The rest follows as in * = ¢; we only need to further consider that if the state satisfies
arew but not Pog[Ft] (i.e., it gets non-zero reward but is not labelled with a,ey), then the
reward achievable by player [] in such a state is 0. OJ

We continue by proving the correctness of the second step of the algorithm by show-
ing that if player [J wants to maximise the expected reward with respect to rew(r,0,7T)
choosing only successors, which guarantee maximum probability to reach the target in
each state, he can do so using a memoryless deterministic strategy. Then we show that

this strategy can be played after a certain finite reward (bound B) has been accumulated.

Lemma 3 Let Eg C Xo contain all strategies that in all states s € So use only successors
t € S such that Pro®mn(Ft) = Pr™ ™™ (Et) and for all on € XL and s € S we have
inf,, ex, Pry(Ft) = Praxmin(Et) - Then there is a memoryless deterministic strategy o €

YL satisfying:

inf EZE’UO[T’ew(r,O,T)]: sup inf Eg[rew(r,0,7)].

0pEX UDEZS 0pEX

Proof. Assume the game is restricted so that the only successors available in s € Sh
are the ones satisfying the lemma condition. We first create a new reward structure r’
defined by 7'(s) = r(s) - Pr™™"(Ft). We show that, for all og € ¥% and o € X with
Pry(Ft) = Pr®®™2(Ft) we have that E[rew(r’, ¢, T)] = Ey[rew(r,0,T)], from which the
lemma follows directly, as memoryless deterministic strategies suffice for achieving the

optimal value of rew(r’, ¢, T).
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Let Qg .s(T) o {NeQqg.s | Fi. N €T}, and t(\) = miney A; € T. For any strategy
profile o, 0 such that Pri®7° (Ft) = Prmin(Ft),

EZ9°[rew(r,0,T)] = /
Q

/QgC,S(T) —

= in(t)-Prs(An:t/\/\):Ft)

rew(r,0,T)(\)dPrs = / Z n)dPrg
Qs

dPI‘S Z / dPrs
Q

gcs

go»s

= 35 (t) - Pry(h=1) - PryA=Ft | A =1)
n=0 tesS

= 330 Pr(=0) - PRy

SRR RS oY SCar.

Gos
This completes the proof. 0

Finally, we prove the existence of the finite bound B on the reward accumulated on the

path, after which it becomes optimal to play the strategy described in the previous lemma.

Given a path h € Qf, we use E[rew(r,0,T) | h] to denote the conditional expectation
of rew(r,0,7T) on infinite paths of which h is a prefix, i.e.:

f{)\|>\ starts with h} 1"()\) dPrs
Pry({\ | A starts with h}) "

Es[rew(r,0,T) | h] =

Lemma 4 For each state s € S, there exists a finite-memory strateqy o* for player U,
which mazximises the expected reward rew(r,0,T) from the state s. In particular, there

exists some bound B such that, for r(h) > B, o*(h) becomes memoryless (i.e., as in

Lemma @)
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Proof. Fix two strategies og € Xg and o, € X,. For each state s € S and a path

h = s9s1 ..., we have that:
EI0%[rew(r,0,T) | h] = E °[rew(r,0,T) + r(h)]
= / r(h)dPri®?0 + E." ¢ [rew(r,0,T)]
Ay JAF 1)

= Prsl"°(Ft) - r(h) + E" °lrew(r,0,T)]

where rew(r,0,T) +r(h) is a random variable assigning rew(r,0,T)(\) +r(h) to a path A
reaching T', and 0 otherwise; and where o'(1/) = 7;(sgs1 ... s,_1-1) for i € {00, O}.

Given a state s € Sp, we use PR

to denote the “second” maximal probability to
reach T achievable by a deterministic strategy. Below, without loss of generality we assume
that such successor always exists (i.e., there is always a suboptimal choice with respect to

reaching 7"). Define:
Emaxminfrey (r ¢, T

prresmin(Ey) . pRmax

S

By =

(4.11)

Let B = maxges Bs. We show that, on paths h ending in s and satisfying r(h) > B, no
optimal strategy of player OJ can use suboptimal choices and, together with Lemma [3] we

obtain the statement of this lemma.

Let h-s be a path ending in s € Sp and satisfying r(h) > B. Assume on(h) determinis-
tically chooses successor t € A(s) such that Pr™™™(Ft) < Pr™®mi(Ft) (for randomised

choices the argument follows analogously). We have that, for any o, € 3y:

EI® ”Q[Tew(r, 0,7) | h
PrIO78 (Ft) - r(h) + B0 [rew(r, 0, T)]

< PRy -r(h)+ E; D’Jg[rew(r, 0,7)]

= PER(EL) - x(h) — (PEP(FY) — PRES) - x(h) + ED [rew(r,0,T)]
< PemmIn(F )L p(h) — (Py(Ft) — PRES) . B4 S0 [rew(r, 0, T)]
< Prm(F) L p(h) — BT re(r, ¢, T)] 4+ B2 [rew(r, 0, T)]

< BT reu(y,0,T) | B,

which contradicts that op is optimal. So, the strategy optimising rew(r,0,7T") is of finite-

memory with upper bound B on the memory needed. 0

By the equalities from the proof of Lemma [3]and by Lemma[d] the procedure described

in step 2 of the algorithm is correct. The procedure from step 3 of the algorithm is correct
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because, for all paths h, we have that:

maxea(s) Es[rew(r,0,T) | h - t] if s € Sp,
Es[rew(r,0,T) | ] = ¢ mingea(s) Es[rew(r,0,T) | h -] if s € Sy,
ZteA(s) A(s,t) - Eg[rew(r,0,T) [ h-t] if s € So.

Summary. In this section we have provided algorithms for rPATL model checking, which
are based on the evaluation of the recursive equations. We will use these algorithms in
the implementation of the PRISM-games model checker, presented in Chapter [l We have
also analysed memory requirements of the optimal strategies showing that memoryless
strategies are sufficient for coalition players to achieve all but one of the rPATL operators.
We will use these to provide complexity bounds for rPATL model checking in the next

section.

4.3 Complexity

We are now ready to analyse the model checking complexity of rPATL.

Theorem 6 (a) Model checking an rPATL formula with no (CYR.,.[F°¢] operator and
where k for the temporal operator USF is given in unary is in NPNcoNP. (b) Model
checking an arbitrary rPATL formula is in NEXPNcoNEXP.

Proof. (a) Let ¢ be a rPATL formula with no (C)RZ [F°#] operator and where k for the
temporal operator US* is given in unary. We prove that the problem of deciding whether
the formula is satisfied in s is in NPNcoNP. By equivalences from Equations , we can
assume that all probabilistic and reward operators only contain bounds > or >, so in the
proof we assume <€ {>, >}.

Let @1, 9o, ..., ¢, be the sequence of all state formulae occurring in . Also, if ;’s
outermost operator is temporal, let C; denote the outermost coalition in ¢;, and ch denote
the set of all memoryless deterministic strategies for player j in the coalition game G¢ (if
the formula contains bounded-until, we expand the model by embedding the steps up to
k into the state and transforming it into unbounded-until; this does not increase the size
of the model since the bound £ is given in unary).

We show that the problem is in NPNcoNP by describing a polynomial-size certificate
¢ that allows us to check that a formula is (not) satisfied. The certificate ¢ is a function
that assigns an element of ¥5' U Eg" to each tuple (i,s) where s € S and g; is a formula

whose outermost operator is temporal. We have the following.



64 CHAPTER 4. THE LOGIC RPATL

o Tt gy = (CYPuglt] and s k= g, then:
c(i,s) = op for on € X such that inf, cx, Pry(¢) > ¢ holds.

o If p; = (C)Puy[tV] and s B~ ¢;, then:
c(i, s) = g for oy € Xf such that sup,_cx, Pry(¢) > ¢ does not hold.

o If p; = (C)RL,[F*¢] and s |= @i, then:
c(i,s) = op for on € X such that inf, cx, Ey[rew(r, *, Sat(¢))] > z holds.

o If pi = (C)RL,[F*0] and s |~ @i, then:
c(i, s) = 04 for 0o € X§ such that sup,_cx, Es[rew(r, x, Sat(¢))] > & does not hold,

The existence of the strategies assigned by ¢ follows from Theorem (4| and from Lemma
To check the certificate in polynomial time, we compute Sat(y’) for all state subformulae
¢ of p, traversing the parse tree of ¢ bottom-up. Suppose that we are analysing a formula
¢" and that we have computed Sat(y”) for all state subformulae ¢” of ¢’. If ¢’ is an atomic
proposition or its outermost operator is a boolean connective, we construct Sat(¢”) in the

obvious way. Otherwise:
Sat(¢") = {s| c(i,s) is a strategy for player [J in the coalition game} .

We verify that our choice of Sat(y’) is correct as follows. For all s € Sat(¢'), we construct
an MDP from the appropriate coalition game by fixing the decisions of player [J according
to ¢(i, s), and in polynomial time we check that the minimal probability (or reward) in the
resulting MDP exceeds the bound given by the outermost operator of ¢’ (see Theorem [4]).
If s ¢ Sat(¢'), then we fix the decisions of the second player according to ¢(i,s) and
proceed analogously, computing the maximal probabilities.

(b) The proof is similar to the one above. We only need to extend the certificate from
the proof to provide a witnessing strategy for formulae of the form {(C)R,  [F°¢]. This
is straightforward since, in Lemma [4] we showed that players need only strategies of
exponential size.

In Lemma [4] we showed that, for the optimal strategy, it suffices to play a deterministic
memoryless strategy after a certain reward bound B has been reached and, before that, the
strategy needs to remember only the reward accumulated along the history. Without loss
of generality we assume that rewards are integers, therefore, the strategy in a state may
need a different action for each value of reward below B, and one action for reward, which
is greater or equal to B. So, the overall size of the memory is O(|S| x B). A deterministic
strategy suffices in this case; observe that one could ‘embed’ the memory into the game by

constructing a new game where the set of states is S x {0,..., B4 rmax — 1} U{ss} (where
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Tmax 18 the maximum reward assigned by a reward structure in a game). The transition
relation is preserved for states (s, k) where k < B, and states (s, k) where k& > B have a
transition to sy only. The reward structure r assigns reward R, ) to states where & > B,
which can be computed using step 2 of the algorithm for x = 0, and 0 to all other states.
Then, the deterministic memoryless strategy that maximises rew(r, ¢, {s¢}) in this new
game also is an optimal strategy in the original game (but requiring memory of size B).
The size of B can be at most exponential in the size of G¢, i.e., from Lemma [4] it follows
that the size of B for a state s is bounded by

Emaxminfrey (r ¢, T)]
pyraxmin(piy . ppmax ’

By =

We claim that all E®*™0 [rey(r, ¢, T)], Pr®®*™®(Ft) and PR22 can be represented as
fractions of integers whose binary representation is polynomial in the size of the input,
from which the bound on the size of B, follows. For E®®™in [yeq(r, ¢, T)] (or Pr®m™in(Ft),

PR, fixing the optimal strategies for both players we can construct an LP, size of

which is polynomial in the size of input and solution is equal to ER®min[rey(r ¢, T)] (or

Praxmin(Et) - PRI regpectively). Because the solution of the linear program can be
represented as a fraction of two integers of polynomial binary representations, we get the

claim. Therefore, B, is at most exponential in the size of G. 0

Remark 2 Note that our problem is at least as hard as solving simple stochastic two-
player games, which is known to be in NPNcoNP [/8] and for which the existence of

polynomial time algorithms is a long-standing open problem.

4.4 Strategy synthesis

Previously in the chapter we presented the logic rPATL in order to express the properties
of stochastic multi-player games. We also provided the algorithms for model checking the
logic. In this section we take a different perspective on the rPATL specifications. Consider
the rPATL formula (({controller}))RZ{("[F° target]. If it evaluates to true in the given
SMG then we have that “player controller has a strategy to ensure that the expected
energy consumption before reaching target is less or equal to 100, for any strategies of the
other players”. But what we may be interested in is to actually obtain the strategy for the
controller, which achieves the given objectives in an SMG, in which the formula is true.
We refer to the problem of obtaining such a strategy for a coalition of players to satisfy a
given rPATL formula as strategy synthesis. In this section we show how to construct the

strategies for coalitions to satisfy the rPATL specifications for SMGs.
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Before we proceed we note that the strategy synthesis only applies to the coalition-
quantified rPATL formulae (C))Pyw.[¢)] and {C)RL [F*¢]; to construct the strategies we
use the results of the model checking algorithms that were presented in Section 4.2} The
constructions consider the maximisation problem, i.e., we assume <€ {>, >}. The min-
imisation strategies can be constructed in a similar way. To represent the strategies we
use the representation defined in Section |3.4] where strategy o is modelled as a tuple
o= (M,o" 0" «) where M is a set of memory elements, o and o™ are the memory up-
date and next move functions, respectively, and « is the initial distribution on the memory

elements.

Probabilities. We provide a winning strategy construction for coalition C' in an SMG
G =(ILS, (S0, (Si)ien), A, AP, x) to satisfy an rPATL formula ((C'))Py[¢)]. The winning

strategies o; = (M, 0¥, o', a) for i € C' are constructed as follows.

o Case v = X¢p. M = {m}, and for all s € S and i € C we have d}'(m,s) = m,
a(s) = m; and for all states s € S; we have o]'(s, m) = t, where t € A(s) N Sat(¢) if
A(s) N Sat(¢) is not empty, and any state in A(s), otherwise.

e Case ¥ = ¢y Ugy. Let X, be the value Pr™®™ (4, U ¢y) computed using Equation
from Section representing the maximum probability to satisfy the formula
for each state s. Memory of the strategy contains a single element, M = {m}, and
for all s € S and i € C' we have gf(m,s) = m, a(s) = m, and for s € S; we
have o7(s,m) = [t; — Z,...,t, — ], where if T =t € AB)|X, < X} #
() then {t1,...,t,} = T and {t1,...,t,} = A(s) otherwise. Intuitively, until the
path satisfies the formula ¢, the strategy randomises uniformly among the optimal
successor states, at least one of which is guaranteed to exist due to monotonicity [48]
of the value iteration from Section used to compute value X;. Such a successor
may not exist after the path has satisfied the formula 1, and in this case, the strategy
simply randomises uniformly among all successors. This can be done since in such

case the probability to satisfy the formula is 1 regardless of any actions of the players.

e Case ¥ = ¢y USF ¢y, Let XU ..., X* be the values computed using Equations
for bounded until from Section [4.2.2 (i.e., X = Pr™in(4, US! ¢,)) representing
the maximum probability to satisfy the formula in i steps for 0 < ¢ < k from each
state s. Memory elements are M = {0,...,k} and for all s € S and i € C we
have of(m,s) = max{m — 1,0}, a(s) = k, and for s € S; we have o(s,m) =t
where if m > 0 then t € A(s) such that if m > 0 then X™ < X;"! i.e., until the
bound has been reached, the strategy chooses one of the optimal successors, at least

one of which is guaranteed to exist due to monotonicity of the value iteration from
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Equations (4.2) used to compute values X?, ..., Xk

S

Rewards. Now we provide a winning strategy construction for coalition C' in an SMG
G = (IL,S,(So, (Si)ien), A, AP, x) to satisfy an rPATL formula (C)R[,[F*¢] for x €

{0, 00, ¢}. The winning strategies o; = (M, o, 07, ) for i € C are constructed as follows.

e Case x = c¢. Let X, be the values f(s) computed using Equations from
Section {4.2.3| representing the maximum expected reward for each state s. Mem-
ory contains a single element M = {m} and for all s € S and i € C' we have
oi(m,s) = m, a(s) = m, and for s € S; we have o7(s,m) = [t; — 1,... t, — 1]
where {t1,...,t,} = {t € A(s)|Xs — r(s) < X;}, i.e., the strategy randomises

uniformly among the optimal successors.

e Case x = co. Memory contains one memory element M = {m} and for all s € S
and i € C' we have a(s) = m. Memory update function is ¢¥(m,s) = m for all
1 € C, and if there exists a strategy from s to reach a target set with probability less
than 1, and hence achieve infinite reward (this is performed by evaluating rPATL
formula (C)P_1[F ¢], then for s € S; we have ol'(s,m) = t where X > X;, and
X,, X; are values Pr®min(F 4) Pr®®™ ™ (F 4) computed using Equations from
Section . Otherwise, o7'(s,m) = argmaxca(s) X¢, where X; are the values
f(t) computed by Equations from Section Intuitively, the strategy is
constructed from two strategies, one minimising the probability to reach a target set

and another maximising the expected total reward.

e Case x = 0. As in Section [4.2.3] for the ease of presentations we assume rewards as-
signed by r are integers. First, let us consider the strategies played in the states
in which an arbitrarily large reward can be achieved, i.e., the states in the set
I from step 1 of the algorithm from Section . Let ¢® be a memoryless de-
terministic strategy in the Biichi game, which makes sure that a state satisfying
(CYP<o[F t] A arey is visited infinitely often with probability at least p, > p/°|

i, and
o" be a memoryless deterministic strategy that makes sure that the probability to
reach a target set is at least p, > plfi'n from any state in I, where p,;, is the minimum
non-zero probability assigned by A. Such strategies exist by definition of the set I.
Let B be the bound and R, be the values computed in step 2 of the algorithm
for 0 < k < B+ rpax — 1 by Equations , and let X, be the values f(s) for the
expected total reward computed using Equations for the reward structure r’.
i |+ B+ T — 1)}

and for all s € S and i € C we have o}'(m,s) = min{m + r7(s), B + rmax — 1},

Memory of all strategies is defined as M = {0,... , max([z/p
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a(s) = 0, and if s € I NS; then ol*(s,m) = o®(s) if m < [m/pfnlliw and otherwise
ol'(s,m) = o"(s); else if s € S; but s ¢ I then

=Lttt ifm<B
(smy = e e .
[ry— L, ... 7y — =] otherwise

where the successor states are {ti,...,t,} = {t € A(s)| Rsm) < Ritmr(s))} and
{ri,...,rm} ={r € A(s) | Xy —r(s) < X,.}. Intuitively, strategy op for states s € I
plays a Biichi strategy accumulating the required amount of reward before switching
to a strategy which reaches the target set to ‘cash-out’ the reward and satisfy the

property. This amount, after which it can make a switch, is bounded from above

by x/ pﬂi", because once the state s € I is reached and the accumulated reward at
least R = z/(py - pr), and because R < :U/pi’lliil, this guarantees that expectation

is at least z; another factor of p‘nﬂn is required to make sure that, if player ¢ plays
sub-optimally from ¢ & I to take the game into s € I, the expectation is big enough
to be greater than x in the state in which the game started. For the states s & I,
the strategy plays the strategy following the values of equations from step 3. of
algorithm in Section and then switches to following the expected total reward

equations after the bound B has been exceeded.

Discussion. In this section we provided methods for strategy synthesis where the strate-
gies can be constructed directly from the results of the (value iteration-based) model check-
ing algorithms from Section[4.2] Strategy constructions provided here can be directly used
to implement and analyse the controllers that satisfy the rPATL specifications. PRISM-
games (see Chapter @ implements these strategy constructions and, in Section , we

use this functionality to analyse the protocol for user-centric networks.

The advantage of this approach is that strategy synthesis can be performed together
with model checking. Furthermore, after the model checking has been performed, strategy
construction procedure introduces minimal overhead (can be performed in linear time),
except for the cases of bounded-until and reward operator when x = 0, where the strategy
synthesis requires the storage of intermediate computation results, which would not be
required by otherwise, thus increasing memory requirements. This contrasts with other
strategy construction methods (e.g., policy iteration [28]), which may take the number of

steps exponential in the size of the model.



4.5. RPATL* 69

4.5 rPATL*

In this section, we discuss the logic rPATL*, which extends rPATL in the same way that
PCTL* extends PCTL [I4]. In particular, this allows LTL formulae to be provided as
path formulae within the (C))Pu,[¢)] operator. The syntax of rPATL* is given by the

following grammar:

¢u=Tlal=¢ oA | {C)YPuyl¥] | (CHRL[F O]
Y=o | Y AY | XUy

where a € AP, C CII, e {<,<,>,>}, € QN[0,1], x € Qs, 7 is a reward structure
and * € {0, oo, c}.

Similarly to rPATL, we can derive standard temporal operators like Fyp = T U4
(“eventually”) and G = —F =) (“globally”). The semantics for state formulae are the

same as for rPATL. The semantics for path formulae are as follows. For path A € {)g:

Ao S ME

Ay & AFEY

AE YA o Ak and A

AEXY & Suffix(\ 1) E

AEYUyy & Suffix(M, i) = 1) for some i € N

and Suffix(\, j) E ¢ for 0 < j <.
Examples of rPATL* formulae include:

o (({1,3})P>1[GF recharge] - “players 1 and 3 have a strategy to make sure that a
recharge state is visited infinitely often with probability 1, no matter what actions

other players take”;

o ({4})P-o5[(Gsafe) A (FGsuccess)] - “player 4 has a strategy such that, with proba-
bility greater than 0.5, the system ends up and remains in success states, while only

visiting safe states, for any strategies of the other players”.

Example 9 Consider again the team formation game presented in Figure[{.1 rPATL* al-
lows us to express richer properties of paths, for example, formula ({0, A, O})P>.[(Fss)A
(FT2)] expresses that players have a strategy to complete task T, along the paths that visit
s5 with probability at least x. This formula is only true for x < 0.5, and there are two
optimal strategies for the coalition: player [ always picks action ‘init-1°, the first time

O has a choice, it has to pick ‘join-1" and /A has to pick ‘idle’ to make sure the state
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ss is wvisited. In the next round (when the game returns to s3), O can pick any action
(corresponding to the two optimal strategies) and A\ has to select “init-2° to make sure the
task is satisfied. We can also specify liveness properties, for example, the rPATL* formula
({0, AY)P>1[(GF s12) V (GF sg)] is true in so, because no matter what strategy ¢ plays,
O and A can make sure that the game either ends in an infinite loop (S12510)” or in a

termanal state sg.

Another important use of rPATL* specifications is to impose restrictions on strategies
that players in the coalition can use, e.q., rPATL* formula ({A,O})Ps.[(FT1V To) A
G —(s5 V s10)] restricts actions that player /A can take, i.e., he is not allowed to use action
“idle’” in any of its states, when the coalition is trying to achieve one of the tasks. Simi-
larly, the formula ({2, 0, 0})P>.[(Xs1) A (F(Ty V Ta))| forces O to use the failure-prone
wiatiation mechanism in the first initiation attempt. This formula is only valid for all
x < 0.8, because if failure is experienced during the first initiation, the game terminates
(this happens with probability 0.2), and otherwise players { and /A can ensure that at
least one of the tasks is achieved with probability 1, by picking actions ‘join-1" and ‘init-2’,

respectively.

Model checking. We now discuss model checking of the logic rPATL*. This can be
done in a similar fashion to the logic PCTL* for Markov decision processes [14]. Model
checking for an rPATL* formula ¢ can be performed as follows. Let ¢y, ¢, , ¢, be
a sequence of all (state) subformulae of ¢, partially ordered by subsumption and where
¢n = ¢. We compute Sat(¢;) for each subformula ¢; in turn, starting from ¢;. If ¢;
is an rPATL formula, then we apply the rPATL model checking algorithm described in
Section Otherwise, it must be of the form ((C))Py,[¢)], where # is an LTL formula.

For the latter case, we need to compute the optimal probabilities of satisfying LTL
formula v for all states of the coalition game G- and then compare these values with the
bound ¢. Computing probabilities can be done in the following way. First, we translate
1 into a deterministic parity automaton with O(22"') states and @(2/%!) indices. Then,
we build the product of the game Gs and the deterministic parity automaton, result-
ing in a stochastic two-player game with parity winning conditions. Such games can be
solved using the methods described earlier in Section [3.2.4] where we enumerate all pos-
sible memoryless deterministic strategies. Thus, we can compute the optimal value in
O((|G]-22"2"y = O(1Ge 2™ -22™") time, which entails that model checking 1 can be
done in 2EXPTIME. Hence, model checking rPATL* is 2EXPTIME-complete (where the
lower bound follows from the fact that model checking LTL formulae for Markov decision
processes is 2EXPTIME-hard [51]).
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4.6 Reward-bounded properties

So far, with rPATL one was able to reason about branching-time properties of paths of
the game and several types of reward. For the reward operators, rPATL can express the
existence of a coalition strategy to achieve a given bound on ezpected rewards. This does
not, however, rule out the possibility of paths in the game that accumulate arbitrarily
large (or even infinite) rewards, which may be undesirable when modelling resource con-
sumption, because, in practice, the resources are bounded, e.g., a device may have finite
battery capacity. Here, we take different view on the rewards by asking the question:
“does there exist a strategy for the coalition to achieve a given rPATL property using
bounded resources?”’. In particular, we extend the syntax of rPATL (see Definition
with the reward-bounded until temporal operator ¢; UZ ¢y, where r is a reward structure,

xr € Qsp, and ¢ and ¢, are rPATL state formulae. Satisfaction for a path A is defined as:

AE@¢1UL, ¢y < there exists k > 0 such that Ay = ¢2, A; |= ¢ for
0<j<kand Zf:o r(\) < x.

For example, TPATL formula ((C))P-oo[T U%,qysuccess| means that coalition C' has a
strategy to guarantee that, with probability greater than 0.9, a state satisfying success is

reached whilst consuming no more than 100 units of reward r.

Example 10 Consider the team formation game from Figure[{.1], and the reward function
cost(s15) = cost(s11) = 50, cost(sy) =5 and cost(s) = 0 for all other states s. The reward-
bounded rPATL formula ({03, O})P>,[T UL T1] eapresses that players O and ¢ have a
strategy to make sure that task Ty is completed with probability at least x, while incurring
cost at most y. We also know from Ezample |7 that, for the standard until, the formula
is valid for any x, i.e., the formula ({8, 0})P>1[T U T1] is true. Now, let us consider
the situation when y = 50, i.e., players are allowed to incur the cost of at most 50. The
formula is true for all x < 0.666597, which is achieved by player O picking ‘init-1*" 10
times in a row (and player { picking ‘join-1’). Note that picking ‘init-1" action would
mean that all resources are used-up in the first step and thus the probability to reach Ty is
0.5. Howewver, if we can allocate more resources to this goal, e.qg., set y = 100, the optimal
strategy becomes to pick ‘init-1"in the first instance and then pick “init-1*" thereafter. This
strategy achieves the probability of 0.5+ 0.5 - 0.666597 to complete task Ty before running

out of resources.

Model checking. Now, we consider the problem of model checking the reward-bounded
rPATL formulae. In a similar fashion to the bounded until operator (see Section [4.2.2)),



72 CHAPTER 4. THE LOGIC RPATL

probabilities for the ¢, UL ¢ operator can be computed recursively. We have that

(

1 if s € Sat(ps),
0 if s € (Sat(pr) U Sat(pe)),
prmamin (g T g, — 0 | if v <r(s) and s € (Sat(¢p1) U Sat(ps)),
maxien(s) Py (@1 UL, o92) if s € 5p,
mingea (o) Pry™ ™ (o1 UL, ) 02) if s € Sy,
(2teags Als, 1) - Pry=e™ (g, U Cars)®2) s €S0

Note that model checking a reward-bounded until operator is equivalent to model-checking
an unbounded until operator on an extended model that encodes the accumulated reward
(up to x) in its state. The state space of the extended model remains finite since rewards
never need to exceed the bound r. This construction allows strategy synthesis to be
performed using the algorithm for unbounded-until on the extended game as described
in Section 4.4l

4.7 Summary

The contributions of this chapter can be summarised as follows.

Logic. We have introduced the temporal logic rPATL and its extensions to specify quan-
titative properties of stochastic multi-player games. The logic combines features of logics
PCTL and ATL to allow reasoning about what the coalitions of players can achieve in
the game. For example, rPATL formula (({sensor,robot})) RS [F> located ] states that
“there exists a strategy for a coalition of sensor and robot which can guarantee that the

target has been located with probability 1 and the expected cost incurred is at most 95”.

Algorithms. The model checking is performed via a reduction to a two-player stochastic
game, called a coalition game, where the states belonging to the coalition are assigned to
one player and the remaining states represent the other. The algorithms that we have
devised for model checking rPATL are based on the iterative fixpoint computation, also
known as value iteration, which has proven to work well in practice for other probabilistic

models, including Markov chains and Markov decision processes.

Complexity. We have showed that the problem of model checking rPATL lies in the
complexity class NEXPNcoNEXP, and if one does not consider the reward operator for
type x = 0 (i.e., rPATL formulae free from subformulae of the form {C)) R<5[F°¢]) the

model checking problem is in NPNcoNP, due to determinacy and existence of memoryless
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deterministic optimal strategies for the coalition to win the game (whereas reward type

* = 0 requires strategy with memory which is at most exponential in the size of the game).

Synthesis. Often one is not only interested in finding out whether there exists a win-
ning strategy for the coalition to win the game with an objective expressed as rPATL
formula, but to actually obtain the strategies for the players in the coalition. We have
provided algorithms for strategy construction, which can be implemented as controllers
for the players of the game. For example, for the rPATL formula mentioned previously,
{{({sensor, robot})) RZst [F located ], our methods would produce two strategies, one for
player sensor and another for player robot, which, if implemented in the game, would

make sure that, whatever the other players choose to do, the game satisfies the property.

Discussion. The results presented in this chapter are important in several ways. We
provided a specification language extending the logic pATL to support several types of
expected total reward operators to specify quantitative properties of systems, while keeping
the complexity of model checking the logic (with the exception of the R [F° ¢] operator)
the same as solving simple stochastic games. This was possible, because of existence of
memoryless deterministic strategies to achieve optimal values (for the R, [F° ¢] operator,
memory may be required to win). In addition to keeping the complexity the same, we
also provided value iteration algorithms with small memory requirements for all rPATL
operators and also for the extension with the reward-bounded until. The algorithms that
we presented require storing one value per state of the game at any one time, so even for
the operators, which require memory for optimal strategies can be efficiently verified.
Strategy synthesis algorithms that we provided here, use results of the value iteration
algorithms directly to efficiently construct strategies so that the synthesis functionality
could be added to the model checking introducing only small additional overhead (with
the exception of bounded-until and R”_ [FY¢], for which we require that the intermediate
results of value iteration are stored, and hence memory requirements are increased).
Finally, note that MDPs are a special case of SMGs, and PCTL properties (as presented
in Section can be expressed in TPATL by using an empty set of players in the coalition
operator, e.g., ’PATL formula (@)R"_.[F>¢] is equivalent to PCTL formula (C)RL[F ¢],
and so model checking algorithms for rPATL can be applied to PCTL model checking
for MDPs as well. For example, the algorithm that we have presented for the R, [F*> ¢]
operator does not require the pre-processing that involves identification and elimination
of zero-reward end-components before performing value iteration used by PCTL model

checking algorithm presented in [75].
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Chapter 5

Multi-Objective rPATL

In the previous chapter we presented the logic rPATL that is able to express properties
such as (({1,2}))P>o5[Ftarget] or (({1,2}))RZ[F target], which mean “players 1 and 2
have a strategy to ensure that the probability of reaching target is at least 0.5”, and
“players 1 and 2 have a strategy to ensure that the expected cost before reaching target is
at most 107, respectively. Such properties are single-objective, because they contain one
operator of the form P[] and R._ [F*¢|. In practice, however, one is often interested
in specifying properties of systems involving several objectives. For example, one may be
interested in finding out whether “there exists a strategy for controller, which achieves
probability to reach the target state of at least 0.99 while simultaneously having expected
energy consumption at most 100 units”. rPATL is not able to express such properties. E]
Also, each agent in a coalition may have its own objective and one would like to specify
that “coalition of agents A and B have a joint strategy which ensures that probability to
reach a goal of A is at least 0.5 and the probability to reach a goal of B is at least 0.9”.
In this chapter we present multi-objective rPATL, a generalisation of the logic rPATL,
which allows us to specify properties containing multiple objectives, for example, the
property (({controller}))(Pxo.90[F target] A RZ{(J"¥[F° target]) expresses the aforementioned
goal that “player controller has a strategy to ensure that a target state is reached with
probability 0.99 and the expected energy consumption is less than or equal to 100, for
any strategies of other players.” Note that this formula is not equivalent to the rPATL
formula (C))P>0.90[F ¢] A (CHRIT55” [F°¢], which expresses that coalition C' has a strategy
to achieve the first objective and also has the strategy to achieve the second objective, but
does not imply that there exists a strategy which achieves both of them at the same time.

Similarly, we can express the second example with the multi-objective rPATL formula
({A, B}))(P>o5[F Ga] AP>o9[F Gg]), where Ga and Gg represent the goals of agents A and

'With the exception of the operator RZ, [F*°¢], the semantics of which implies that the goal is satisfied
if and only if the probability to reach ¢ is 1 and expected reward is < x.

75
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B, respectively.

Multi-objective rPATL permits formulae to contain a boolean combination of conjunc-
tions and disjunctions of probability and expected total reward objectives. We show in this
chapter that multi-objective rPATL model checking problem is considerably more difficult
than rPATL: the games are not determined already for a conjunction or disjunction of two
objectives; optimal strategies for the coalition, if such exist, may require randomisation
and infinite memory to satisfy a multi-objective rPATL formula; the model checking prob-
lem is PSPACE-hard already for a conjunction of terminal state reachability goals, and is
undecidable if the coalition is restricted to deterministic strategies. H Nevertheless, for a
class of stopping games we provide model checking algorithms that can approximate the
answer up to a specified precision, i.e., consider again the multi-objective rPATL formula
{{({controller})) (P>o.90[F target] A RZY5"[F target]): given precision ¢ > 0, if the algorithm
returns true then there exists a strategy for controller to achieve the probability to reach
target at least 0.99—¢ and the expected energy consumption at most 100+¢; and if the
algorithm returns false, then there does not exist a strategy for the controller achiev-
ing probability 0.994¢ and energy consumption of at most 100—e. As for rPATL, the
algorithms that we provide are based on value iteration.

The chapter is structured as follows. We start by defining the syntax and semantics
of multi-objective rPATL in Section [5.1], then we present model checking algorithms in
Section [5.2] Section [5.3] is dedicated to the complexity analysis, where we discuss the
nondeterminacy of the games, strategy memory requirements, and several complexity
bounds for the multi-objective rPATL model checking. In Section [5.4] we show how to,
using the results of approximation algorithms, construct the winning strategies for the
coalition. Finally, we consider multi-objective variant of the logic rPATL* in Section
before summarising the chapter in Section |5.6|

The technical parts of this chapter are largely based on the results published in [39], [42]
and [40]. The results for computing the expected total reward, presented in Section
are based on [40]; determinacy and non-existence of optimal strategy results of Section
have been presented in [39] and memory requirements and complexity analysis is based
on [40]; the results of Sections and for strategy construction and multi-objective
rPATL* have been adapted from [42].

5.1 Syntax and semantics

We begin by providing the syntax and semantics for the multi-objective version of rPATL.

2The decidability of the model checking problem for general strategies remains open.
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Definition 9 (Multi-objective rPATL) The syntaz of the multi-objective rPATL is

given by the following grammar:

pu=Tlal-¢|oNe]|(C)0
0 = Poqg[¢)] | R [F@] | OAO[OV O] =0

Yu=X¢|opU=" o[ oUg

where a € AP, C C1I, xe {<,<,>,>}, ¢ € QN[0,1], x € Q, and the reward structure
r s eitherr: S = Qs orr: 5 — Q.

Multi-objective rPATL extends the logic rPATL by allowing a boolean combination of ob-
jectives to appear within the coalition operator. We include only one type of the reward op-
erator R [F°¢] representing the expected total reward. The type of reward operator where
*=00 can be expressed in multi-objective rPATL, e.g., RL [F*¢] = (P>1[F ¢] A RL,[F¢]).
We choose not to include *=0 due its high model checking complexity already for the
(single-objective) rPATL. As a technical convenience, we allow reward structures to be
either non-negative (r : S — Q>¢) or non-positive (r : S — Q). The reason for this is
that, as we show later in Section the games with multi-objective rPATL goals are not
determined, and hence we cannot define the equivalent of Equations for rPATL by
swapping the coalition to its complement in order to convert a minimisation problem into a
maximisation one (i.e., < to > and < to >). Instead, we perform such conversion by chang-
ing the sign of the reward structure and the bound, i.e., (C)RZL [F¢¢] = (CHRI" [Feo].

Semantics

We define the semantics of the multi-objective rPATL for a stochastic multi-player game
G =(IL, S, (So, (Si)ien), A, AP, x) as follows. For boolean connectives and path formulae
the semantics is the same as for rPATL (see Definition [§). The semantics of the (C'))0
operator is defined via the coalition game G¢ (see Definition [7)) as follows. For each state
s € S of the game G we have s |= (C))0 if and only if in the coalition game G¢ there
exists a strategy op € X for player U] such that, for all strategies o, € ¥y of player ¢
we have that the boolean combination of objectives, 6, evaluates to true. Every objective
that appears in 6 evaluates to true if it is Py, [¢)] and Pry() 0 g or if it is R [F°¢] and
def

Eg[rew(r, Sat(¢))] > = and to false otherwise, where rew(r, Sat(¢)) = rew(r,c, Sat(¢p)).

Some example multi-objective rPATL formulae are listed below.
o ({printer, assembler}))(P>[F item] A RZ5G[FC item] A ng;“(fgty[Fc item]) — “printer and
assembler have a joint strategy to produce an item with probability 1 at an expected

cost at most 50 and expected quality at least 100.”
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o (({robot1,robot2})) (P>1[Ftarget] V (P>oo[F target] A RZS7/[F target])) — “robots 1
and 2 have a strategy that either locates the target with probability 1, or locates the
target with probability at least 0.9 but has expected energy expenditure of at most
50.”

We refer to multi-objective rPATL restricted to conjunctions only within ((C')@ operator
as conjunctive rPATL, and the variant restricted to disjunctions only is referred to as
disjunctive TPATL.

Additional notions

Before presenting the main results of the chapter we introduce some notions that we use
throughout. Given a vector ¥ € R", we use x; to refer to its i-th component, where
1 <i < n, and define the norm ||Z|| = 37, |#;]. Given a number y € R, we use & + y to
denote the vector (1 £y, x2+vy,...,z, ty). Given two vectors &,y € R", the dot product
of Z and ¥ is defined by #- ¢y = > | x; - y;, and the comparison operator < on vectors is
defined to be the elementwise ordering. The sum of two sets of vectors X, Y C R" is defined
by X+Y ={Z+y|7¥ € X,y € Y}. Given aset X, we define the downward closure of X as
dwe(X) = {7 37 € X . < &} and the upward closure as up(X) = {7|37 € X .7 < 3},
and convez closure as conv(X) = {#|3a € [0,1].37,7 € X.Z=a -7+ (1 —a) - 7}.
We denote by R, the set R U {co, —o0}, and we define the operations - and + in the
expected way, defining 0-x = 0 for all x € R4, and leaving —oo + oo undefined. We also

define the function sign(z) : Ryoe = Ntobe 1if x >0, =1 if z < 0 and 0 if z = 0.

Parametrised formulae. We introduce the parametrised notation for multi-objective
rPATL formulae, denoted by (7, ¥) where 7is a vector of reward functions and ¢'is a vector
of bounds that appear in the formula, e.g., (7, v) = (C)(RY,, [F°goal] A P<,,[F failure])
or (7, 7) = (C) (A=, RS, [F°L]). We assume that each element of 7" and @' of ¢(7,7) =
((C')0 appears at most once in the formula . We also assume that formula 6 contains
no negations, these can be easily removed by switching the comparison operator, e.g.,
=P [F o] = Py[F¢]. If the query does not contain reward operators, we omit 7 and
use ¢(¥) only. We also use dir(¥) = (dy,...,d,) where d; denotes the “direction” of the
objective, where d; = 1 if the objective in which v; appears is maximisation (i.e., > or >),
and d; = —1 if the objective in which v; appears is minimisation (i.e., < or <), e.g., for
(7, ) = (C)(RE,, [Fgoal] A P<,,[F failure]) we have dir(¢)) = (1, —1).

Pareto sets. Given an SMG G and a multi-objective rPATL formula (7, ) we say that
a vector U’ is a Pareto vector for a vector of reward functions 7 if and only if for all € > 0

we have that o(7, ¥ — € - dir(¥)) is true and (7,7 + € - dir(¥)) is false. The Pareto set is
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the set of all such vectors v. Given ¢ > 0, an e-approximation of a Pareto set is the set
of vectors () satisfying that, for any @ € @, there is a vector ¢ in the Pareto set such
that |00 — @J|| < e, and for every ¥ in the Pareto set there is a vector @/ € @ such that

17— ]| <e.

Optimal and e—optimal strategies. Given an SMG G and a multi-objective rPATL
formula (7, ¥) = (C))0 we say that optimal strategies exist for coalition C' for the query
if, for every point ¢ in its Pareto set, (7, ¥) is true; and we say that e—optimal strategies
exist if for every such point and for all € > 0 the formula ¢(7, 0 — € - dir(¥)) is true. Note

that e—strategies exist for all points in the Pareto set by definition.

Vector reward functions. We extend the notion of reward function to vectors. Given
a multi-objective rPATL formula ¢(7, ), for a state s € S we define a vector reward
structure by 7(s) = (r1(s),...,7.(s)), where n is the length of 7. We can now define a
vector reward function for a path A € (g and a set of target states T" C S of the SMG
G by rew(F, T)(\) = Zf;é 7(A\;) where k = min{j|\; € T'}. The expected reward from
state s € S of G under a strategy profile oy, ...,0, is the expected value of this reward

function, i.e., E7o[rew(r, T)).

Example 11 In this ezample we show how the multi-objective rPATL can be used to
analyse the SMG from Figure [{.1 Consider the rPATL formula (C)P>1[T UT1] from
Example @ which is satisfied for coalition C = {[0,0} in state sg. Now if we want also
to bound the resources used to complete the task (modelled by the ‘cost’ reward function,
where cost(s15) = cost(s11) = 50 and cost(sy) = b), we can express this in multi-objective
rPATL as ((C)(P>1[F T1JARZg[F T4]). This formula no longer holds for C = {0, ¢}. To
see this first observe that player OJ cannot take action ‘init-1*" and player { cannot take
action ‘idle’ because the first objective would fail, and player A\ can always take action
“idle’ in a state s3, making sure that, in order to satisfy the objective P>1[F T4], player O
has to take action ‘init-1’ every time the game returns to so, and thus the expected value
for cost is 50+ 0.5 - 50+ 0.5% - 50 + - - - = 100. The grand coalition (i.e., C = {00, 0, A}) is
required to achieve the formula, because /\ can take action ‘init-2’ in s3 making sure that
the objective P>1[F T1| is satisfied in 4 steps using exactly 50 units of the resource ‘cost’
and thus satisfying the objective RES[FC T1] as well.

We note that resource bounding using multiple objectives is not the same as using the
reward-bounded until discussed in Section[4.6, for example, multi-objective rPATL formula
({0, O}N (P>1[F TJARZ G [FC T1]) holds in so, but ({0, O})P1[T ULi5T1] does not. This
is because the reward-bounded until does not allow to accumulate more than 100 of reward
‘cost’ along any path (hence, explicitly bounding the expectation), which is not restricted
by the reward objective RZ,[F° T1].
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Also, in multi-objective TPATL we can consider several reward functions in the same
formula. Let us define a reward function representing the number of steps to termination
of the game, i.e., steps(s) = 1 is s € Term. Now we can use this to relax the multi-objective
formula considered earlier so that the restriction on resources only applies if the expected
number of steps executed by the protocol is less than 6, and otherwise it is ignored; this
can be expressed by the following multi-objective TPATL formula: ({03, O})(P>1[F T1] A
(Resh[Fe Tq] v RIEPP[Fe L])). Suppose players O and O always play actions ‘init-1" and
“join-1’, respectively (to make sure that P>1[F T1] is satisfied). When the game reaches ss,
if player A chooses action ‘init-2°, then the expected cost is exactly 50 and thus objective
R‘;"gg[FC T1] is true; if he chooses action ‘idle’, then the expected cost becomes greater than
50, but, at the same time, the expected number of steps becomes greater than 5 and thus
the objective RYP°[Fe 1] is satisfied. So, no matter which strategy /\ picks, one of the
objectives in the disjunction is satisfied, in addition to the reachability objective, and thus
the formula holds in sg.

Finally, we consider the parametric variant of the formula in a game starting from sq:
©(0) = ({8, 0}) (P>y, [F T1] ARZSLFCT1]). The Pareto set for the values of U is shown in
Figure . For any vector i in the area shaded in grey (including the black line), the

4]
4] 0.2 0.4 06 0.8 1 -100 -

(2) ({83, O}) (P>, [FTa] ARET[FCT4]) (b) ({0, O}) (P, [F T1] A RS®SFE T4))

Figure 5.1: Pareto sets for multi-objective rPATL formulae. Horizontal axis represents
values for v; and vertical one represents values for vy (—vq in (b)).

formula @(@0) is true, i.e., players O and O have a strategy to guarantee (at least) such
a trade-off between objectives. Conversely, for any vector outside this set the formula is
false, i.e., player /\ has a counter-strategy to any strategy proposed by the coalition of [
and .

We use the computation of such sets as a key tool for multi-objective TPATL model
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checking. The algorithms that we develop in this chapter require the sets to be convex and,
in order to achieve this, we use negative rewards. For example, the multi-objective rPATL
formula ¢(U) presented above is equivalent to the formula ¢'(¥) = ({O, O}) (P>, [F T1] A
R;T{Z[FC T1]), where the ‘cost’ reward function is replaced by the one which negates it, and
the bound is also made negative (see Section for a detailed discussion). The Pareto
set for such formula is convezr and is shown in Figure [5.10

5.2 Model checking

In this section we present model checking algorithms for the multi-objective rPATL, which
guarantee correctness of the result up to a specified precision. We restrict the class of
games considered to stopping SMGs, i.e., the games that end up in a terminal state with
probability 1 for any strategy profile of the players (see Section for discussion about
stopping games).

The general model checking algorithm is the same as for single-objective rPATL (see
Section [4.2.1)). The only difference is in the evaluation of the operator (C))d, for which we
also need to solve a coalition game, but this time with multiple objectives. This section

focuses on model checking of this operator.

The high-level strategy for model checking the operator (C')# is similar to the one for
(single-objective) rPATL. In the algorithms for rPATL, we computed the optimal values
for probability and expected reward in the coalition game and then compared them to the
given bound. For multi-objective rPATL we compute the Pareto sets for the objectives in
the formula, and then check whether there is a point in this set, which makes the formula

true.

The remainder of the section is structured follows. We begin by showing, in Sec-
tion [5.2.1] that model checking of {(C))f in a game G can be reduced to model checking
of a formula (C)#" in a game G’ where #' contains only objectives that maximise the
expected total reward with no target states, i.e., of the form R% [F°L] or RL [F°L]; and
hence, in the following sections we can focus on model checking formulae in this form.
In Section we establish the relationship between the strategies for multi-objective
rPATL and conjunctive rPATL that allows us to combine the model checking algorithms
for conjunctive and disjunctive rPATL to obtain the approximation algorithm for model

checking general multi-objective rPATL. We present these algorithms in Section [5.2.3]
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5.2.1 Reduction to maximisation of expected reward

In this section we show that model checking (C))f in a game G can be reduced to model
checking of formula (C)# in a game G’ where 6 contains only expected total reward
objectives with no target states, i.e., of the form R._[F°1], where > € {>,>}. We present

four steps, which can be successively applied to perform the construction of G' and 6':
1. Replace R”_[F¢] with R7_[F°L];
2. Replace Py (9] with RL [FCL];
3. Replace —R’,, [Fe¢] with RL, [FeL];

4. Replace R, [Fe1] with R, [F ], where < € {<, <} and > € {>,>}.
We now proceed with describing the transformation steps.

“RE,[F0] to REL,[FL]”

We start by showing how to, given a game G and a multi-objective rPATL formula (C))0
containing the R [F°¢] operator, to construct a game G' and a formula (C))#" where
R".[F¢¢] is replaced by RI_[F°L]. Let us define G’ as follows. Let S" = {(s,I) | s €
Sand I € {0,1}}, where (s,I) is assigned to the player that controlled state s in G.
The set of atomic propositions remains the same (i.e., AP’=AP) and the labelling func-
tion is defined by x'((s,1)) = x(s). The transition function A’ is defined as follows.

A'((s,I),(s',I')) = x whenever the conditions below are satisfied:
o A(s,s) =u;
o if s € Sat(¢) and [ =0 then I' = 1,
o if s ¢ Sat(¢) and I =0 then I’ = 0;

o if ] =1 then I’ =1.

For all other values A’ returns 0. The reward function 7’ is defined by 7'((s,I)) = 0 if
s € Sat(¢) or I =1, and r'((s,I)) = r(s) otherwise. The above construction ensures that,
when starting from (s,0), the reward is accumulated only until the state satisfying ¢ is
reached and, from then on, no reward is accumulated. It follows from the correspondence
of strategies between the two games that, for a state s of G, ((C')0 is satisfied if and only
if ((C')0' is satisfied in state (s,0) of G'.
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“Pp[t0] to RL[FCL]”

We continue by showing how to, given a game G and a multi-objective rPATL formula
{(C)0 containing P[] operator, construct a game G’ and formula (C)60" where Py, [¢]
is replaced by RT_ [F¢L]. Let us define G’ as follows. Let S" = {(s,1,J) |s€ S and I,J €
{0,1}}, where (s,1,J) is assigned to the player that controlled state s in G. The set of
atomic propositions remains the same (i.e., AP’=AP) and labelling function is defined by

X'((s,I,J)) = x(s). There are two cases to consider for the transition function.

1. If¢p = X ¢, then transition function A’ is defined as follows. A’((s, I, J), (s, I',J")) =
x whenever the conditions below are satisfied:
o A(s,s') =u;
o I'=1;

e if /=J=0and s € Sat(¢) then J =0 else J = 1.
For all other values A’ returns 0.

2. If ¢ = ¢1 U, then A’ is defined as follows. A'((s,I,J),(s',I',J")) = x whenever
the following conditions hold:
o As,s') =u;
o if ] =J=0and s € Sat(¢z), then I'’=1 and J' = 0;
o if ] =J=0and s & Sat(¢1)U Sat(¢ps) then I' = J = 1.
e if ] =J=0and s & Sat(¢z) and s’ € Sat(¢y) then I' = J' = 0;
o if [#A0or J#0then I'=J =1.
3. For 1 = ¢, US* ¢, we assume that the step counter has been embedded in the

state space and the formula has been transformed into the unbounded-until as in

Section 4.3 and hence the transformation of step 2 can be applied.

The reward function r is defined by r(s,I,J) = 1if I = 1 and J = 0, and otherwise
r(s,1,J) = 0. For a state s of G, ((C)0 is satisfied if and only if {(C)@' is satisfied in
(s,0,0) of G'. To see this it suffices to observe that, due to the constructions above, the
reward function r assigns reward 1 to the state in G’ if and only if the formula ) is satisfied

for the first time and assign 0 otherwise.
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“RL[Fe9] to RL,,[FeL]”

We can remove the negation by switching the direction of optimisation, i.e., we have
—RL,[Fo] = RL,[F°0], —RL [F°9] = R [F°¢], -RL,[F°¢] = R, [F¢] and —RZ,[F¢] =
RE,[Fog).

“RL[Fo] to RE, [Fo]”

To perform the transformation, we use the change of sign for the reward function and the
bound. If ((C'))6 contains an objective RL [F°¢], we can replace it by a goal RL,,[F°¢],
where 2/ = —z and the reward function is defined by 7’(s) = —r(s). The above con-
struction can be performed because, for any strategy profile of the players, we have
that E[rew(r, Sat(¢))] < x = —Eg[rew(r, Sat(¢))] > —x = Eq[rew(r, Sat(¢))] > —x =

Es[rew(r, Sat(¢))] > a'. The same construction can be applied for the strict inequalities.

Remark 3 Note that the transformation provided above may cause the number of states
in the resulting game G' to be of the order O(|S|-2") where S is the set of states in the
original game G and n is the number of objectives in ((C)0. This effect, however, is already
observed for the multi-objective optimisation of non-terminal state reachability in Markov

decision processes [57].

5.2.2 Reduction to conjunctive rPATL

In this section we consider model checking of the multi-objective rPATL formulae ex-
pressed in the positive conjunctive normal form (CNF), i.e., formulae having the form
(C) Ny Vit Réu,;[F L], where by ; € {>,>}. Note that, using the transformations
from the previous section together with standard rules of propositional logic, any multi-
objective rPATL formula can be transformed into one in such form. In order to conve-
niently reference the reward functions and bounds of the formula expressed in CNF as
above we introduce a few notations. Since we only consider approximation algorithms
here, we assume that formula contain only non-strict inequalities (i.e., >). For a vector ¢
we denote by v; ; its v(;—1)n+;th element. Also by @; we denote the sub-vector (Vids s Vim)
of U. The latter corresponds to a vector of reward functions or bounds within a single
conjunct. The results presented in this section have been published in [40].

The aim of this section is to prove the following theorem.

Theorem 7 Given a stochastic multi-player game G and a multi-objective rPATL formula
p(qg, 1) = (O) Nii Ve, Rg;ﬁi’j[FCJ_], let o be a strategy of player O in coalition game

Ge. The following two conditions are equivalent.
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—

e The strategy o achieves ¢(q, )

e For all € > 0 there are non-zero vectors Ty,...T, € RYy, such that og achieves
(7, 0) = (C) Nizy RE,, [F L], where ri(s) = & - Gi(s) and v; = & - (4; — €) for all
1< <n.

Before presenting the proof of the theorem we discuss how it can be used to design
the approximation algorithm for multi-objective rPATL model checking. Let us assume
that we have an algorithm that can compute the Pareto set for the formula 9(7,v) =
() NiZy RZ,, [F L] (this algorithm is presented in the next section). Let @ be this Pareto
set. Then, every combination of vectors 77y, ... 7, € R, provides us with the set of vectors
Uz . i o {7 € Q3™ | Jd ¢ Q.V0<i<n.¥- v; <d;}, such that for every vector ¢ in
this set, we have that (¢, 7) = (C) AiZ; Vo, qui%i-,j[F 1] is satisfied. The more vectors
different combinations of vectors we take, the more Pareto points we obtain, and, as we
show in the next section, we can construct a set X containing combinations of vectors
Ty,... T, € RY, such that a set Ufl,...aznex Uz, ..z, 1s an e—approximation of the Pareto
set for ¢(q,v). So, effectively, Theorem [7| enables us to approximate the Pareto set for
any multi-objective rPATL formula with the algorithm computing the Pareto set for the
conjunctive rPATL.

In order to prove Theorem [7] we use the following reformulation of the separating

hyperplane theorem.

Lemma 5 Let W C RT_ be a convex set satisfying the following. For all j, whenever
there is & € W such that sign(z;) > 0 (resp. sign(x;) < 0), then sign(y;) > 0 (resp.
sign(y;) < 0) for all y € W. Let Z € R™ be a point which does not lie in the closure of

up(W). Then there is a non-zero vector & € R™ such that the following conditions hold.

1. For all1 < j <m we have x; > 0.
2. For all1 < j <m, if there is W € W satisfying w; = —oo, then x; = 0.
3. For all W € W, the product @ - ¥ is defined and satisfies w - > 7 I.

Proof. Let I C {1,...,m} be the set of indices such that all W € W satisfy sign(w;) < 0.
Let U be the closure of up(W)NR™. If U = (), then we define & by x; = 0 if ¢ € I and

x; = 1 otherwise. For any @ € W, we have

iel il

where the left summand is 0. We argue that the right summand must be positive. Suppose

otherwise, then it must be the case that all w; for ¢ € I are real numbers. But then we
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can replace any —oo in w by any real number, and get a vector which by the definition

lies in U, contradicting the property that U = ().

Suppose U # (). Note that U is convex and let 7 > 0 be the smallest number such that
74 7 lies in the closure of U. Denote Z:= Z+ 7. By the separating hyperplane theorem
[64], there is some non-zero vector §f € R™, s.t., for all @ € U, we have @ -3 > Z- .
We show that the vector ¢ satisfies the condition [I} i.e., that all components of ¥ are
non-negative. Assume, for the sake of contradiction, that for some 1 < 57 < m we have
y; < 0. Let w be any point from U. Let d = w -y — 7.7, and let W' be the vector which
d+1 d+1

. Since = is positive and
—Yj —Yj

U is upwards closed in R, we have /' € U. So, since 2'- § < w’ - ¢/, we have

is obtained from w by replacing jth coordinate with w; +

which is a contradiction.

Let € := Z-§ — Z- ¥, we have ¢ > 0. We define Z by putting z; = v; for ¢ € I, and
x; =Y + m for ¢ ¢ I. Because y > 0, the vector ¥ satisfies the condition |1} We
show that Z satisfies the condition [2] of the lemma. Let L C {1,...,m} be the set of
indices such that [ € L if and only if there is @ € W with u; = —oco. Note that L C I.
Since x; = y; for all [ € L, it suffices to show that y; = 0 for all [ € L. If L = (), there
is nothing we need to prove. Otherwise, because W is convex, there is a vector © € W
with u; = —oo for all [ € L, and so for arbitrary a € R™ the set U contains the vector
defined by uj* = if [ € L and uf* = o otherwise. Then lim,, o - 4% = —oo if y; > 0

for any [ € L, contradicting that - «® > ¢ - 2 for all .

Finally, we prove the condition [3| of the lemma. Let @ € W. The product w - 7 is
defined by the condition [2] of the lemma. Also,
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where the first inequality follows because all w; are positive for ¢ & I. O

Proof of Theorem [7 We are now in the position to prove the main theorem. Consider
the coalition game Go and fix player [ strategy o € ¥g. For the “=" direction, for
all 1 < i < n define Ryfi] = {7 € RP_|Jop € X .Eyfrew(q,0)] = 4}. Fix e > 0
and 1 < < n. Because o achieves (i, ¢) it must also achieve (C)(V], Rg’;m[F 1]).
Hence, for every ij € up(R,[i]) there is a j satisfying y; > u;; — 5, and so @; — § & R,[i].
By Lemma [5] since @; — ¢ is not in the closure of up(R;[i]), and since R[] satisfies the
conditions of the lemma, we can obtain a vector @; for up(R;|i]) and @; —e. Fix any player

O strategy oy € Xy. We have E,[rew(g, 0)] € up(R;), and it follows that

Es[rew(r;, 0)] = / Z ZZL‘” - gi j (k) dPrg ® / Z:p” . Z%‘J(/\k‘) dPr,
=1 k=0

)\GQQ,S k=0 j=1 )\GQQ,S Jj=

m
=D Ty
j=1

/ Z q; dPry = T; - Eq[rew(q, @)} > T (U — €) = ;.
oy, k=0

The equality marked with (x) holds because for almost every A we have > 2 37", @, ; -
Gij(Ak) = D001 i+ D e € (Ak); this is true because for every j we either have z;; = 0,
or the sum Y ;- ¢; j(Ax) is strictly greater than —oo for almost all .

For the “«<” direction, for each € > 0 we have non-zero vectors 7y,...,Z, € RY,
such that og achieves ¥(7, 7). Assume for the sake of contradiction that this on does not
achieve p(u, 7). Then there exists a player { strategy o, and an index i such that for all j
we have that E[rew(q; ;,0)] = u; j —7; < u;j for some 7; > 0 (and possibly 7; = 00). Now,

fix such a strategy oy, a corresponding index i, and let € = % < 00. By assumption,

we can pick Z; such that og achieves (7, ¥), and hence Ei[rew(r;,0)] > @ - (d4; — ¢).
Consequently, Eg[rew(r;,0)] = Z; - Eg[rew(q;, 0)] by the same argument as above. Thus,
7 Eg[rew(q, V)] > &;-(d; —¢), and because &; is non-zero and has no negative components,
there must be a j such that Ey[rew(q; ;,0)] > w;j — e > uy; — 75 = Eg[rew(q; ;, 0)], which

implies a contradiction. O

Remark 4 Note that, in the case of disjunctive rPATL, i.e., formulae having the form
p(q 1) = Vi, qujuj [Fel], Theorem@ establishes a relationship between disjunctive rPATL
and single-objective expected total reward: if a coalition strategy achieves o(q, i), then
Jor every e > 0 there erists a non-zero vector & € RZ, such thatl the strategy achieves
(CHRL[FeL], where r(s)=Z - ¢(s) and v=2 - (i — ¢). We later use this property to show
that memoryless deterministic strategies are sufficient to achieve a disjunction of objectives

(see Theorem[13).
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5.2.3 Computation of Pareto sets

In this section we present the algorithms for approximating Pareto sets for multi-objective
rPATL in stopping games. We start the section by presenting the algorithm for conjunctive
rPATL, followed by the algorithm for disjunctive rPATL. Finally, we describe how, using
Theorem [7], the two can be combined to model check general multi-objective rPATL. The
results presented in this section have been published in [40].

Given a stopping SMG G, we denote by M the upper bound of the absolute value of
the expected total reward for any objective, i.e., M = |5] - mxe‘+||r(s)| where pp, is the
smallest positive probability assigned by A in G. Also note thaainin the theorem below,

we relax the reward structure to assign any rational numbers to states.

Theorem 8 (Pareto sets: conjunctive rPATL) For a stopping game G and a multi-
objective TPATL formula ¢(7,7) = (C) A\i; R, [F° L], an e—approzimation of the

In(e-(n-M)~ 1)

Pareto sets for all states can be computed in k = |S| + [|S| - =55=5—1 iterations of

the operator I defined by

dwe(conv(Uens) Xt) + 7(s)) if s € Usee
F(X)(s) = q dwe((Myeaqs) Xe +7(5)) if s € Uiemc
dwe(D e A(s,t) - Xy +7(s)) if s € So,

0 def

starting from the initial sets X = {¥ e R" | & < 7(s)} forall s € S.

S

Proof. We only provide a high level intuition behind the result, and the full proof of
the Theorem [§] is presented in Appendix [B] We start by explaining the intuition the
operations of the functional (see Figure for illustrations). For s € (J,c, the coalition
player can randomise between successor states to achieve any convex combination of the
points achievable in the successor states, so the achievable points in s are in the convex
closure of the union of successors. For s & UZ-GH\C, a value in s is achievable by the
coalition, if it is achievable in all successors, and hence we take the intersection. Finally,
stochastic states s € S are like the coalition-controlled states with a fixed probability
distribution, and the set of achievable points is characterised by the weighted Minkowski
sum of successor points. Having defined this one step relationship, we can show that
performing k iterations of the functional F', the obtained set X* for state s is exactly the
set of all value that can be guaranteed by the coalition C' along the paths of length k.
Finally, because the game G is stopping, by picking k large enough, we can guarantee that

Pareto points of X* are within ¢ of the Pareto points for ¢(7, ¥). O
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Figure 5.2: Operations of the functional for a state s with two successors, t and u. X; is
the downward closure of the black line and X, is the downward closure of the grey line.
Set X, is a downward closure of the dashed line (area shaded in grey).

Next, we present the algorithm for computing Pareto set approximations for disjunc-
tive rPATL. The algorithm uses the relationship between the disjunctive rPATL objectives
and the single-objective expected total reward games established in Theorem [7| (see Re-
mark . It makes repeated calls to the algorithm computing optimal values for such
games to compute the approximation of the Pareto set for a disjunctive rPATL formula.
The optimal value of the single-objective expected total reward in the coalition game is
Emaxminpeq (77, ()], computation of which was discussed in Section [4.2.3]

Theorem 9 (Pareto sets: disjunctive rPATL) Given a stopping SMG G and a multi-
objective rPATL formula, (7, 7) = (C) (V] Rgvj [F L]) an e-approzimation of the Pareto
set is the set of Pareto points of Ux = Uzex{P'| -0 < dz}, where X is a set of all non-
zero vectors & such that ||Z|| = 1, and where all z; are of the form 7 - k; for some k; € N

and T = - and dgz 1s the optimal value for expected total reward for the reward

3]
Zm2-(M+1)’
function Z - 7 in the coalition game Ge, i.e., ER¥™n [ rew (7, ()].

Proof. By Theorem|[7]we have that if ER®™i [ rew(7, )] > 7+, then (7, ¥) is achievable.
Hence, it is not difficult to see that Uy yields an under-approximation of achievable points
for ¢(7,¥). We show that, for any point in the Pareto set, there is an e-close point in Uyx.
Consider any point p in the Pareto set for (7, ¥) and let op be a strategy in a coalition
game Go, which achieves this point. Note that, for some y € RZ; such that ||y]| = 1, we
have j-§f = dy, since otherwise p' would not be a Pareto point. Let ¥ = argmin,, v||Z—]| be
a vector in X, which is closest to 4. Note that dy—dz < m-M -7 and thus dz > dy—m-M-T.



90 CHAPTER 5. MULTI-OBJECTIVE RPATL

i i
e 0.8

06 0.6

04 04

0.2 0.2

o 4]
1] 0z 0.4 0.6 0g 1 0 0.z 0.4 0.6 0E 1

(a) SMG. (b) ({E) (P2uy [FX] AP, [FY]) - () ({T})(P2u, [FX] VP20, [Fyl)

Figure 5.3: Sets of achievable vectors for the queries (%) in state s¢ of the SMG (player O
has a strategy to achieve any point in the area shaded in grey). Horizontal axis represents
values for v; and vertical one represents the values for v,.

—

For the point ¢ = p'— =, we have ¢ 7 < dz because

- = p-r——- py+p7T—(—-y—— 7)) <dg+M -T——4+m -1
m m m m
£
S d—I—m (M—i-l)'T——Sdg—m'M'Tédf,
m

and so ¢ € Ux. Since ||p'— ¢]| < ¢, this concludes the proof. The other direction can be
proved similarly. 0

The examples of Pareto sets for conjunctive and disjunctive queries are shown in Fig-
ure [5.3] We consider the game from Figure starting in state sg. The conjunc-
tive query is p(¥) = ({O}))(Psu, [FX] A P>y, [Fy]) and the disjunctive query is ¢(0) =
{({O3}) (P>, [FX] V P>y, [Fy]), results for which are shown in Figure and Figure
respectively.

Finally, using Theorem [7]we can combine the methods described above from Theorem
and Theorem [0 to provide an algorithm to compute an e—approximation of the Pareto set

for any multi-objective rPATL formula. Given a stochastic multi-player game G, a multi-
objective TPATL formula (g, %) = (C) (A, V)=, RZ7 [F 1]) and ¢ > 0 the following

>u;,j

procedure computes e—approximation of the Pareto set for (g, @).

1. Construct sets Xy, Xo, ..., X, for each conjunct (1 <14 < n) containing unit vectors
as in Theorem [9] such that each set contains the number of vectors that suffice for

5 —approximation for the disjunction of objectives.

2. For each ¥ = (#1,...,%,) € [[;_, X; construct a vector of reward functions 7 =
(231G, .-, %5 qpn) as in Theorem m and compute the §—approximation of the Pareto
set for (7, 0) = (C) AL, RS, [F L], Ps, using algorithm from Theorem .
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3. Similarly to Theorem [J] for each Z and its Pareto set Pz we compute the set of points

that are achievable for ¢(¢, @) with & as Uz = U,ep. [T {p | 70 - p < i}

4. The e—approximation of the Pareto set ) for ¢ is then the Pareto set of | eI, X, Uz.

We have the following:

e Take a vector u from the Pareto set of ¢(q, @) and a strategy og which achieves
it in the coalition game. Then, by Theorem [7] this strategy also achieves vector
U= (T1-u1—35,..., %, U, —3) for reward function vector ©* = (21 -1, ..., 25 ¢y) for

some Z. By construction of sets X; in step 1 we have that there exists & € [, X;
5
are at most another § away from optimal ones, hence the points obtained in step 3

are at most € away from the optimal and so, @ — ¢ € Q.

which differs from ¥ by at most £, and in step 2 we get all achievable points, that

e For any vector u € @), there exists a strategy o in a coalition game that achieves at
least @ — ¢, that is, the Pareto set of ¢(q, @) has to contain vector which is greater or
equal to ¥ — . But also, by the above construction, we have that any vector « + ¢
for § > ¢ is not achievable, and hence the Pareto set of ¢(g, @) must contain a vector

v such that 4 —e < U < ud +e.

Discussion

In this section we have shown how to reduce the model checking of multi-objective rPATL
to model checking the formula of the form (C) Ar, /72, R%: [Fe L], where > € {>
, >}, and presented algorithms to approximate the Pareto sets for such a query up to a
specified precision for a class of stopping games. The approximation algorithms that we
have developed here are based on value iteration (for conjunctive rPATL) and solution
of single-objective games (for disjunctive rPATL), which allows us to compute successive
approximations of the solutions. For example, in [42] the prototype implementation of
the algorithm from Theorem 8| (dealing with positive expected rewards only) has been
developed and was applied to models having up to 100,000 states.

Note that the result of Theorem (7] applies to general (i.e., non-stopping) games and
also equations from Theorem [§| can be used to compute successive approximations of the
Pareto sets for such games, but the provision of convergence criteria for such approximation
remains an open problem. The computation of ezact Pareto sets for multi-objective rPATL
is an open problem for both stopping and non-stopping games. However, in Theorem
in the next section, we use the result Theorem [7| to prove the decidability for disjunctive
rPATL.



92 CHAPTER 5. MULTI-OBJECTIVE RPATL
5.3 Complexity

In this section we turn our attention to the analysis of the complexity of multi-objective
rPATL model checking. All results that we present here are for terminal state reachability
or for the expected total reward properties, and thus are among the simplest of multi-
objective rPATL properties.

The section is structured as follows. In Section [5.3.1] we show that, in contrast with
rPATL, games with multi-objective rPATL objectives are not determined already for two
objectives and optimal strategies may not exist to achieve a point in the Pareto set. Then,
in Section [5.3.2, we discuss the memory requirements for strategies of coalitions showing
that, in general, infinite memory may be required, but if the formulae are restricted to
disjunctions of expected total reward objectives, then memoryless deterministic strategies
suffice. Finally, in Section [5.3.3| we prove several complexity lower bounds showing that
multi-objective rPATL model checking is PSPACE-hard in general, and undecidable if
player strategies are not allowed to use randomisation. For the case where formulae are
restricted to disjunctions of expected total reward objectives, we show that the problem
is NP-complete.

The results of nondeterminacy and non-existence of optimal strategies from Section|5.3.1
are have been published in [39]; results on memory requirements and complexity lower
bounds from Sections [5.3.2] and [5.3.3| have been published in [40].

5.3.1 Determinacy and optimal strategies

We begin by showing that games with multi-objective rPATL goals are not determined.

Theorem 10 Stochastic multi-player games with multi-objective rPATL goals are not de-

termined.

Proof. Consider the game G = ({[J, 0}, S, (So, So, So), A, AP, x) from Figure 5.4 To
show nondeterminacy we first prove that player [J does not have a strategy o to satisfy
the multi-objective rPATL formula ({{J}))(P>os5[Ft] A P<os[Ft]) in a state so, i.e., Voo €
Yo.dog € X . (Prg, (Ft) < 0.5V Prg (Ft) > 0.5). To see this, consider player {’s strategy
oy, which, if player [J’s strategy assigns positive probability to go to sz, g, chooses to
go to sz, and to s, otherwise. In the first case, o, ensures that the probability to reach
s4 is less than 0.5 (and so Pry (Ft) < 0.5), and in the second case it ensures that the
probability to go to s4 is greater than 0.5 (and so Prg (Ft) > 0.5).

On the other hand, for any player ¢ strategy in this game, there exists a player [J
strategy which ensures that the formula holds, i.e., Vo, € ¥y.3Jon € ¥g. (Prg(Ft) >
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Figure 5.4: Game demonstrating nondeterminacy.

0.5 A Prg (Ft) < 0.5). Consider player ¢ strategy, which assigns probability p to choose
sz as a successor. Define a player [J strategy o such that is assigns probability 1 — p to
choose s3, making sure that it is reached with probability exactly 0.5, and hence probability
to reach s, is also 0.5. Thus og is a winning strategy. O

Next, we show that optimal strategies may not exist for a point in the Pareto set of

the multi-objective rPATL query.

Theorem 11 In stochastic multi-player games optimal strategies may not exist for coali-

tion to achieve a point in the Pareto set for a multi-objective rPATL formula.

Proof. Consider the state sy of the game G = ({{J, 0}, S, (S0, So, S¢), A, AP, x) from Fig-
ure[5.5] The multi-objective rPATL formula that we consider is (7) = ({O}) (P>, [Ft] A
P<y,[Ft]). First, we claim that there does not exist player [J strategy to satisfy this for-

{t}
s (52) 05 . 05 (50 S

(i oy

Figure 5.5: Game demonstrating non-existence of optimal strategies.

mula for ¥ = (0.5,0.5) in s¢. To see this, consider any player [ strategy op and define the
player ¢ strategy o, as follows. If og assigns positive probability to go to s4 in sg, then

0o goes to S5 in s; and ensures that probability to reach s, is greater than 0.5 (and so



94 CHAPTER 5. MULTI-OBJECTIVE RPATL

Prg,(Ft) > 0.5). Otherwise, o, chooses so as successor in s;. Now, if o assigns positive
probability to go to sg in sq, then oy picks s5 as successor ensuring that probability to
reach s, is less than 0.5 (and so Pry (Ft) < 0.5 ). If og never picks states s, and sg
as successors with positive probability, then the probability to reach s4 is 0 (and hence
Prs,(Ft) < 0.5). So, player ¢ strategy o, as defined above, is a winning strategy for player
¢ for any player [ strategy.

We have shown that (%) is not achievable. Now to show that the point ¢ is indeed
in the Pareto set, we show that for any € > 0, ¢(7 — dir(?) - €) is achievable (i.e., formula
{({O}) (P>o5-c[Ft] A P<gs4c]Ft]) holds for any ). To see this consider player [J strategy
om, which in sg picks s4 as successor with probability €, and, in sy, o5 picks sg with
probability 1%5; this ensures that for all player ¢ strategies o we have 0.5—e < Prg, (Ft) <
0.5 + €, and hence the formula is satisfied. O

Discussion. The results proved in this section provide several important implications
for the model checking of multi-objective games. Firstly, the nondeterminacy and non-
existence of optimal strategies already for terminal state reachability objectives are in
sharp contrast with single-objective games, which are determined and optimal strategies
exist. This means that we cannot leverage the determinacy in the way it is done for single-
objective games, e.g., it no longer suffices to consider only algorithms for maximisation
(i.e., we cannot utilise equations similar to the ones use for rPATL in Equations ) and
hence we need to deal with minimisation objectives explicitly. Secondly, non-existence of
optimal strategies means that, in some cases, approximation algorithms (e.g., like the ones
presented in Section are the best that we can do.

5.3.2 Memory requirements

In this section, we prove that infinite memory is required for a coalition to achieve a
conjunctive rPATL formula and that memoryless strategies are sufficient for disjunctive

rPATL with expected total reward objectives.

Theorem 12 (Conjunctive rPATL) Infinite memory may be required for a coalition to

win a stochastic multi-player game with a conjunctive rPATL objective.

Proof. We provide a sketch of the proof here and the full proof is presented in Appendix[C]
To prove the theorem we use the game G = ({{J, 0}, S, (Soy, So, Sp), A, AP, x) from Fig-
ure [5.6, We start by explaining the intuition behind the need of infinite memory before
presenting the formal proof. First, we note that it is sufficient to consider deterministic
counter-strategies for player ¢, since, after player [J has proposed his strategy the resulting
model is an MDP with finite branching [87].
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Figure 5.6: SMG in which infinite memory is required to by player [J to satisfy multi-
objective rPATL formula (({D}»(Pz%[F 1] A PE%[F 2] A PE%[F 3]) in state so.

Consider the game starting in the initial state sy and a multi-objective rPATL formula
<<{D}>>(PZ%[F 1] A PE%[F A PE%[F 3]). We note that all target states (1, 2 and 3) are
terminal and disjoint, and hence for any o and o, we have that >, , 3 Pry, (Fi) = 1,
and therefore, for any winning player [J strategy op, it must be the case that, for any
0o, Pry,(Fi) = § for i € {1,2,3}. Let E C Qg be the set of paths, which never take
any transition ‘check’ (i.e., do not contain states sg and sjg). The game proceeds by
alternating between the two steps, A and B, as indicated in Figure [5.6] In step A, player
[J chooses a probability to go to 1 from state s4, and then player ¢ gets an opportunity
to “verify” that the probability Prg,(F 1|E) of paths reaching 1 conditional on the event
that no ‘check’ action was taken is % He can do this by taking the action ‘check’ and so
ensuring that Pr, (F1|Qg, \ E) = 3. If player ¢ again does not choose to take ‘check’,

the game continues in step B, where the same happens for 2, and so on.

When first performing step A, player [J has to pick probability % to go to 1. But
since the probability of going from s4 to 2 is < %, when step B is performed for the first
time, player [J must go to 2 with probability yo > % to compensate for the “loss” of the
probability in step A. However, this decreases the probability of reaching 1 at step B, and
so player [J must compensate for it in the subsequent step A by taking probability > % of
going to 1. This decreases the probability of reaching 2 in the second step B even more
(compared to first execution of step A), for which player [J must compensate by picking
Y1 > Yo > % in the second execution of step B, and so on. So, in order to win, player [] has
to play infinitely many different probability distributions in states s; and sg. Note that,
if player ¢ takes action ‘check’, player [J can always randomise appropriately in states s7

and sy to achieve probabilities exactly % for all objectives. 0
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We already mentioned in Remark [ following the proof of Theorem [7] that if a coalition
strategy achieves disjunctive rPATL formula (C)) V., Rgvj[Fc 1], then for every € > 0
there exists a non-zero vector ¥ € RY, such that this strategy achieves single-objective
rPATL formula (C)) RL, [F¢ L], where 7(s) = Z'- ¢(s) and v = - (@ — €). We now use
this relationship to prove that memoryless deterministic strategies are sufficient to achieve

such disjunctive rPATL objectives.

Theorem 13 (Disjunctive rPATL) Memoryless deterministic strategies are sufficient
for the coalition to achieve a disjunctive rPATL formula (7', v) = (C) V-, RY [FeL].

2v;

Proof. Assume that there exists a strategy for player [ in coalition game Go achieving
(7, 7). Then by Theorem [7| we know that for all £ > 0 there exists a winning strategy
which achieves the single-objective p. = Vo, € X¢ . E @ - rew(r,0)] > Z. - (T — ¢) for
some Z. € R™. We can assume such strategy is memoryless deterministic (MD), because
such strategies suffice to achieve a single-objective expected total reward in stochastic
games [59]. Define a set I' = {k™' |k € N}. We know that for every ¢ € T there exists
an MD strategy achieving (.. Because the number of MD strategies if finite, there must
exists some o, which is MD and winning for infinitely many ¢ € I'. We prove that this
og actually achieves ¢, for all € > 0. Assume for a contradiction that there is some § > 0
such that

Vs € Rgo . 300 € EQ .Es[fg . rew(F)] < Zs - (17— 5) (51)

Pick ¢ € T such that ¢ < § and pick Z. € RZ such that Yo, € X . E,[Z. - rew(r, ()]
Z. - (U—¢). But we have that (¥ — &) > (U — ), and hence Vo, € X . Es[Z. - rew(T, 0)] >
T - (U—9), which contradicts (5.1)).

v

O

Discussion. The result of Theorem (12 for infinite memory for conjunctive rPATL proved
in this section is important in several ways. First, it contrasts multi-objective games with
other models. For example, memoryless deterministic strategies are sufficient for most
single-objective games including reachability, expected total reward and parity objectives
(see Theorem || in Section . Also, memoryless deterministic strategies are sufficient
for controller strategy to achieve multi-objective reachability and expected total reward
objectives in MDPs (see Theorem 2] in Section , so it shows that adding another
source of nondeterminism makes the problem more difficult. Note that the proof showed
that player [J might need to use infinitely many probability distributions, which, for the
deterministic-update strategy model, implies that infinite memory is required. It does
not rule out the case, that finite memory stochastic-update strategy can be constructed,

which can generate infinitely many probability distributions using finitely many memory
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elements (e.g., in Section we have shown how such strategy can generate exponentially
many probability distributions with linear number of memory elements).

The result of existence of memoryless deterministic strategies for disjunctive rPATL
objectives proved in Theorem (13| effectively provides an NP algorithm for model checking
such formulae: one can guess such a strategy and then check that the multi-objective
formula holds for any strategy in the resulting MDP; this check can be done in polynomial
time (see Section and Theorem [2] for discussion).

5.3.3 Complexity bounds

In this section we discuss the complexity bounds of model checking multi-objective rPATL.
We start by showing that the model checking problem of multi-objective rPATL is PSPACE-
hard in general and undecidable, if coalition is restricted to deterministic strategies only.
We finish by proving that the model checking problem for disjunctive rPATL with expected

total reward goals is NP-complete.

Theorem 14 (PSPACE-hardness) The problem of deciding whether a multi-objective
rPATL formula is satisfied in a state of an SMG is PSPACE-hard.

Proof. We prove the PSPACE-hardness of the problem of deciding the existence of a
winning coalition in an SMG to achieve a given multi-objective rPATL formula by re-
duction from satisfiability of quantified boolean formula (QBF), which is known to be
PSPACE-complete [02]. Consider QBF with n variables and m clauses

Y = dxVaodes .. Vo, .cio Ao AN A C,s

where each ¢; = (I{ V15 V I3) and Ij € {21,21,..., 2y, ~2,}. We assume that every
clause contains at most one literal for any given variable. For the reduction we use the
game G = ({{0,0}, S, (S, So, Sy), A, AP, x) from Figure 5.7, where the shape of the
state indicates, which player controls it. A state z is labelled with i (i.e., G € x(z]))
if clause ¢; of ¢ contains literal z;, and same for the state z; if ¢; contains literal —z;, for
all j. Other labellings are as follows: x(z;) = 0, x(p;) = {p;j}, and x(n;) = {n;} for all
1<j<n
Consider the following multi-objective rPATL formula in a state x:

v = {0} (/\PEQQ%[F GilA (5.2)

N\ (P<olFpi]VP<[Fni])). (5.3)
i={1,3,....n—1}
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Figure 5.7: Game illustrating PSPACE-hardness.

First observe that, in order to win the game, player [J has to use a deterministic strategy.
This is ensured by the conjunction in ([5.3)), which makes sure that if player [J has a
winning strategy in state x1, then this strategy has to pick either p; or n; in a state z; for

all 2. We show that ¢ is true if and only if player [J has a winning strategy for (.

For the “=" direction, let us assume there are functions ¢; : B! — B for i €
{1,3,...n — 1} such that for any ve,vs...,v, € B the formula ¢; A ... A ¢, is satisfied

under the assignment v defined inductively by

¢(v(xy),...,v(rim1)) fie{l,3,...,n—1}
v ifie{2.4,...,n}

I/(l’l) =

This can be directly transformed into a player [J strategy in the game from Figure
where x; € {p;,n;}, b(p;) = 1 and b(n;) = 0:

pi i i(b(x1),...,b(xi21)) =1

UD(ZBl *1 ... xi—l*i—l) = )
n; otherwise.

Let 04 be an arbitrary strategy for player ¢. Let us consider a path x1%;...x,*, such that,
for every i € {1,3,...n — 1} we have op(z %1 ...x;) = %;, and for every i € {2,4,...n}
we have o (xq *1 ... 2;)(*;) > 0.5. Note that such a path always exsits since player ¢ has
exactly two choices in every state it controls. By the properties of the functions ¢; and
by the construction of o we have that the valuation p which to z; assigns b(x;) satisfies
every ¢i A ... Acp. Fix ¢; for 1 < j < m, there must be a literal which makes ¢; satisfied
under p, let z; be such a variable. By the definition of the game we have that the state

z; (vesp. z; ) is labelled by C; if ¢; contains zj (resp. —zy). Thus, a state labelled with
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C; is reached at least with probability

(H%)( I1 ao(xl*l...xi)(*i» > 2%2 22%

i=1 ie{2,4,...e(k)}

which is the probability of the path z1%;. .. zprzy (vesp. z1%;...zpngay ), where e(k) = k
if k is even and e(k) = k — 1 if k is odd.

The other direction “<” can be proved by directly constructing assignment functions
from the winning strategy op for player [J. This can be achieved because the winning
strategy must be deterministic, as discussed above. ([l

We now show that if one restricts a coalition to use deterministic strategies in the
game, multi-objective rPATL model checking problem becomes undecidable. We build
on the idea presented in the proof for infinite memory (see Theorem [12)), to construct
gadgets, which encode counter values of a two-counter machine as probabilities that need
to be played by the coalition in order to achieve a multi-objective rPATL goal. The proof
idea is inspired by the undecidability of existence of a winning strategy in Markov decision

processes with objectives expressed in a variant of the branching-time logic PCTL [19].

Theorem 15 (Undecidability) The problem of whether a multi-objective rPATL for-
mula is satisfied in a state of an SMG, where coalition strategies are restricted to be de-

terministic, is undecidable.

Proof. We present the high level idea for a proof here; the full details can be found in
Appendix[D] We show the undecidability of the problem via a reduction to the termination
problem of a two-counter machine. We show that a two-counter machine M does not
terminate if and only if multi-objective rPATL formula is satisfied in the game G(M)
constructed using the reduction presented here.

A two-counter machine M consists of a sequence of instructions [y : insy, -« , 1, : ins,,

where each ins; has one of the following forms:
1. ¢ := ¢y := 0 and goto [;;
2. ¢g = c1 + 1 and goto [j;
3. o = ¢ + 1 and goto [j;
4. if ¢; = 0 then goto [; else ¢; = ¢; — 1 and goto Ij;
5. if co = 0 then goto [; else c; = co — 1 and goto lx;

6. Terminate.
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(init) out

. ?

1 1
2 2

S - (term)in
2 2
3 3
7 FiR, Fﬁ

1\ :
v e ey 9y oo

(@, incj)in

ol
ol

(gk, incj)out

3
4

(ax dec]){?l?t

Figure 5.8: Operations for counter j. In the order left to right and top to bottom we have
gadgets Init, Terminate, Increment and Decrement. Player [ states with double border
contain a gadget allowing to select arbitrary probability distributions with deterministic
strategies (see text for details).

The state of the two-counter machine is encoded by a location [ and two counter
values c1,c2 € N, i.e., (l,¢1,¢9). Given an initial location Iy with both counter values 0,

the termination problem asks to determine whether a terminal location [; is reached. The
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problem is known to be undecidable [67].
Let M be a two-counter machine. We define the game G(M) incrementally. The
game has two players, [J and ¢. For each type of instruction, we have a corresponding

gadget, i.e., Init, Terminate, Increment, and Decrement, which are shown in Figure [5.8|

In this figure, player [J states with double border are of the form C% (where

transitions probabilities in stochastic states are uniform), which allows player O to simulate
any probability distribution with deterministic strategies.

Note that, for Increment and Decrement gadgets, j € {1, 2} refers to the counter (¢;
or ¢y), on which the operation is applied in the instruction and 7 is the other counter, the
value of which remains unchanged. The game G(M) is then constructed by connecting

the instructions together in the following way.

e For the initial instruction “ly : ¢; := ¢o := 0 and goto [;;”, we use the Init gadget
and link (init) gy to (qx, 0P)in, if lx is not terminal location where op is the operation

type, and we link (init),,; to (term);, if l, is a terminal location;

e For the increment instruction “/; : ¢; := ¢; + 1 and goto [;;”, we use the Increment
gadget and link (g;,inc;)ou, if Ix is not terminal location where op is the operation

type, and we link (g;, inc;)ou to (term);, if [ is a terminal location;

e For the decrement instruction if “c; = 0 then goto [, else ¢; = ¢; — 1 and goto l/;”,
we use the Decrement gadget and link (g;, dec;)53 to (qx, opk)in (resp. (g, dec;j) s, to
(G, 0Pk )in), if Iy (resp. lir) is not a terminal location where opy (resp. opy) is the
operation type, and we link (g;,dec;)55 (resp. (q;,dec;)2S) to (term)y, if Iy (resp.

l;y) is a terminal location.

Note that the (init);, is also the initial state of the whole game and we use s, = (init);,
as an alias for it. We label the states as “targets” as follows. States aE, a; are labelled with
atomic proposition T, states b}, b; are labelled with atomic proposition T, for j € {1, 2},
states ¢, ¢! are labelled with T, and states a,ab, b}, b5, ¢' are all labelled with T,. We

consider the following multi-objective rPATL formula

v = ({0}) (P2 [F T, J AP 1 [F T, | APS1[F T, ] APL1[F Ty, | AP

1 1 1 1 1
—6 =6 =6 =6 =3

[FTJAPs1[FTy).

We show that player [J has a winning strategy in G(M) if and only if M does not termi-
nate. The intuition behind the result is that if there exists a winning strategy for player [,
it has to play probability distributions corresponding to gadget-specific counter updates

and, in addition, never reach a terminal gadget. For example, consider the Init gadget,
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where in states sy and s player [J has to pick probability 3% to go to s; and s3 states,
corresponding to the initialisation of counter values to 0. Similarly, the Increment gadget

has the property that if the probability of selecting edge (s, sg) for player [J is then

the probability to select the edge (sg, s19) must be 3_20%, corresponding to a increment of

_2_
3.25

counter j. In our case if Increment gadget follows the Init gadget, player [J has to play

% to go to s¢ and sg states, and thus in sg and s;; he has to pick probabilities % and

2

750 10 go to s19 and sy, respectively, corresponding to the increment of the first counter.

Essentially, this means that if there is a winning strategy for player [, there is a
unique one having a specific form, i.e., picking probability distributions corresponding to
the counter updates induced by the gadgets, which in turn correspond to the instructions
of the two-counter machine. O

We note that the question whether the multi-objective rPATL model checking problem
is decidable when coalition player strategies are not restricted to deterministic remains
open. Similar is results are known for the problem of finding Nash equilibrium in SMGs,
where the problem is undecidable for deterministic strategies and open in general [107].
In the previous section, we have shown in Theorem that memoryless deterministic
strategies are sufficient for disjunctive rPATL with expected total reward objectives. We
further show that finding such a strategy is not an easy problem by proving its NP-
completeness. We also note that it contrasts with the problem of finding the optimal

strategy in the single-objective expected reward games, which is known to be in NPNcoNP.

Theorem 16 (NP-completness) The problem of deciding whether the multi-objective
rPATL formula (C)(V;, quj [Fe_L]) is satisfied in a state of an SMG is NP-complete.

Proof. We start with NP membership. Since memoryless deterministic strategies suffice
for achieving such disjunctive rPATL objective (see Theorem , to determine whether
such a formula is achievable we can guess such a strategy for player [J in the coalition game
G, which uniquely determines an MDP (obtained from G by resolving nondeterminism
in player J states). We can then use the polynomial time algorithm to verify that there
exists no winning player ¢ strategy in this MDP (see Section for details).

We prove NP-hardness by reducing 3SAT to the problem. Let ¥ be a 3CNF formula
with clauses ¢y, ..., c, and variables z1, ..., x,,. We assume that each variable appears at
most once in each clause. For clause j, we denote by v{, vg, v§ the variables that appear
in the clause, e.g., v}, € {21,...,@m, 21,..., Ty} for 1 <k <3, 1< <n.

We construct the game shown in Figure [5.9] where the terminal states are labelled with

xiJr and v; for all 1 <7 < m, corresponding to the valuations of the variables. We further
+

construct 2m target sets, each a singleton containing either x; or x; . The disjunctive
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Figure 5.9: Game illustrating NP-hardness. The set of atomic proposition is AP =
{xF,x7,..., x5, x}, and the labelling function is defined as follows x(z) = {x"},
x(x7) = {x7}, x(v]) = {x'}if v) = 2 and x(v]) = {7} if v} = =z, for 1 < i < m,
1 <j5<n,1<k<3. For all other states y returns an empty set.

rPATL formula that we consider is
r c 7“?; c T e Tm[CC
Y= (({D}»(Rzlq[F djv---v qu[F 1]v Rzlq[F 1jv---Vv qu[F 1]y,

where ¢ = m+r1 + m+r1 -+ . % and reward functions are defined as follows. 7 (s) = 1 if
x" € x(s) and 0 otherwise, and r; (s) = 1 if x, € x(s) and 0 otherwise. Note that reward
functions assign 1 exactly to the paths that reach the states labelled with the appropriate
atomic proposition; hence the value of the reward function is exactly the probability to
reach such states. We claim that there is a satisfying assignment to U if and only if there

is a strategy on achieving .

For the “=" direction, given a satisfying assignment u, we define a strategy o that

dec
i

goes to z; from x% if and only if u(z;) = 1 and to z; otherwise, for all 1 < i < m.

Consider any strategy oy for player ¢, and let j be such that o picks u; with probability
at least L in wy (such j surely exists). There must be a literal in ¢; which is satisfied under

w. Let x; be a variable in this literal. If the literal is of the form x;, then we get that the

1
m—+1

where x; € X(vi), with probability at least m+r1 -+ 3, and so the objective is satisfied.

dec
i

state :E;“ is reached on a path w;,x :zrf with probability and on a path wmwclujvi,

Similarly, if the literal is of the form —x;, we get the same line of argument, replacing x;"

with z; .
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For the “<” direction, we assume that og is memoryless deterministic (see Theo-

dec
e

rem . Define a valuation p by p(x;) = 1 if and only if successor x; is picked in x
Let ¢; be an arbitrary clause in ¥, and consider a strategy o of player ¢, which goes de-
terministically to u; in w,y. There must be a target label t € AP satisfying Pr,,,, (Ft) > ¢.

Fix one such label t, and suppose that t = x". This set can be reached by the path
wiviecxt
1
m+1’

selects u;, there must be a path wmwclujvi, where x;t € X(Ui), which means that the literal

and the paths starting with w;,w.. Since the first path has probability only

the other paths must have a non-zero probability. But since oy is deterministic and

x; is set to true in ¢; under p. Since this literal is true under p, ¢; is satisfied. For t = x;

we proceed similarly. O

Remark 5 Note that terminal state reachability objectives can be transformed into ex-
pected total reward ones (i.e., the ones used in Theorem[16]) in linear time, and hence the

NP-completeness result also holds for such objectives.

Discussion. In this section we have shown several bounds for complexity of model check-
ing multi-objective rPATL. Note that, to prove all the theorems, we used terminal state
reachability and the expected total reward objectives, which are among the simplest in the
logic. This way we make sure the complexity results are not due to the transformations
as the ones presented in Section and thus the results are tight in this respect.

The NP-hardness result proved in Theorem showed that finding the memoryless
deterministic strategy, existence of which was shown in Theorem [13], is a hard problem.
For single-objective games with similar objectives (i.e., reachability, parity, expected total
reward), the problem of finding such strategy is in the complexity class NPNcoNP. Such
result cannot be obtained here because, due to nondeterminacy (shown in Theorem ,
player ¢ counter-strategy may be dependent on the strategy proposed by player [J (the
idea leveraged by our NP-hardness proof). Another important consequence of this theorem
lies in the game used to prove NP-hardness. Note that it is a tree of depth fixed depth, so
if any value iteration-based algorithm would be derived, the cost of single iteration would
be very expensive (unless P=NP), this justifies our method of approximation where we use
the repeated solution of single-objective stochastic game to compute the approximation
of the Pareto set (see Section [5.2)).

5.4 Strategy synthesis

In this section we present a construction of the strategy for coalition C' of players to satisfy
the multi-objective rPATL formula o(q,4) = (C) Ai; V7= RE; [F L] in a stopping

>Ug 5
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game G. Note that, as we have shown in Section [5.2.1] any multi-objective rPATL formula
{(C)8 can be converted into such form. The strategy construction extends the similar
construction presented in [42] to deal with negative rewards.

We construct the strategy from the model checking algorithm presented in Section [5.2.3|
Let @ be a point in the e—approximation of the Pareto set Q for ¢(q,#) and let & =
(71,...,%,) be vectors for which ¥ = (Z)-1y,...,T,U,) € X, where the sets X* are

the ones computed using the iteration from Theorem [§ for a reward function vector

7= (Z1-q1, ..., Tn - qn) up to $—precision. We show how to construct a strategy that, for
a given state s, guarantees that at least vector 7—dir(¢)-6 is achieved where 0 = -[S]- p;Lil.

The strategy construction uses the idea of stochastic update in a similar way to the
one we used to construct a linear size winning strategy to achieve precise reachability
probability in the game from Figure [5] in Section [3.4 This time, instead of keeping only
two values per state, the strategy keeps the corner points of the polytope X for each
state s. The memory updates are executed in a way where the memory element is picked
stochastically to ensure that, at every step, the expected value of the memory element
(which is a lower bound for the expected value of the total reward) is kept within § of the
target vector 7.

We denote the set of vertices (corner points) of a polytope X as Cnr(X). The strategy

on = (M, ol oy, a) is defined as follows.

o M =U,es{(s.p)| 7€ Cnr(X{)}.

e oti((s,p),t) = [(t, %) — BS,...,(t,q_};) — ff], where where for all 0 < i <, q? c
Cnr(X}), 8t € 10,1], and >, 8f = 1, such that

— for s € Sy U S, we have Y, ! - ¢t > p—7(s) — &,

— for s € Sp, q} and 3! have to be chosen together with the respective values q_f,

and (37 assigned by o%((s,p),v) for the remaining successors v € S\ {t} of s,
so that they satisfy

Als.t)- 2R+ 30 o) 304 P2 s) - 3,

veS\{t}

which ensures that the expected total reward is kept larger than the current

memory element.

[ there exist

o ol(s,(s,p)) = [t — 1] for some ¢t € S such that for all 0 < i <
i> 57 e

q_f € Cnr(Xf), and 8! € [0,1], such that >, 8f =1 and ), 8! - ¢
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e a(s) = [(5,¢0) — B5,...,(s,¢’) — ff], where s is the respective initial state of
G, and ¢¢ € Cnr(XF), gz € [0,1] (for all 0 < i < 1), and 3., 37 = 1 such that

> 55 q—ig >0
Note that, for all t € S, it is always possible to choose | < n, i.e., the number of points q?
and respective coefficients 8¢ may be less than the number of objectives. Also, the points
g; can indeed be picked from X* because from Theorem (8| we have that X* D XF-1 — £,
The correctness of the construction can be proved in a similar way as for Theorem
showing that the expectation of the memory element if preserved within § precision in
every step and we can obtain the claimed error bound ¢ in the following way. In every step,

the strategy, may introduce an error of at most 3, and, because the game is stopping, in |S|
5]

steps the probability for the game to terminate is at least p_; , so the upper bound on the
error introduced into the expectation is §-|S|+ 5 -|S|- (1 —p‘rﬂn) +5-15]-(1 —plniln)2 +---=
c. =S|I _

2 "Sl p =J0.

min

Example 12 We provide an example of strateqy construction using the method defined
in this section. Consider the stochastic game shown in Figure and the conjunctive
rPATL query (V) = ({O})) (P>, [FX] APy, [Fy]). The Pareto sets for this formula for all
states of the game can be computed in three iterations of the functional from Theorem [§
and are shown in Figures|5.100 to|5.106.

We show how to achieve the point (0.5,0.3), e.g., how to use the algorithm above

to construct a winning strateqy on = (M, o, oly, ) for player O with the conjunctive
rPATL objective ({0})(P>os5[Fx] APsos[Fy]). The sets of corner points (also shown in
the figures) for the states are as follows:

Cnr(X2) = {(0,0.3), (0.5,0.3), (0.5,0) },
Cnr(X3) = {(0,0.3), (0.7,0.3), (1,0) },
Cnr(X2) = {(0,1), (0.5,0.5), (0.5,0) }, and
Cnr(X;,) = {(0,1), (1,0)}.

So the memory elements of the strategy are as follows:

M = { 3))7 (507 (0'57 OB))? (507 (0'5’ 0))’

(0,0
s1, (0,0.3)), (s1,(0.7,0.3)), (s1,(1,0)),
0,1

The initial distribution function is defined by a(sg) = (S0, (0.5,0.3)), since this is the
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Figure 5.10: Pareto sets for the conjunctive rPATL formula ¢(¥) = ({O}))(P>y, [Fx] A
P>, [Fy]). The horizontal axis represents values for v; and the vertical axis represents
values for vs.

point that we want to achieve. Also, the definition of the next move function for the
only state of player O, s3, is straightforward, i.e., we have of( ss, (s3,(1,0))) = x and
ofy(s3, (s3,(0,1))) = v.

We now describe the memory update function. In the state so, if player & picks the

action to go to sy, then we have
aiy( (s, (0.5,0.3)), s1) = [(s1, (0,0.3)) — p, (s1, (0.7,0.3)) — 1—p],

where the probability p = % so that p-0+ (1—p)-0.7=0.5 and p- 0.3+ (1—p) - 0.3 = 0.3.
The reason for the choice of p is shown in Figure|5.10f: we can see that the point (0.5,0.3)

is composed of C' parts of point (0.7,0.3) and D parts of (0,0.3) in X2 , and hence we have

_ D _ 02 _ 2
P=¢p = o5+02 — 7

function is defined by

Similarly, if player & chooses to go to s, the memory update

2 ( (50, (0.5,0.3)), s2) = [(s2, (0.5,0)) == p, (sa, (0.5,0.5)) = 1],

where p = %, because in the point (0.5,0.3) is composed of A parts of (0.5,0) and B parts
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of (0.5,0.5), as shown in Figure so we have p = AJ%B = 0_20420_3 = %
Finally, we define the memory update function for the stochastic states. For s, we have

od( (s1, (0,0.3)), s3) = a((s1, (0.7,0.3)), s3) = (s3, (0,1)),
and for s, we have
ot ( (s, (0.5,0)), s3) = o((s2, (0.5,0.5)), s3) = (s3, (1,0)).

FEssentially, the strategy always chooses to go to the state y if player { chooses to go
to s1, and to the state x, if player & chooses to go to ss. One can easily verify that if
player { chooses to go to sy, then the reachability probabilities to x and y are 0.7 and 0.3,
respectively; and, if he chooses to go to sa, then reachability probabilities are 0.5 and 0.5,
and hence the strategy achieves the desired objective ({J}))(P>o5[Fx] A P>os[Fy]). Note
that we constructed the memory update (and hence the choices of the strategy) in such a
way that the expectation of the memory element of the strategy is at least (0.5,0.3), and

so the actual value achieved is always at least this vector.

5.5 Multi-objective rPATL*

To conclude our presentation of the multi-objective rPATL, we extend multi-objective
rPATL to incorporate LTL into its path formulae. We also provide model-checking algo-
rithm for the multi-objective rPATL* for stopping games via a reduction to multi-objective

rPATL model checking. We begin by introducing the syntax and semantics of the logic.

Definition 10 (Multi-objective rPATL*) The syntax of the multi-objective rPATL*

18 given by the following grammar:

¢u=Tlal=0[oA0|(C)0
0 = P[] | RLL[F Q] [OA0 |0V 0|0
biu=o || vAY | XY Uy

where a € AP, C CII, e {<, <, >, >}, ¢ € QNI0,1], z € Qxq, 7 is a reward structure.

The semantics for the logic is, for all except path formulae, as in multi-objective rPATL
(see Definition [J), and for path formulae ¢ semantics is the same as for TPATL* (see
Section . Example properties of multi-objective rPATL* are as follows.
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o (({sensorl, sensor2}))(P>1[G (on1Von2)] AP<1[F (appears A —detected)]) — “Sensors
1 and 2 have a strategy such that at least one of them always remains on and that the
probability that the suspect appears and is not detected is less that 0.1, no matter
what actions are taken by the other players (e.g., player suspect).”

o ({algorithm} ) (RZ{5q[F° L] A P>1[G X ({algorithm})) (P> [F exit] A RZE[Feexit])]) —
“There exists strategy for the algorithm which generates expected income of at least
100, but also there always is an option to go to the state where it has a strategy
to exit the position at an expected cost of 95, no matter what actions other players

take in the game.”

Example 13 Multi-objective rPATL* allows the usage of rPATL* formulae as objectives
of the game. So, for example, we can enrich the formulae discussed in Ezample [ with
resource constraints to obtain, e.g., ({0, 2, O})(Pso4[(Fss) A (F T2)] ARZ[FC Ta]) states
that the grand coalition of players has a strategy to make sure that the probability of the
path wisiting both, state s;5 and a state labelled with T, is greater than 0.4, and the expected
cost incurred during the execution before reaching T, is at most 99 units.

Consider also the formula o(0) = ({00, A})(P>y, [GF s12] V P>y, [GF sg]) and a game
starting in so of an SMG from Figure . It can be shown that the formula (V) is satisfied
if and only if vi+vy < 1 (forvy,vy € [0,1]). To see this, recall that, in Example@ we have
shown that the rPATL* formula ({0, A})P>1[(GF s12) V (GF sg)] is true, because no matter
which strategy player { chooses, any path of the game satisfies either GF sy, or GFsq. In
this case, { can choose randomly between these outcomes, and hence if vi + vy > 1, it
can always pick a distribution such that the formula is false. For example, consider the
case where v; = 0.5 and vy = 0.6. Player { can choose a strateqy which, with probability
0.55 chooses to take action ‘init-1°, and thus achieves probability 0.55 to satisfy GF sq, and
with probability 0.45 it always takes action ‘idle’, making sure that probability for a path to
satisfy GF s1p is 0.45. This makes sure that both objectives, P> 6|GF so] and P>q5|GF s12],
are false, and hence the formula is not satisfied in so. Using the same reasoning one can
easily see that if vi + vy < 1 then, no matter how { divides the probabilities between the

objectives, at least one of them is satisfied.

Next, we consider model checking of rPATL* for stopping games. We show how model
checking multi-objective rPATL* for such games can be reduced to model checking multi-
objective rPATL by providing, in the style of Section [5.2.1} a replacement procedure for
Pwq[?] operator by R [F¢L]. This transforms multi-objective rPATL* formula into multi-
objective rPATL and the algorithms from Section [5.2] can be used for model checking.
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“Pog )] to RL,[FeL]”

Let us consider rPATL* formula ((C))6 where 6 contains Pu,[1)] operator and a stopping
SMG G = (I1, S, (S0, (Si)ien), A, AP, x) with a set of terminal states Term. We start by

constructing a deterministic Rabin automaton for the LTL formula .

Definition 11 (Rabin automaton) A deterministic Rabin automaton is a tuple A =
(Q,%,7,q0, (L1, R1), ..., (Ly, Rj))), where Q) are states of automaton with initial state
qo € Q, X = S is the alphabet, 7 : QQ x X — @ is a transition function and L;, R, C Q) are

Rabin pairs.

We construct automaton A such that any path A satisfies v iff A is accepted by A. Without
loss of generality we assume each DRA is complete (i.e., every infinite word induces an

infinite run on the automaton). We construct a new game G’ as follows.
o II' =1I;
o "={(s,¢,1) | s€5,q€Q,1€{0,1}};
e (s,q, 1) € Slif s € S; for i e II;
e A'((s,q,1),(t,p,J)) = x whenever

— A(s,t) = x;

— if I =0 then 7(q,t) = p;

—if I=1thenp=gqgand [ = J,
— J=1iff s € Term;

— J=0iff s & Term;

o AP = AP;

o X'((s,4,1)) = x(s)-

A new set of terminal states for the game is Term’ = {(s,q,I) € S’ | I = 1}. The reward
function r is defined by r(s,q, 1) = 1 if s € Term, I = 0 and the run of A on the word
s¥ starting from ¢ is accepting, and otherwise r(s,q,I) = 0. For a state s of G, {(C))0
is satisfied if and only if (C))¢’ is satisfied in (s,7(qo,s),0) of G'. To see this, it suffices
to observe that, due to the constructions above, the reward function r assigns reward 1
to the path in G’ if and only if the path ends in a terminal state and the word that it
generates is accepted by DRA A (and hence, it satisfies ). For stopping games, we do
not need to consider paths, which do not reach terminal states, since any set consisting of

only such paths has probability 0.
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5.6 Summary

The contributions of this chapter can be summarised as follows.

Logic. We have extended the logic rPATL to support multiple objectives within the coali-
tion operator. This allows us to specify properties like (({controller}))(P>q.o9[F target] A
RZ100 7 [F° target]), which states that controller has a strategy to guarantee that probability
to reach the target is at least 0.99, while simultaneously, achieving the expected energy

consumption of at most 100 units.

Algorithms. We have provided approximation algorithms to model check the logic in
stopping games. Similarly to the algorithms for rPATL, which were based on the optimal
value computation, algorithms for multi-objective rPATL are based on the computation
of the Pareto sets — the values for bounds for which the formula is true. The algorithms
that we provide are based on the iterative evaluation of recursive equations, providing

successive approximations of the Pareto sets.

Complexity. We have analysed the complexity of the games with multi-objective rPATL
objectives and showed that they differ significantly from the single-objective games. First
of all, the games are not determined already for two objectives; also optimal strategies
may not exist for some points in the Pareto set. The model checking problem is PSPACE-
hard in general and undecidable if one restricts coalition players to use deterministic
strategies. We have also analysed the memory requirements for the optimal strategies
and showed that infinite memory randomised strategy may be required for the coalition to
achieve a multi-objective rPATL formula. For the case where the formulae are restricted to
disjunctions of expected total reward goals, memoryless strategies suffice, but the problem

is NP-complete.

Synthesis. We have provided a method to construct a stochastic-update strategy for the
coalition, which achieves the given objective in a state of a stopping SMG with a specified
precision. The construction uses the Pareto set approximations computed by the model
checking algorithms as its memory elements. This strategy construction has been used in

a case study on autonomous urban driving in [42].

Discussion. In addition to providing means to verify system specifications containing
several objectives, multi-objective rPATL allows to analyse the competitive nature of the
system in more detail allowing, to some extent, to circumvent the drawbacks of zero-sum
single-objective games. For example, consider a game with two players A and B having
goals P> 5[F Ga] and Psg9[F Ggl, respectively. We are interested in synthesising a strat-
egy for agent A, which would achieve the objective in this game, but the rPATL formula
—({({A})P>o5[F Gal is true in the game meaning that we cannot find a strategy for A that
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achieves its objective for any strategy for B. However, since we know that B plays a strat-
egy to achieve its own objective (we assume such strategy exists, i.e., ({ B}))P>o9[F Gg] is
true), and hence quantification over all strategies of B is too pessimistic. In this case, we
can use multi-objective rPATL formula ({ A}))(P>o.5[F Ga]V—=P>09[F Gg]) to check whether
there exists agent A strategy, such that, if agent B plays a strategy to falsify the objective
of A, then its own objective is not achieved; and if B plays a strategy to achieve its own
objective, then agent A’s objective is also satisfied. Such strategy would guarantee that,
as long as agent B takes actions to achieve its objective, the objective of A is satisfied.
Note that the strategy for player A that achieves ({A})) (P>o5[F Ga] V =P>09[F Gg]) to-
gether with a strategy for player B that achieves ({ B}))P>q.9[F Gg] form a winning secure
equilibria strategy profile [32].

To the best of our knowledge, the work published in [39, 40] and presented in this
chapter is the first one providing algorithms for multi-objective verification for stochastic
games (the previous works of [8] and [19] showed undecidability for more general classes
of problems). We have shown that, already for terminal state reachability objectives, the
problem becomes more difficult than single-objective games and multi-objective MDPs.
Nevertheless, we have provided approximation algorithms that can be used to implement
verification of multi-objective rPATL.

There are several open questions raised by the research done in this chapter. Probably
the most important one is whether the model checking problem for multi-objective rPATL
is decidable in the general case. Also, the question of whether the infinite memory argu-
ment extends to the case where the coalition players are allowed to use stochastic-update
strategies remains open (we have shown that such strategies can be more compact in cer-
tain cases). It would also be interesting to consider approximation algorithms for games

without the stopping restriction for both multi-objective rPATL and rPATL* formulae.



Chapter 6

Tool Implementation and

Applications

In this chapter we present PRISM-games, a model checker for stochastic multi-player
games, which we built to implement rPATL model checking and strategy synthesis algo-
rithms developed in this thesis. We also applied the tool to three case studies of competitive
stochastic systems: distributed demand-side management algorithm for microgrid, collec-
tive decision making algorithm for sensor networks, and reputation and virtual currency

mechanism for user centric-networks.

The tool is built as an extension of the PRISM model checker [77]. The PRISM-games
implementation extends PRISM’s explicit engine to support stochastic multi-player game
models, TPATL property specifications and model checking and synthesis algorithms. In
Section we discuss the SMG modelling language and Section describes the rPATL
property specification notation. Then, in Section [6.3] we present the pseudocode of the
model checking algorithms that are derived from results in Section 4.2l We also discuss the
strategy synthesis functionality of PRISM-games in Section [6.4] In Section we present
the experimental results showing the scalability of the tool and discuss the trade-offs
between time and precision for the value iteration algorithms. Finally, in Section we
provide an analysis of the three aforementioned case studies using rPATL model checking

and strategy synthesis functionality of the tool.

PRISM-games is free and open source (GPL license), and runs on all major operating
systems. It is available for download from http://www.prismmodelchecker.org/games/.
The summary of the tool functionality and usage instructions is presented in Appendix [E]
Sections , , , and are an extended version of [38]. The case studies of
the microgrid demand-side management and collective decision making algorithms are

adapted from [37], and the user-centric network case study has been published in [81].
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smg

player pl scheduler,[do] endplayer
player p2 agentl,[gol] endplayer
player p3 agent?2,[go2] endplayer

global num_tasks : [-1..2] init -1;

module scheduler

turn : [1..3] init 1;

[| num_tasks=-1— 0.5 : (num_tasks'=1) + 0.5 : (num_tasks'=2);

[gol] num_tasks>0 A turn=1 — (turn'=2);

[go2] num_tasks>0 A turn=2 — (turn'=3);

[do] num_tasks>0 A turn=3 — (turn’=1) A (num_tasks'=num_tasks — 1);
endmodule

module agentl
team! : [1..2] init 1;
[go1] true — (teaml1'=1);
[gol] true — (teaml’=2);
endmodule

module agent2 = agentl [gol=go2, team1=team2] endmodule

rewards “total”
turn=3 A teaml#team?2 : 0.3;
turn=3 N teaml=team?2 : 1.0;
endrewards

Figure 6.1: A PRISM-games SMG model of a team formation game [41].

6.1 Modelling language

In PRISM-games, SMGs are described in a modelling language, which is an extension of
the PRISM language (see [03] for details). An example of a PRISM-games model of a
variant of team formation game is shown in Figure [6.I] We refer to the components of
this example in the description of the modelling language given below.

A model is composed of modules (e.g., scheduler, agentl and agent2), whose states are
determined by a set of variables (e.g., turn, team1) and whose behaviour is specified by a
set of guarded commands, containing an (optional) action label, a guard and a probabilistic

update for the module’s (or global) variables. For example, the command

[| num_tasks=-1 — 0.5 : (num_tasks'=1) + 0.5 : (num_tasks'=2);
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updates the value of num_tasks to either 1 or 2 with equal probability, provided the
current value is —1.

Simultaneous updates across several modules can be synchronised using action-labelled
commands. For such command to be executed, the guard has to be satisfied in every
module. For example, the command  [gol] true — (teaml’=1); of module agentl can
only be executed if the guard num_tasks>0 A turn=2 is satisfied in module scheduler
as well. Such composition semantics ensures that each probabilistic transition in the
model is associated with either an action label or a single module. A model also defines
players (e.g., pl, p2 and p3), each of which is assigned a disjoint subset of the model’s
synchronising action labels and modules (e.g., player p2 controls action labelled with
[gol]). This assigns each probabilistic transition to one player. To ensure a turn-based
SMG, all possible probabilistic transitions in a state must belong to the same player; the
tool detects and disallows concurrent actions. The rewards are assigned to states using the
rewards construct. For example, reward “total” assigns reward of 0.3 to states satisfying
turn=3 A teaml“#team?2 and 1 to states satisfying turn=3 A team1=team?2, and 0 to
all other states.

This description results in a slightly different model than that of SMGs used previously,
because the successor in a non-stochastic player’s state can be chosen according to a
probability distribution. This is a useful modelling convenience, but the two models are
equivalent in their expressiveness. The SMG model as used in the thesis can be specified
in PRISM-games directly and the PRISM-games’ SMG can be converted into the one used
here by inserting, for each action, a stochastic state representing the distribution. For a

more detailed discussion see Section [6.3]

6.2 Property specification

PRISM-games supports rPATL logic specifications, including the quantitative form of the
operators, e.g., (C)Pnax=2[t], which returns the maximum probability of ¢ that coalition
C' can guarantee, instead of a true/false value. PRISM-games also supports precise value
operators representing multi-objective rPATL queries (C)P—,[¢] = (C)(P>4[v] AP<,[¢])
and (C)RL,[F¢] = (C)(RL,[Fo] A (C)RL,[F°¢]) for stopping games.

Example 14 We several example properties, expressed in PRISM-games syntax, for the
team formation game from Figure[{.1. We use B for player O, D for player & and T for
player /\.

e <<B,T,D>> P>=1 [F ("T1" & "T2")] -~ “players B, T and D have a joint strategy
to guarantee that a state labelled with T1 and T2 is reached with probability 1.”
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<<B,D>> R{"cost"}>=10 [Fc "T1"]l -~ “players B and D can ensure that the ex-
pected total reward before reaching state labelled with T1 is at least 10.”

<<B,D>> R{"bonus"}max=? [FO ("T1" | "T2")1 - “what is the maximum expected

bonus along the paths that reach T1 or T2 that players B and D can guarantee?”

<<T>> R{"cost"}min=? [F "T1"] - “what is the minimum cost that player T can

ensure before reaching T17.”

e <<B,D,T>> P=0.5 [!"T1" U "T2"] - “players B, D and T can guarantee the prob-
ability to reach T2 before reaching T1 is exactly 0.5.”

6.3 Model checking

This section describes the implementation of the rPATL model checking algorithms in
PRISM-games that were derived from fixpoint equations given in Section [4.2.1]

As mentioned earlier, SMG modelling in PRISM-games has been built by extend-
ing PRISM’s MDP model, which uses different (but equivalent) definition, where, in
each state, a player can choose an action, which then leads to a successor state that
is chosen according to a probability distribution. Formally, in addition to a game G =
(IL, S, (S0, (Si)ien), A, AP, x), we are given a set of actions A, and the transition function
A is modified so that A : S x A — D(S), and we denote by A(s) the set of actions
available in state s. For every stochastic state s € S, there is only one action available,
and equations from Section are modified accordingly, i.e., opt,ca(q)* 1s replaced by
OPtuca(s) 2res A(s,a,t) - x where opt € {max,min}. We present rPATL model check-
ing algorithms in pseudocode. Given a game G and an rPATL formula ¢ the algorithms
presented here compute the set of states sat that satisfy the formula.

The general model checking routine is shown in Algorithm[I} which recursively traverses
the formula’s parse tree and calls the appropriate model checking sub-routines in the
process. Standard logic operations are evaluated in the expected way. The routine for
checking probabilistic rPATL formula (C))Pu,[¢/] is shown in Algorithms [2] and 3] Note
that lines 2-4 of the algorithm use the determinacy result from Equations (4.1]) to convert
the comparison operator into “maximisation” by swapping the players in the coalition,
e.g., for a state s of an SMG we have (O)P<,[¢)] & —(I1\ C)P~,[1] & Proesmin() < ¢,

max,min

where in Prj

(1) < ¢ maximisation is performed by players IT \ C.
Model checking for the “Next” operator is a one step process, shown in Algorithm
which checks which action gives the biggest probability to reach a target in the next

step. For the “Until” and bounded “Until” we have to perform multiple iterations of
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Algorithm 1 General model checking routine for rPATL.

1: procedure MODELCHECK (¢, G = (I, S, (S0, (Si)icn), A, AP, x, A))
2 sat := 0

3 if =T then

4 sat .= S

5: else if p =a € AP then
6

7

8

9

sat :={s € S|a € x(s)}
else if ¢ = —¢; then
sat := S \ MODELCHECK(¢1, G)
: else if ¢ = ¢1 A @2 then
10: sat :==MODELCHECK (¢1, G) U MODELCHECK (¢2, G)

11: else if ¢ = (C))Pz ()] then

12: sat := MODELCHECKPROB(¢, G)
13: else if phi = R, [F*¢] then

14: sat := MODELCHECKREW (¢, G)
15: end if

16: return sat

17: end procedure

18: procedure PROBREACH(C, T, G)

19: return X such that X[s] = Proasmin(FT)

20: end procedure

21: procedure CUMREW(C, T', G) _

22:  return X such that X[s] = Eg&*"™ " [rew(r, ¢, T)]
23: end procedure

24: procedure BucHI(C, G)

25: return {s € S | Pro®min(jnft(a.)) > 0}

26: end procedure

Algorithm 2 Probability operator model checking routine (Next).

1: procedure MODELCHECKPROB({(C)) P [?], G)
2 if ae {<, <} then

3 C:=1I\C

4: end if

5: sat ;=)
6.
7
8
9

if v = X ¢; then
T := MODELCHECK(¢1, G)
for all s € S do

if s € (J;c Si then

10: val := maX,e a(s) 2oy AS, a5t)
11: else

12: val == minge a¢s) D per A(S, a5 t)
13: end if

14: if val > = then

15: sat := sat U {s}

16: end if

17: end for
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the fixpoint computation as shown in Algorithm [3] For the bounded version we execute
exactly k iterations of the loop and for the unbounded version we use an absolute precision
stopping criterion, where we execute the iteration until the maximum difference between
the values of two consecutive iterations becomes smaller than a given constant €. The
effect on performance of the algorithm for different choices of ¢ is discussed in Section

Model checking procedure for the reward operator is shown in Algorithm [4 Similarly
as for the general formulae, here we determine which type of reward the formula uses and

call the appropriate sub-routine after performing the swap of coalitions in order to convert

Algorithm 3 Probability operator model checking routine (Until).
18:  else if 1 = ¢1 U gy or ¢ = ¢ USF ¢, then

19: T5 := MODELCHECK (¢2, G)

20: T} := MODELCHECK (¢1, G) \ T»

21: iter :== 0

22: X =0

23: X":=0

24: for all s € S do

25: if s € T, then X[s] :=1 else X[s] := 0 end if
26: end for

27: while true do

28: X=X

29: iter = iter + 1

30: for all s € S do

31: if s € T1 then

32: if s € J,cc Si then

33: X[s] := maxgea(s) Dpeg Als, a,t) - X'[t]
34: else

35: X[s] :=minge a(5) 2 _yeg A(s,a,1) - X'[t]
36: end if

37: end if

38: if X[s] a2z then

39: sat ;= sat U {s}

40: end if

41: end for

42: if ) = ¢ USF ¢ then

43: if £ < iter then

44: break

45: end if

46: else if ¢ > maxgecg | X|[s] — X'[s]| then
47: break

48: end if

49: end while

50: end if

51: return sat

52: end procedure
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Algorithm 4 Model checking routine for the reward operator.

1: procedure MODELCHECKREW ({(C)RL.[F*¢], G)
2:  if e {<, <} then
3 C:=1I\C
4: end if

5: if x = c then
6

7

8

9

MODELCHECKREWFC((C)RL,[F¢p1], G)
else if x = co then
MODELCHECKREWFINF((C)RL,[F>*¢1], G)
: else if x =0 then
10: MODELCHECKREWFO({CHRE . [FO¢1], G)
11: end if
12: end procedure

the problem into a “maximisation” one, as described earlier for the ((C'))Py,[¢] operator.

Algorithm || gives a procedure to compute the set of states satisfying the formula of
the form ((C)RI,[F°¢] based on the fixpoint equations given in Section 4.2.3] In order
to avoid explicitly computing the states that have infinite expected reward, we do this
indirectly by performing convergence check only on states which have not yet been found
to satisfy (or not satisfy if € {<, <}) the formula (we need perform this check every
|S| iterations to make sure that the progress is reflected properly). We can apply this
implementation technique because, for the states, which can accumulate infinite reward
value, X[s| becomes greater than = eventually and then we can add it to the set sat (or
unsat) and terminate considering the convergence of its value. For the states, which do

not satisfy the bound, convergence check is eventually triggered.

The model checking algorithm of rPATL formulae (C)RL,[F>*¢] derived from equa-
tions presented in Section is shown in Algorithm [} The algorithm begins by com-
puting the set of states for which value is infinity, that definitely satisfy the formula for
any bound if € {>, >}, and definitely do not if e {<, <} for any bound x, and then
removes them from the game. For the remaining states, we start by increasing every re-
ward by ¢ and computing the over-approximation of the values X[s| for all states s. After
this has been done we revert back to the original reward structure and compute the actual
values via value iteration until the desired convergence level has been reached. Finally, the
maximal value is compared against the bound and the states for which the value meets
the bound are added to sat.

In Algorithm [7] we describe the procedure for model checking the final type of the
reward formula, (C)RZ_[F°@]. The algorithm starts by solving a Biichi game (see Sec-
tion to identify the set of states for which the expectation is infinite (adds them to
sat if € {>, >}) and removes them from the game. Then, after computing the bound B,
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Algorithm 5 Model checking routine for the F¢ reward operator.

1: procedure MODELCHECKREWFC({(C)RL[F°¢1], G)
2 T :=MODELCHECK(¢1, G)

3 sat := 0; unsat := 0; X :=0; X' :=0; iter :=0

4: while true do

5: X =X
6

7
8

9

for all s € S\ T do
if s € (J,c Si then
X[s] :=r(s) + maxsea(s) Dopes Als, a,t) - X'[t]

: else
10: X[s] == r(s) + minge a(s) D_es A5, 0,t) - X'[1]
11: end if
12: if e {>,>} A X[s] >z then
13: sat := sat U {s}
14: else if (=< AX[s] > z) V (x=< AX[s] > z) then
15: unsat := unsat U {s}
16: end if
17: end for
18: if iter > |S| then
19: if e > mMaXse S\ (sat Uunsat) |X[S] - X/[S” then
20: break
21: end if
22: iter :==0
23: end if
24: iter :=iter +1
25: end while
26: return sat

27: end procedure

we compute the values of the reward achieved by the “rich man” strategy, which is played
after > B of the reward has been accumulated along the path (this is done in Algorithm
based on the algorithm described in Section . Then we compute the value using the
Equations from Section . Note that, for each ‘step’ of these equations, we need
to perform the iteration until the values converge (see lines 16-28); the values converge in
one iteration if all rewards are strictly positive in the game, but may need more iterations
in the presence of zero rewards.

Finally, Algorithm [J] describes a model checking routine for computing the set of states
in which the multi-objective rPATL formula (C)P_.[F ¢] = (C)P>.[F @] A {C)P<.[F ¢]

is satisfied.
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Algorithm 6 Model checking routine for F* reward operator.

1: procedure MODELCHECKREWFINF({(C)HRL . [F>®¢1], G)
2 T :=MODELCHECK(¢1, G)
3 inf :=MODELCHECK({(C)P1[T U¢1], G)
4: S:=S\inf
5: if >ae {>, >} then
6 sat :=inf
7 else
3 sat =)
9: end if
10: X =0, X":=0
11: d:=1
12: while true do
13: X =X
14: for all s € S\ T do
15: if s € ;e Si then
16: X[s] := (r(s) +0) + max,e a(s) 2oreg Als, a,t) - X'[t]
17: else
18: X[s] := (r(s) +0) + minge os) > _yeq Als, a,t) - X'[t]
19: end if
20: end for
21: if € > max,eg|X[s] — X'[s]| then
22: if 6 > 0 then
23: 6:=0
24: else
25: break
26: end if
27: end if

28: end while
29: for all s € S do

30: if X[s] a2 then
31: sat := sat U {s}
32: end if

33: end for

34: return sat

35: end procedure
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Algorithm 7 Model checking routine for F® reward operator.

1: procedure MODELCHECKREWFO({(C)RL,,[F¢1], G)
2 T :=MODELCHECK(¢1, G)

3 inf := BUcHI(C, G)

4: if bae {>,>} then

5: sat :=inf
6.
7
8

9

else
sat := )
end if
: S:= 8\ sat
10: P :=PrOBREACH(C, T, G)
11: C :=CuMREW(C, T, G)
12: B = [maxses Cfs]/(ming pea(s) 2ses A8 a51) - P[] = 215 Als, b, 1) - PlI])]
13: RB := CoMPUTERB(T, P, G)
14: for alli € {B,..., B+rmax—1} do

15: for all s € S do
16: R;[s] =i+ RB|s]
17: end for

18: end for
19: fori=B-1,...,0do

20: R,:=0

21: while true do

22: R, =R,

23: for all s € S do

24: if s € ;e Si then

25: Ri[s] :=i + maxX,e a(s) 2reg Als,a5t) - R{£+r(s) [t]
26: else

27: R.Z-[s] =1+ minge ags) D es AlS; a5 1) - R{H»r(s) [t]
28: end if

29: end for

30: if € > max,cg|R;[s] — R}[s]| then

31: break

32: end if

33: end while

34: end for
35: for all s € S\ T do

36: if Ry[s] >z then
37 sat ;= sat U {s}
38: end if

39: end for

40: return sat

41: end procedure
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Algorithm 8 Routine for computing value for R; for B < i < B+rya.c—1.

1: procedure CoOMPUTERB(T, P, G)

2 X=0X:=0

3 while true do

4: X =X

5: for all s € S\ T do

6 if s € ;e Si then

7 X[s] := P[s] - r(s) + maxgea(s) > _seq Als; a,t) - X'[1]
8 else

9: X([s] := P[s] - 7(s) + minge a(s) D_1eg Als, a,t) - X'[t]
10: end if

11: end for

12: if £ > max,cg|X|[s] — X'[s]| then

13: break

14: end if

15: end while
16: return X
17: end procedure

Algorithm 9 Model checking routine for exact reachability probability.

1: procedure MODELCHECKEXACT({(C))P—,[F ¢|, G)
2 T :=MODELCHECK(¢, G)
3 sat :== ()
4: bad := S
5: while bad # () do
6 bad := ()
7 Xmin := PROBREACH(IT\ C, T, G)
8 Xmax := PROBREACH(C, T, G)
9: for all s € S do
10: if Xin > Xmax then
11: bad := bad U {s}
12: end if
13: end for
14: S:= S5\ bad
15: end while
16: for all s € S do
17: if Xmin[s] < 2z < Xpax[s] then
18: sat := sat U {s}
19: end if
20: end for
21: return sat

22: end procedure
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Figure 6.2: PRISM-games screenshots: simulation of a synthesised strategy (bottom) and
verification of a property under the strategy (top).

6.4 Strategy synthesis

PRISM-games implements the strategy construction algorithms for rPATL properties de-
scribed in Section and the one for precise probability described in Section 3.4 Strate-
gies can be analysed manually by exploring the choices taken and memory updates in the
simulator view. They can also be exported to (and imported from) files for automatic anal-
ysis and usage for strategy implementation (see Figure for screenshots demonstrating
this functionality). PRISM-games also supports application of strategies — the product of
a strategy and the original game can be built, resulting in a new model on which other
properties can be verified. For example, in a game with three players we can generate
a strategy for player 1 achieving ({1}))P>o5[F goall] in the initial state. Implementing
this strategy would then result in a two-player game, in which only players 2 and 3 are
able to chose their actions and on which further properties may be verified. For example,
in rPATL formula ({2, 3}))P>0.99[F goal2], player 1 now does not minimise the probabil-
ity of reaching a goal2 state; instead its strategy is fixed to one which achieves the first
rPATL formula. This functionality is useful when evaluating the generated strategy for
other properties. For example, in the case study of user-centric networks that is presented
in Section [6.6.3] we have used strategy implementation to compare the distributions of

requests submitted to service providers by client strategies achieving optimal service cost
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in different pricing schemes.

6.5 Experimental results

In this section we present experimental results testing the performance of PRISM-games.

The results shown here have been obtained during the analysis of the following case studies:
e MDSM: microgrid demand-side management (see Section [6.6.1));
e CDMSN: collective decision making for sensor networks (see Section [6.6.2));

e UCN: reputation and virtual currency protocol for user-centric networks (see Sec-

tion [6.6.3));

e TEAM-FORM: team formation protocol (see Section [3.5).

SMG statistics Model checking

Case study Constr. | Check

[parameters] || Players | States | Transitions Property type (s) ’ (s)
MDSM 5 5| 743,904 2,145,120 14.5 61.9
[N] 6 6 | 2,384,369 7,260,756 || (CHRY,..—-[F>¢] 55.0 | 221.7
7 76,241,312 | 19,678,246 210.7 | 1,054.8
3 3 1,240 6,240 0.2 0.2
C][)%SN 4 4 11,645 73,948 || {(O)Ppoy| F=* 9 0.8 0.8
5 5 100,032 760,430 3.2 6.4
UCN 5 4 5,737 9,121 0.163 0.2
K] 10 4 78,516 129,798 | (CHR! .._o[F¢] 24 4.4
20 41 718,499 1,227,391 14.9 98.4
TEAM- | 3 3 12,475 15,228 0.8 0.2
FORM | 4 4 96,665 116,464 (C)Pmax=2[F ¢ 1.6 0.9
[N] 5 5 907,993 1,084,752 13.6 11.2

Table 6.1: Performance statistics for PRISM-games.

Table shows model statistics (number of players, states and transitions) for three
SMGs taken from each case study. It also gives the execution time for model checking
a sample property on each one, consisting of the time for model construction (building
an SMG from the modelling language description) and for executing the model checking
algorithms, described earlier in the chapter. Experiments were run on a 2.80GHz PC with
32GB RAM. The details of the PRISM-games models can be found in Appendix [F}

As we can see from the table, the largest model that we analysed using PRISM-games

has about 6 million states and 20 million transitions. Due to the use of the explicit
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representation, storing such game requires substantial amount of memory, about 20Gb for
the MDSM model with 7 households. The actual model construction and model checking

times are less of a bottleneck.
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Figure 6.3: Performance of numerical computation algorithms (number of iterations) for
varying convergence thresholds ¢ using absolute difference convergence check.

We also discuss how the convergence test and its threshold affect the convergence of
model checking algorithms. As mentioned in Section [6.3] our algorithms are mostly based
on the evaluation of numerical fixpoints, termination of which is decided using a simple
convergence test. More precisely, if X* denotes the value computed for a state s in iteration
k and € represents a pre-specified convergence threshold, the computation terminates when
the maximum absolute difference between values for successive iterations falls below ¢, i.e.,

when:

max | XF — Xk < ¢
seS

Figure illustrates, for several of the models from Table [6.1, how the total number of
iterations of numerical computation required varies for different values of the convergence
threshold €. For the CDMSN example, we check a property of the form ((C))Puy,[F ¢] since
the bounded property used in Table always requires exactly k iterations to converge.
We do not include the results for the team formation example since the corresponding SMG
is a tree fixed depth and hence computation always terminates after the same number of

steps. From the plots in Figure 6.3 we can see that varying e = 10" for increasing values
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of n results in, for the case studies studied here, at most a linear increase in the number
of iterations required by the method to converge, but the shape of the curve is model
dependent. Also note that, for all models, changing the model size does not affect the
shape of the curve, just the slope and the magnitude. For the MDSM and UCN protocols,
the number of iterations required to satisfy the convergence check stabilises after reaching

e = 1074, whereas for CDMSN it keeps increasing with precision.
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200 F & O~ CDMSN (A)
. = = B —e—comsnp)
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©
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Figure 6.4: Comparison of absolute and relative termination criteria for value iteration
algorithms for different convergence thresholds . (A) stands for absolute and (R) stands
for relative convergence checks.

There are other variants of convergence checking used in practice. One such check
is relative difference check. For a given convergence threshold ¢ the value iteration is
terminated if we have that

max X=X

ses | XE|
Figure [6.4] shows the comparison of the performance between the absolute and relative
convergence checks. The models used were MDSM (N = 4), CDMSN (N = 4) and UCN
(K =15). For the UCN case study there is almost no difference in the number of iterations
performed, whereas for CDMSN model, there is a significant improvement in convergence
time, which is particularly apparent for lower values of €. The converse is true for the
MDSM model, where the absolute termination criterion requires less iterations to converge

than the relative one.

Discussion. In this section we have presented the performance statistics for the PRISM-

games model checker. We have also discussed convergence checks for two difference ter-
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mination criteria for value iteration. In the case studies that we analysed, varying the
order of magnitude of the convergence threshold e required linear increase in the number
of iteration required by the algorithm to converge, suggesting that higher precision can be
obtained relatively cheaply. These results regarding the termination have to be interpreted
with care, because neither of the convergence checks used here guarantees the correctness

of the result of the algorithm.

6.6 Case studies

In this section we present the analysis of the three case studies of algorithms for competitive
stochastic systems that we have analysed using PRISM-games. We start by presenting
the analysis of the microgrid demand-side management protocol of [68] for which we use
rPATL model checking functionality of PRISM-games to identify a potential flaw in the
algorithm, then we present the performance and robustness analysis of the algorithm
for collective decision making in sensor networks developed by [99], and finally, we use
a combination of rPATL model checking and strategy synthesis functionality to analyse
of the reputation and virtual currency mechanisms for user-centric networks that were
introduced in [15].

The case studies presented in Sections [6.6.1) and |6.6.2] have been published in [36, 37].
The case study from Section has been published in [81]. The analyses presented here

are the extended versions of the above publications.

6.6.1 Microgrid demand-side management

Microgrid is an increasingly popular (distributed) model for future energy markets where
neighbourhoods use electricity generation from local sources (e.g., wind/solar power) to
satisfy local demand. Microgrid environment is highly decentralised and users have a sig-
nificant control over the infrastructure, and hence the success of such system is heavily
dependent on the active demand management and cooperation between its users (demand-
side management). One of the key requirements for the infrastructure is the ability to
incentivise cooperation and discourage abuse and selfish behaviour. Such systems are usu-
ally analysed using simulation studies, but these approaches can fail to uncover important
features or weaknesses of the models. In this case study, we use rPATL model checking
to analyse the microgrid demand-side management (MDSM) infrastructure of [68] and

identify an important incentive-related weakness.
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Figure 6.5: MDSM energy demand curve from [68] and its piecewise approximation.

The algorithm. The system in [68] consists of N households connected to a single
distribution manager (DM). At every time-step, the DM randomly contacts a household
that, if needed, can submit a load for execution. Each load has an energy demand that
is required for its execution. The probability of the generating a load at each time-step
is determined by a daily demand curve from [68] (see Figure [6.5). The duration of a
load is random, between 1 and D time-steps, where D is a model parameter. The cost
of executing a load for a single step is the number of tasks currently running. Hence, the
total cost for the whole system increases quadratically with households executing more
loads in a single step.

Each household follows a very simple algorithm, the essence of which is that, when it
is scheduled to act and has a load to execute, if the cost is below an agreed limit cjy,

it executes the load, and otherwise it only does so with a pre-agreed probability Piga.

loads executing and it

In [68], the value for each household in a time-step is measured by V=222 k.

is shown (through simulations) that, provided every household conforms to this algorithm,
the peak demand and the total cost of energy to the system are reduced significantly while

still providing a good (expected) value V' for each household.

Modelling and analysis. We model the system as an SMG where each household is
represented by a player (see Appendix for the details of PRISM-games models). We
vary the number of households (V) from 2 to 7. The size of the underlying SMG model
is exponential in N (see Table for the experimental results) and so we are unable to

analyse systems with more than 7 households. Other parameters that we use are D=4
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Number of households | States | Transitions | Construction time (s)
2 5,302 8,328 0.5
3 33,528 82,560 1.2
4 178,272 473,088 3.1
5 743,904 | 2,145,120 16.6
6 2,384,369 | 7,260,756 61.2
7 6,241,312 | 19,678,246 234.8

Table 6.2: SMG model sizes and construction times.

and ¢, =1.5. We analyse a period of 3 days, each consisting of 16 time-steps. The daily
demand is generated using a piecewise approximation of the daily demand curve, shown
in Figure [6.5]

First, as a benchmark, assume that all households follow the algorithm of [68], i.e.,

the strategies of all players are fixed and the model is a DTMC. Define reward structure

household load
cost of execution

r; for the value for household i at each step so that for all s € S r;(s) =
(where ‘household load’ can be 0 or 1 and the cost of execution is the total number of jobs

running in the system). For the coalition C' of players the reward is defined in a similar

loads executed by coalition
cost of execution

way, rc = (where the cost of execution is the total number of jobs
running in the system multiplied by the number of loads executed by the coalition) be the
total reward for a set of households C'.

To compute the expected value per household, we use the rPATL query:
o (OIRLE

IC| max:?[ FO time:max,time]7

where time=max_time is an atomic proposition labelling the terminal states of the protocol.
Initially, fix C' to be the set IT of all N players (households) and use DTMC model checking
to determine the optimal value of Py, (up to precision 0.05) achievable by a memoryless
strategy for each player. The values for games of different sizes are shown in Table
The model checking results are shown by the bold lines in Figure We also plot (as a

dotted line) the values obtained if no demand-side management is applied (i.e., Pyary = 1).

SMGsize (N) | 2 | 3 | 4 5 6 | 7
Pytart value | 1.0 1 0.8 | 0.7 | 0.65 | 0.6 | 0.6

Table 6.3: Optimal values for Py..; parameter.

Next, we consider the situation where the set of households C' is allowed to deviate
from the pre-agreed strategy, by choosing to ignore the limit ¢y, if they wish. We check
the same rPATL query as above, but now varying C' to be coalitions of different sizes, C' €
{{1}.{1,2},...,II}. The resulting values are plotted in Figure [6.6a] shown as horizontal
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Figure 6.6: Expected value per household for MDSM. The bold line shows all households
following the algorithm of [68]; the dotted line shows the case without DSM. Horizontal
dashes show deviations by collaborations of increasing size (shortest dash: individual
deviation; longest dash: deviation of all households).

dashes of width proportional to the size of C': the shortest dash represents the deviation
of a single household and the longest is a collaboration of all households in the coalition.
The former shows the maximum value that can be achieved by following the optimal
collaborative strategy, and in presents a benchmark for the performance of the original
algorithm. The key result is that deviations by individuals or small coalitions guarantee
a better expected value for the households than any larger collaboration. This is a highly
undesired weakness for an MDSM system, because it essentially shows that users can

ignore the proposed demand-side management method.

Changing the incentives. We propose a simple punishment mechanism that addresses
the problem: we allow the distribution manager to cancel one job per step if the cost
exceeds ¢j,. The intuition is that, if a household is constantly abusing the system, its job
could be cancelled. Results for the same set of rPATL queries on a revised model that
incorporates the punishment mechanism are shown in Figure [6.6b] where all households
outside the coalition follow the original algorithm. We see that the modification of the
algorithm inverts the incentives. The best option now is full collaboration and small

coalitions who deviate cannot guarantee better expected values any more.

Discussion. In this case study we demonstrated how game-based modelling can be
applied to the analysis of a decentralised protocol for MDSM. Using rPATL model checking

we identified a problem with the incentive design of the pricing/value scheme, which
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discourages cooperation between different households. We also proposed a simple ‘policing’
mechanism, which inverts the incentives and encourages cooperation. The size of the SMG
increases exponentially with the number of households, and even though we could only
analyse models with up to seven households, we have managed to identify clear patterns
of behaviour of the system and explore how they change when adding new features to the

model.

6.6.2 Collective decision making for sensor networks

Sensor networks are composed of a set of low-power, autonomous devices, which often
must act collaboratively in order to achieve a particular goal. Formal analysis of such
systems can help to establish performance boundaries (e.g., find the best value achievable
by the sensor network assuming full collaboration) and analyse robustness (e.g., look at
the performance of the system in the presence of failure or unexpected behaviour of some
nodes). In this case study, we illustrate the use of rPATL model checking to analyse a

distributed consensus algorithm for sensor networks [99)].

The algorithm. There are N sensors deployed in the environment having a set of targets
K = {ki, ks,...}. Each of the targets has a quality parameter @, € [0,1]. The goal is for
the sensors to agree on a target with the maximum quality Qy,. This is quite an abstract
model and the target can be used for anything from locating an intruder in a security
system to RoboBeeq| trying to select the best nesting site.

Each sensor i stores a preferred target p; € K, its quality (), and an integer [; €
{1,..., L} to represent confidence in the preference. A sensor has three actions: sleep,
explore and communicate. As proposed by [99], each sensor repeatedly sleeps for a
random time ¢ and then either explores (with probability Pe,) or communicates. For the
explore action, sensor ¢ picks a target k € K uniformly at random and, with probability
P, = Q] /(Q] + Q3.), switches its preference (p;) to k and resets confidence to 1. The
intuition behind the formula is that the bigger the difference between qualities of targets,
the more likely it is that the sensor chooses the better one, with parameter n amplifying this
effect. To communicate, sensor compares its preference with that of another sensor chosen
at uniformly at random j. If they agree (i.e., both prefer the same target), confidence

levels of both sensors are increased. If not, with probability

Q0+ QT

J

'For an in-depth discussion of RoboBees see http://robobees.seas.harvard.edu.
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sensor ¢ switches its preference to the target preferred by sensor j. The confidence level of
1 is reset to 1 and the confidence of sensor j is increased. With probability 1—F;, the roles
of sensors ¢ and j are swapped, i.e., sensor j switches preference to p;, resets confidence
to 1 and the confidence of sensor ¢ is increased. This mechanism effectively conducts a
tournament between two sensors with conflicting targets and the one, which has higher
confidence and/or quality of its preferred target, wins with higher probability. The key
property is that after the tournament both sensors prefer the same target. Parameters ~
and A represent the influence of confidence in and a quality of the target, respectively.
The purpose of the system is to locate and agree upon the target having the best
quality by striking a balance between exploration of the environment (i.e., sensing) and
communication with other sensors. Intuitively, a ‘good’ strategy for sensors should be
to actively communicate when they believe they have found the best quality target and
to explore otherwise. An example of an ‘bad’ strategy could be the one, which actively
communicates to advertise a low quality target, thus not only polluting the system with

false information, but also draining the resources of the sensor network.

Modelling and analysis. We model each sensor in the system as a player in an SMG
(see Appendix for the details of PRISM-games models). We consider models with
number of players N=3,4, 5, three targets K={ky, ko, k3} with qualities Q,=1, Q},=0.5,
Qr,=0.25 and two confidence levels [; € {1,2}. Table shows SMG model sizes for

systems of different size. As in [99], we assume a random scheduling in turns and fix the

Number of sensors | States | Transitions | Construction time (s)
2 111 466 0.05
3 1,240 6,240 0.2
4 11,645 73,948 0.8
5 100,032 | 760,430 3.2

Table 6.4: SMG model sizes and construction times.

parameters n=1 and A=1. In [99], two key properties of the algorithm are studied using
simulation: speed of convergence and robustness. We use rPATL model checking to evalu-
ate both of these properties and explore the values that can be obtained by sensor when
they are allowed to execute any action when active. We also assume that only a subset
C' of the sensors are under our control, and use rPATL queries to optimise performance
under the worst-case behaviour assumption about the other sensors (modelling hostility
or faults).

First, we study the speed of convergence and the influence of parameter v upon it. In

[99], it is shown that increasing - improves the speed of convergence to a decision and
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Figure 6.7: Expected running time until the selection of the best quality target for different
models and increasing sizes of coalition C'. Dotted lines show optimal performance that
can be achieved using the original algorithm from [99).

stability of it. Figure shows the expected running time to reach the best decision (i.e.
select k) for various values of v and sizes of the coalition C. We use the reward structure:
r(s) =1 for all s € S and rPATL query:

(CHRE s [F AL pi=ky ]

where C' € {{1},{1,2},...,1I}. Figure also shows the performance of the original
algorithm (line ‘det’). We make several important observations. First, in the scenario we
analysed, we obtain the opposite effect of v on the convergence than the one shown in [99],
where authors studied the convergence to a decision. This result is expected, as increasing
~ while keeping A constant increases the relative importance of the preference against the
quality of the site, and thus sensors converge to a (possibly sub-optimal) decision. Second,
observe that, if we lose control of a few sensors (e.g., because a fault occurs), we can still
guarantee a good convergence time, indicating the fault tolerance potential of the system.

Secondly, we consider robustness: the ability of the coalition C' to recover from a
‘bad’ state to a ‘good’ state in n steps; this property can be specified by rPATL formula
(CWPmax—2[ F=™ dgooa), Where ¢go0q represents ‘good’ states. The definition of a ‘bad’ state
that we use is the state in which all sensors have a preference for the lowest quality target,
ie., /\Lz‘l p; = k3. The definition of a ‘good’ state that we adopt here is that “there exists
a strategy for coalition C' to make all sensors, with probability > 0.9, select ki within 10

steps”. So robustness in rPATL is:

(ONPaxr [F" (CYP=oo F1O AL pi=ky]]

Figure shows a range of values over time span n = 1,...,100, the worst-case (mini-
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Figure 6.8: Probability to select k1 within 10 steps is greater than 0.9, with v = 2.

mum) value for the rPATL query from all possible ‘bad states’. The results are intuitive:
the larger the coalition, the better its capability to recover. Also, as in Figure there
is little use of controlling only one sensor, but the control of at least two provides a sig-
nificant improvement. It can also be seen that, for the failure of one sensor does not have

a significant impact on performance, but the failure of more than half has.

Discussion. In this case study we have demonstrated how rPATL can used to analyse
performance and robustness of the sensor network protocol. Note that the results detailed
here are in a complete-information setting, which implicitly assumes that the members of
the coalition (i.e., non-faulty sensors) have knowledge of which sensors are faulty and can
adjust their behaviour accordingly, and therefore the values provided by our analysis are

upper bounds on the performance that can be achieved.

6.6.3 Reputation protocol for user-centric networks

In our final case study we present an analysis of the protocol for user-centric networks.
The analysis presented here differs from the previous two case studies in that, in addition
to model checking, we use strategy synthesis to analyse the protocol.

User-centric networks are designed to encourage users to act cooperatively by sharing
resources and /or services between themselves, for example, in order to provide connectivity

in a mobile ad-hoc network. The effectiveness of such networks is heavily dependent on
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their cooperation mechanisms, i.e., a scheme, which defines the cooperation rules and
provides incentives for unselfish behaviour. We analyse a cooperation mechanism for user-
centric networks [I5], which combines a reputation-based incentive, used to establish a
measure of trust between users, and a virtual currency mechanism that uses the trust
measures to provide prices for services.

Previously, this cooperation model has been analysed formally using probabilistic
model checking by [1, 2] using PCTL verification on DTMCs and MDPs. Here we take
a different approach and study the cooperation mechanism using strategy-based analysis
using stochastic games. The system is modelled as an SMG, in which service providers
and requesters are modelled as players. We model objectives of players using rPATL and
perform strategy synthesis using PRISM-games to discover important insights into the

model.

The cooperation mechanism. The basic ideas behind the cooperation mechanism
of [15] can be summarised as follows. We assume a general model of providers offering
services to requesters. Cooperation between users is managed through a combination of
reputation and virtual currency mechanisms.

Reputation is represented as a (discrete) trust measure, denoted trust;;. This measure
represents the extent to which user i trusts user j, based on previous interactions between
them and the recommendations provided by the other users in the network. A trust level
Ti; is computed as a weighted sum of trust measure and the recommendations provided

by other users in the following way:
T = - trust;j + (1—a) - recs;j,

where recs;; is recommendation — an indirect trust measure, taken as the average value
of trusty; for other users (we call trust;; a direct measure of trust). Provider ¢ decides to
accept the request from user j if T;; is above or equal to the service trust level, denoted
st; (a fixed parameter). The parameter a € [0, 1] controls the relative influence that the
direct and indirect measures of trust have on this decision.

A virtual currency system, which determines the prices of services, is defined as follows.
Minimum and maximum costs Cin, Cree and threshold 77 are parameters of the model

and the cost is defined as

Coin + —Cm”;,a'”" (1" — trust;;) if trust;; <1’
Cmin if trustij 2 T

C(trustij) = {

Service provision happens as follows. A requester j chooses a provider ¢ and submits
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a request. If T;; > st;, then the request is accepted. In this case, the two users then
negotiate the service cost, using the function of trust;; given above. The negotiation
may fail with probability ¢; (this may correspond, for example, to the user cancelling the
accepted request). This probability represents the cooperative attitude [I] of the provider
1. If negotiation succeeds, the service is delivered and the requester has to decide whether
or not to pay the provider. If payment is made, the provider increases the trust measure of
the requester by one unit. If not, the measure is decreased by td; units (also a parameter
of the model).

Modelling. We developed the SMG model of the cooperation mechanism of [I5], taking
the PRISM model of [I] as a starting point (see Appendix for the details of PRISM-
games models). We adopt the same basic network configuration as used in the original
analysis of the protocol [I], which comprises 3 providers and 1 requester, each represented
as a player in the SMG. The parameters of the cooperation mechanism are also taken
from [I] and are as follows. The trust measure trusty; is an integer in the range 0 to 10
and is initially 5. We use a=0.8, unless stated otherwise, and the service trust threshold
st; is set to 5 for all providers. We use a negotiation failure probability of ¢;=0.05 for all
providers 7, and the parameters used to compute prices are fixed at C,,;,=2, C,,..=10 and
threshold 7"=8. The statistics for the models constructed in PRISM-games are shown in
Table 6.5l The parameter K is the upper bound on the services that can be delivered in

the network.

K | States | Transitions | Construction time (s)
4 2,517 3,925 0.1
8 | 33,808 55,296 0.6
12 ] 150,088 250,625 2.6
16 | 377,626 639,673 7.4
20 | 718,499 | 1,227,391 14.9

Table 6.5: SMG model sizes and construction times for different values of K (the upper
bound on the services delivered in the network).

Unpaid requests. First, we consider the extent to which the requester can obtain
services without paying for them. We analyse the maximum (expected) number of unpaid
services that the requester can obtain if its goal is to get k services in total. This is
expressed in rPATL as:

({requester })R™P*4[Feservices=k]

max="
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Figure 6.9: Maximum unpaid services the requester can achieve in obtaining k services.

where unpaid denotes a reward structure assigning 1 to every unpaid satisfied request. The
results for various combinations of model parameters a and td; are shown in Figure
(we use 0.5/2 to indicate that o = 0.5 and trust is decreased by td; = 2 units upon an
unpaid service; td; = inf means that trust is reset to 0 upon an unpaid service).

Figures and show the number and fraction, respectively, of services that are
unpaid, for a range of k. From Figure , in particular, we see that, for parameters 0.5/2
and 0.8/inf, the behaviour is fundamentally different from the other two - the portion of
requests converges to 1 and 0, respectively. For 0.8/inf, this behaviour is expected, because
the trust measure is decreased to 0 upon non-payment; however, the behaviour of 0.5/2
represents an attack on the trust model allowing the requester to receive an unlimited
number of unpaid services for a fixed cost. We synthesise an attacker (requester) strategy
for our model with 3 providers, for the case of acquiring k = 13 services: for a cost of

5 services, the requester can get an unlimited number of unpaid services. We depict the
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strategy in Figure . Arrows represent ‘request-and-pay’ (white arrow) and ‘request-
and-not-pay’ (grey arrow) actions of the optimal requester strategy, depending on the
number of services acquired so far.

This attack is possible if st; < (1 — @) « Tinax for some provider i, where T,y is the
maximum trust level among all providers. We note that it is only viable if the network

is sufficiently small since the fixed cost increases with the number of providers sharing

the trust information: to achieve the required indirect trust measure recs;; > 1s_ta , the
requester must pay for a number of services proportional to the number of providers.
However, in order to work, this requires that all providers share their initial direct trust

measure even though they have not encountered the requester.

Cost of obtaining services. We now turn our attention to the virtual currency system,
and study the minimum price at which the requester can buy k services. For this, we use
rPATL formula:

{{requester} )R _,[F>services=k].

min="7

Intuitively, the requester has a strategy to get one unpaid service for each paid service
by executing the following sequence: pay, not pay, pay, not pay, etc. However, a plot
of the above property (see highlighted sections of line ‘Original’ in Figure , shows
deviations from this pattern, where the requester can get 4 services for the price of 2 and,

similarly, 11 services for the price of 9.

ﬂ Paid ﬂUnpaid 4 Provider 1 -#-Provider 2 ¥ Provider 3

-® Original =¥=Optimal/Heur. ﬂ @

Minimum total cost
lrustorrequester

(o2}

1

0O 1 2 3 4 5 6 7 8 9 10 11 12 13
k Number of acquired services

(a) Minimum cost to obtain k services. (b) Example strategy for k = 13.

Figure 6.10: Cost of k services for requester and a strategy example.

We synthesise a strategy achieving this and depict it in Figure|6.10bl. We can see that
all paid requests are directed to one provider and the others only receive unpaid requests.

In fact, by exploiting the reputation system, the requester is even able to obtain 2 unpaid
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Figure 6.11: Distribution of requests among providers.

requests from provider 2.

Next, we devise a fix by changing the model to allow providers to manage the way they
share trust information between themselves: they can choose whether to share trust infor-
mation after interaction with the requester. We synthesise the optimal trust information
sharing strategy for cooperating providers, whose behaviour is shown as ‘Optimal/Heur.’
in Figure and can be seen to avoid the above shortfall. Manual examination of the
synthesised strategy reveals a suitable heuristic whereby providers share trust information
only when its direct trust of the requester is smaller than that of the others. We implement
this heuristic in the model and find that it yields the same model checking results as the

optimal strategy.

Provider selection incentives. Another interesting feature revealed by the analysis
of the strategy provided earlier is that the proposed virtual currency system provides an

incentive for the requester to only ever pay for services from one provider (see Figure[6.11a)).
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This is in fact optimal behaviour because, in the computation of the service cost, only the
direct trust measure is used. This may or may not be a desired feature for the mechanism.
We can show that a simple change that incorporates the maximum difference between trust
into the pricing model (i.e., cost is now computed as original_cost+maxy, |trust;; — trusty;|,
where original_cost is the cost assigned by the pricing scheme) incentivises the requester
to disperse its requests between service providers.

Figure shows the distribution of requests between providers and Figure
depicts the actions of the optimal strategy in the new pricing scheme. This strategy
contrasts with the strategy for the original mechanism from Figure because paid
requests are now distributed uniformly across all the service providers. This analysis
of strategies has been performed using the ‘strategy implementation’ feature of PRISM-
games, which allows the user to synthesise an optimal player strategy for some rPATL
formula, and then evaluate a second rPATL property on the modified SMG in which one
coalition’s strategy is fixed using the previously synthesised one. In this instance, we used
the following rPATL formulae:

{({requester} )R _,[Fservices=k] and ((O)HR . _.[F°services=Kk]

min=

where the first formula was used to synthesise the strategy and the second formula is the

one used to analyse it (r represents reward structures for Received, Paid, and Unpaid).

Discussion. In this case study we showed how strategy synthesis can be used in con-
junction with model checking to analyse a protocol for user-centric networks. We studied
several aspects of the protocol showing how, using rPATL model checking and synthesis
on SMGs, we can enrich the results obtained using PCTL on DTMCs and MDPs, which
did not allow to study competitive scenarios. Even though the network that we used is
relatively small, we were able to captures some of the fundamental aspects of the protocol.
For instance, observe that the decision whether to provide a service to a requester does
not depend on the trust level of other requesters in the network, so incorporating more
requesters does not offer any more information about the dynamics of trust and provided
services. On the other hand, using three service providers already allows us to identify
malicious strategies for the requester that can be generalised to an arbitrary number of

providers.

6.7 Summary

The contributions of his chapter are summarised as follows.
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Tool. We have presented PRISM-games, a model checker for stochastic multi-player
games implementing rPATL model checking and strategy synthesis techniques developed
in this thesis. The tool extends the PRISM model checker with support for stochastic
games and rPATL model checking, as well as the strategy synthesis and analysis function-
ality. The tool is released as open source (under GPL license) and is publicly available to
download from http://www.prismmodelchecker.org/games/. The summary of the tool

functionality and usage instructions is presented in Appendix [E]

Algorithms. In this section we have also presented the pseudocode for the rPATL model

checking algorithms that were constructed using the results presented in Section 4.2]

Case studies. We have presented three case studies of competitive stochastic systems
illustrating the applicability of our methods and tools. We have provided stochastic game
models and used rPATL model checking and strategy synthesis functionality to explore
the quantitative features of the microgrid demand-side management, collective decision
making algorithms and a reputation-based virtual currency mechanism. For these al-
gorithms we have identified several problems/unwanted features and suggested possible

improvements.

Discussion. PRISM-games has allowed us to study several protocols for competitive
stochastic systems and discover interesting properties and undesired behaviours. How-
ever, the scalability that we can achieve is limited in terms of the number of agents when
compared to simulation-based approaches for the same protocols. For example, team for-
mation that we studied has been analysed in [62] for systems consisting of 100 agents; the
number of agents used in the collective decision algorithm’s analysis was 1000 [99] and the
microgrid demand-side management algorithm has been studied with agent populations
reaching 100,000 [68]. On the other hand, using simulation only allowed authors to study
fixed strategies of agents without considering potential optimal behaviour and/or hostil-
ity. We have also shown that performing analysis based on strategy synthesis can help
to better understand the system and, for example, to generate potential attacks on the
protocol as we have done for the user-centric network protocol.

The number of states is usually exponential in the number of players. However, we
found that explicit implementation is able to handle reasonable model sizes. Currently,
memory requirement is the bottleneck for the model checking, whereas computation time
and numerical precision are lesser problems. Symbolic implementation is a natural next

step to overcome the memory problem.
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Chapter 7

Conclusions

7.1 Summary and evaluation

The aim of this work was to develop a framework for the automatic formal analysis of
algorithms for competitive stochastic systems. We took the approach where such systems
are modelled as stochastic multi-player games and the properties are provided as logic
formulae, which are then automatically verified against the model. The main strength
of such an analysis is the ability to automatically analyse strategic scenarios involving
nondeterministic behaviour. The main weakness is the state-space explosion problem: the
underlying SMG size is often exponential in the number of agents in the system. For
example, in the case studies presented in this thesis, we were able to analyse systems
composed of up to 7 agents. In models of such size it is difficult to capture emergent
properties that require large scale. In this thesis, we have provided a set of results ranging
from theoretical foundations to verification tools, which provide a framework for the formal

analysis of competitive stochastic systems, and are summarised below.

In Chapter 4| we introduced the logic rPATL that is able to express branching-time
and reward-based properties for SMGs. We developed model checking algorithms that
are based on the solution of two-player stochastic games, for which we provided value
iteration algorithms. We also developed strategy synthesis algorithms that use results of
the value iteration algorithms directly to efficiently construct strategies with little addi-
tional overhead. We analysed the complexity of the model checking problem, showing
that model checking of the logic is in NPNcoNP (excluding the R’ [F°¢] operator) and
in NEXPNcoNEXP (for the full logic). The NPNcoNP complexity bound stems from the
complexity of the reachability problem in two-player stochastic games, which has been a
long-standing open problem [48]. The NEXPNcoNEXP complexity upper bound is ob-

tained for the full logic, because at most exponential memory is required for the players
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to satisfy the logic formulae, which contain the R7,_ [F°¢] operator. In addition, we have
introduced several extensions of rPATL, including reward-bounded properties, operators
to find optimal coalitions that are required to satisfy the formula, and the logic TPATL*,
which allows the use of LTL to specify properties of paths.

In Chapter [5| we extended the logic rPATL to support boolean combinations of objec-
tives to allow richer specifications of properties. We found that, already for a conjunction
or disjunction of two reachability objectives, such games are not determined and optimal
strategies may not exist. Also, infinite memory may be required by the players to achieve
a formula composed of the terminal state reachability objectives. This is in contrast with
both multi-objective MDPs and single-objective two-player stochastic games, which are
determined and optimal memoryless strategies exist. We also analysed the complexity of
model checking the logic and showed that it is PSPACE-hard in general, undecidable if
players are not allowed to use randomisation, and NP-complete if the formulae are re-
stricted to disjunctions of total expected reward or terminal state reachability objectives.
Nevertheless, we provided approximation algorithms that can be used for the implemen-
tation of verification and strategy synthesis for multi-objective rPATL.

In Chapter 6| we described PRISM-games, a tool implementing the rPATL model check-
ing and synthesis algorithms. We applied the tool to several case studies of competitive
stochastic systems (also presented in the chapter) to assess the strengths and weaknesses
of the framework. We were able to find potential drawbacks of the protocols using rPATL
model checking and synthesis, e.g., we found the incentive design problem of the pricing
scheme in the microgrid demand-side management protocol and identified and constructed
a strategy for attack on the reputation mechanism for user-centric networks. Although
PRISM-games was able to handle models having several million states, the scalability
turned out to be the biggest weakness. In the case studies that we addressed, the under-
lying SMG size scaled exponentially with the number of players/agents in the system, and

hence we were able to verify systems consisting of up to 7 agents.

7.2 Future work

The work done in this thesis has raised many interesting research questions. In this section

we discuss several of them.

Multi-objective stochastic games. There are several research directions with respect
to the study of stochastic games with multiple objectives. From the theoretical point of
view, some of the important questions that remain open are the following: providing an

upper bound for complexity of deciding whether a multi-objective rPATL (or conjunctive
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rPATL) formula is true; providing guarantees on the accuracy of Pareto set approxima-
tion for non-stopping games; and deciding whether there exists a finite memory winning

strategy to satisfy a given formula.

Techniques for model checking multi-objective MDPs have been successfully applied to
the compositional reasoning about probabilistic models using assume-guarantee rules [79)].
It would be interesting to investigate, whether multi-objective games could be used to pro-
vide a similar assume-guarantee-based framework for the compositional reasoning about
stochastic games. This could be a useful approach to tackle the state space explosion
problem, particularly applicable to competitive stochastic systems, because such systems
are often composed of many autonomous components having small (local) state spaces,

and the state-space explosion arises from their composition.

From the practical perspective, it would be important to investigate the implemen-
tation techniques that would allow to efficiently compute the Pareto sets for the multi-
objective rTPATL formulae. Another way to address this problem could be to consider
alternative methods to verifying the formulae, e.g., instead of computing the Pareto sets
for the formula, one may find a method to check the satisfiability of the formula without
doing so (as it is done for MDPs). One may also consider providing a model checking algo-
rithm for specific formulae, for example, as it is done for the R%  [F*°¢] operator in rPATL,
where we require the target set Sat(¢) to be reached with probability one, in addition to
meeting the reward bound. This could be extended to properties other than reachability,
e.g., requiring a strategy to satisfy a CTL formula, in addition to minimising the reward.
Another direction is to extend the reward-bounded properties, presented for rPATL in
Section [4.6] to contain bounds on multiple reward functions, for which the probability of
paths satisfying a CTL or LTL formula could be maximised.

Connection with non-zero-sum games. Using rPATL, competitive scenarios are anal-
ysed to establish worst-case performance guarantees, analyse malicious behaviours and,
to some extent, perform incentive design. However, the setting of zero-sum games is quite
restrictive and the analysis is pessimistic, i.e., the strategy of a player in zero-sum game
could be very different from a game where other agents try to maximise their own (not
necessarily opposing) objectives. For example, in Section , we showed that if certain
multi-objective rPATL formulae are satisfied in the game, then this implies existence of
winning secure equilibria. This example shows that, in some cases, multi-objective rPATL
can express the existence of equilibria, and the strategy synthesis algorithm could be used
to construct the equilibria strategies for players. However, the exact relationship between
games with multi-objective rPATL goals and non-zero sum solution concepts like Nash or

secure equilibria is yet to be explored and provides a compelling direction for future work.
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Specification language. The syntax of the logic rPATL and its multi-objective extension
builds on ATL, PCTL and their extensions. Arguably, this does not provide the easiest
way for people to write and/or read and understand the specifications, especially when
they are meant to imply some other properties of games or contain several levels of nesting.
For instance, in Section we used multi-objective rPATL formula

(AN (2P00[F Ga]) A ({A}) (P>05[F Ga] V =P00[F Gg])

to specify that, under some conditions, it implies that there exists a winning secure equi-
libria strategy in the game for player A, but this is not obvious from the specification.
Similarly, in Section we used rPATL formula

(ONPraxr [FS" (CYP2oo[ FO AL pi=ky]]

to express the robustness of the system, but it is not clear what it means without the
additional explanation. This is a common problem for temporal logics, and one of the
ways that could be provided to address this issue could be creating frameworks that ad-
dress specific types of problems and contain property specification templates, e.g., like
Specification Pattern System for LTL [100], where one can construct natural language
statements, which are then translated in corresponding LTL formula, for example, state-
ment AtLeastOne, (where A is a set of n atomic propositions) is transformed into LTL
formula (—ay A+~ A=a,)U (a1 V---Vay,); or ProProST [65], which is a tool for generating

PCTL formulae from natural language specifications.

7.3 Conclusion

In this thesis we set out to provide a formal framework, based on model checking for
stochastic games, for the analysis of systems, which incorporate competitive and stochastic
behaviour. We introduced the temporal logic rPATL for specifying properties for such
systems, which incorporates several expected total reward objectives that turn out to be
very important for the analysis of case studies. For this logic we provided efficient model
checking algorithms, based on the solution of two-player stochastic games using value
iteration. We also provided strategy synthesis algorithms that use the results of the model
checking algorithms to efficiently obtain the strategies for players achieving the objective.

We introduced an extension of the logic, which allows specifying that players of the
game have a strategy to achieve several objectives at the same time. A similar problem

has been addressed in a non-competitive setting of MDPs, where going from single to
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multiple objectives does not increase the complexity of model checking (both problems
are in P). The only change is that memoryless randomised strategies may be needed in-
stead of memoryless deterministic ones required for single objectives [57]. However, the
competitive stochastic setting of games, when going from single to multiple objectives,
the leap in complexity is much bigger. Even though, for single-objective games, memo-
ryless deterministic strategies are also sufficient, for the setting with multiple objectives
both randomisation and (infinite) memory may be required to win the game, and the
model checking problem is PSPACE-hard, whereas for the single-objective problem it is in
NPNcoNP [48]. Also, several other fundamental properties such as determinacy and exis-
tence of optimal strategies are not preserved. Interestingly, non-stochastic multi-objective
games are both determined and optimal strategies exist [27, [35], and hence we show that
combining stochastic and competitive behaviours gives rise to new problems, which were
not present when considering them in isolation.

The implementation of the PRISM-games tool has allowed us to apply the methods
developed in this thesis to competitive stochastic systems. We analysed several case studies
and managed to identify important properties of systems that would otherwise be difficult
to capture using other methods. For example, for the microgrid demand-side management
protocol we identified an incentive related weakness using reward-based rPATL properties;
also, using strategy synthesis for rPATL formulae for the reputation and virtual currency
mechanism, we constructed malicious attacks that can be attempted by users to obtain
unlimited number of unpaid services in the network. This suggests that the techniques
developed in this thesis can be successfully applied to the analysis of competitive stochastic
systems. Also, this work has raised several intriguing research questions that remain open

and provide interesting directions for future research. 0
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Appendix A
Comparison of strategy models

In this appendix we prove Theorem 5] from Section[3.4] which states that stochastic-update
strategies can be exponentially more succinct than the deterministic-update strategies.
The proof is a special case of a more general result for stopping games showing the sufficient
and necessary conditions for player [J to achieve a precise expectation of any linearly
bounded function [39].

To prove this result, we use the game from Figure[3.7|starting in state s; and consider an
objective, where we want player [J to reach a state labelled with t with probability exactly
0.5, i.e., we want to obtain a player [ strategy o € X5 such that for all strategies of player
¢ we have Prg, (Ft) = 0.5. Note that this effectively encodes two reachability objectives
that a strategy has to satisfy at the same time, that is, to reach s; with probability at least
0.5 and to reach s; with probability at least 0.5. We start by proving that exponential
memory is required for player [J strategy if deterministic-update representation is used.
Proposition (1| shows that there are exponentially many different distributions that player
[J has to use in its sole control state s4 in order to achieve the goal. Then, in Theorem [17}
we prove that we can use stochastic-update to encode all of these distributions using a
linear number of memory elements. In addition, the proof also establishes sufficient and
necessary conditions to achieve any precise value for terminal state reachability problem

in stopping games.

Proposition 1 In SMG G from Figure player 0 requires exponential memory for
any deterministic-update strategy in order to make sure that for all player { strategies we
have Prg (Ft) = 0.5.

Proof. Observe that under any strategy of player ¢, the probability of runs that end in
state s, or sy, is exactly S0 x;- B(i—1), where f(k) = []"

i=1(1—2;). We now construct a
deterministic update strategy og = (M, ol%, o, ), which ensures that the probability to
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reach a state labelled with t is exactly 0.5. Intuitively, the strategy remembers the exact
history, and upon arriving in s4 it identifies which states a;, for 1 <1 < n were visited on
a prefix of a history (and hence how much of the probability mass was directed to states
si,), and sets the probability of going to sy so that it “compensates” for these paths to
target states to get the overall probability to reach target equal to 0.5. Formally,

o M = {Prefix(\, k) | A € Qg5 k€{1,...,2n}}
e ol4(m,s) equals [m-s + 1] if m-s € M, and [m — 1] otherwise,

e of5(sa,m) = [s¢ > p,sp = 1—p|, st.p-B(n)+ >, cnzi-Bi—1)=0.5
e a(s) =[s—1]

Note that the p above surely exists, because f(n) > (o) > % We argue that any strategy
needs at least 2" memory elements to achieve probability exactly 0.5. Otherwise, there
are two different histories sit18ats ... Spt,sq and syt sath ... sut! sq, where t;,t. € {a;, b;},
after which o assigns the same distribution [s; — y,s; — 1 — y]. Let k be the smallest
number such that t; # ¢}, and without loss of generality suppose t; = ax. Let o, € X¢ be
a deterministic strategy that chooses to go to ; in s;, and let o7, € 3¢ be a deterministic
strategy that chooses to go to t; in s;. Then the probability to reach a target state
under o and o¢ is at least >, ;. _, x;-B(i — 1) + xx-B(k — 1) + y-B(n), and under
og and oy it is at most >, @i B(i — 1) + >, o, v B(i — 1) + y-B(n). Because
Tk —=1) > O cicn i) Bk —1) > >, i, xi-B(i — 1), we obtain a contradiction. [

We now prove a ge_neral result for stoppiné games showing that, if there exists a strategy
for player [0 which makes sure that for any strategy of player { the target set of states
T is reached with probability exactly x, then there exists a compact stochastic-update
strategy with at most 2 - M memory elements. We first identify the states in which the
formula is false for any z. In what follows we denote by Pry(FT') the probability of the
paths that reach a state in T, i.e., Pry(FT) = Pry({A € Qg |Ji e N.\; € T).

Lemma 6 (Losing states) Given and SMG G, a state s, and a target set T, if

inf sup Pry(FT)> sup inf Pry(FT),

og€Xg 0'()62() ooEeEXn UQEEQ

then for any x € [0,1] player O does not have a strategy such that for all strategies of
player & we have Pry(FT) = x.

Proof. For the sake of contradiction assume that there exists a winning strategy for player

(], which achieves precise value for some x from s, and fix such a strategy on. Observe
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that now there are two distinct probability values that player ¢ can ensure to reach a
state in T, namely, infoesy sup,, ex, Pry(FT) and sup, s info, es, Pry(FT), and hence

at least one of them has to be different from z. O

Theorem 17 (Precise probability) Given a stopping stochastic two-player game G =
({0,0}, 8, (S0, S, Sy), A, AP, x) without states satisfying the condition of Lemma @ a
state s € S and a target set T C S, for all x such that

inf sup Pry(FT) <z < sup inf Pry(FT)
on€Xg UQEEQ oOEXg UOGEO
player O has a winning stochastic-update strategy with 2-|S| memory elements to guarantee

the probability to reach T exactly x.

Proof. We prove the theorem by constructing a winning strategy of the required size.
Let f7 be a random variable that to every path assigns 1 if it reaches a state in 7" and
0 otherwise. Let o5 and of; be memoryless deterministic strategies achieving, for every
s € S, the minimum and maximum expected value for 7, respectively (such values exist
by Theorem . We denote these values by val™(s) and val®(s). It is easy to see that
they correspond to the maximal /minimal reachability probabilities. The winning strategy
on = (M, ot, 04, ) that achieves the reachability probability exactly x from state s is

defined as follows:

o M = {(s,val (s)), (s,val*(s)) | s € S},

.
(t, y) if s € 5,

[(t, val™(t)) = B(y,1),
o o((s,y),t) =1 (t,val™(t)) — 1 — B(y,t)] ifs e So,
)
)

(t,val™(t) if s € S and y = val™ (s),
)

k(t,vaﬁ(t if s € So and y = val'(s),

. 055, (5.)) = o5(s) ify =val (s),
B ofi(s) otherwise

o a(s) = [(s,val~(s)) = B(x, ), (s,val™(5)) = 1 — B(z, s)],

for all s,t € S, and (s,y) € M, where 5(y,s) = ¢ such that 0 < ¢ < 1 and y =
c-val™(s) + (1 —¢) - val*(s). Intuitively, the strategy updates its memory elements in
such a way that the expectation of the second element of the memory tuple is equal to x.

Now we can prove that such a way of updating the memory, together with the stopping
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game condition and the fact that for all states we have val™(s) < val™(s) by Lemma [f]
ensures that the expectation of this memory element is indeed equal to the expectation of
the function f7 representing the reachability probability.

First, note that, for stopping games, there is 6 > 0 such that the probability for the
game to end in a terminal state in |.S| steps is at least 6. The correctness of the construction

of the strategy op now follows from the following steps.

1. Let oy be an arbitrary strategy for player ¢, and let w be a path starting in the
initial state sp in Go and ending in a state s and memory element of op is (s, y) for
some terminal state s. To show f7(Cyl(w)) = y we use induction that for any finite

path w ending in s with o memory being (s,y) we have

inf sup By [f" | Cyl(w)] <y < sup inf By [f" | Cyl(w)].

og€eXn 0pEX onEXg goELY

The claim follows because for paths that reach the terminal states the minimum and

maximum values coincide.

2. In this step we prove that, after every step, the expected value of the second element
of the memory of o stays equal to x. Let X; be the random variable that assigns y
to a path w of Go where w; = s and define mem(w, i) = (s,y) to be the value of the
memory element of og in the " step of that path. We prove that E, (X;) = x for
all 2 € N by induction on <.

Because there are no states identified by Lemma @, we have that for any mem(w, i) =
(s,%) it holds that val™(s) < y < val™(s).

e Base case. For i = 0 we have that
E,,[Xo] = val~ (sq) - B(x, s0) + val™(sq) - (1 — B(x, s0))-

If val = (sg) = z = val™ (sg), then 8(z, s9) = 1 and hence E, [Xo] = val™ (sp) = .

Otherwise,

E, [Xo] = val (so)- val” (s) —

valt(sp) — val™ (sg)

valt(sg) — .
val™ (so) — Val(so)) B

+ val™(s) - (1 —

e Inductive case. Assume that E, [X;] = x. Let U; be the set of all finite paths
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of length 7 in Go. By the induction hypothesis,

]E'SO [Xl] - Z PI"SO(Cyl()\ ’ S)) Y=,

A-s€U;

where y is defined by mem(A-s,i) = (s,y). To show Eg, [X;11] = x, we consider
each path A’ = X\ - s € U; individually, and show that, after an action has been
taken, the expected value of the second component of the memory remains y.

There are three cases.

(a) Case s € Sp. From the definition of op, it follows that o%((s,v),t) = (¢,y)
forallt e S.

(b) Case s € Sy. From the definition of the memory update function o, we

have that for every choice t € A(s) of player ¢

val™(£) - By 1) + val* (1) - (1 — B(y.1)
B _ valt (t) —y
= vl CF ) — v )

n valt(t) —y B
+ml®'@_vﬂww—mr@>_y

if val™(t) # val®(¢), and val™(t) = y, otherwise.

(c) Case s € So. We know that either y = val™(s) or y = val®(s). By
definition val™(s) = >, g A(s,t) - val™(t) and val™(w) = Y, ¢ A(s,t) -
val®(¢). From the construction of o, we see that if y = val™(s) then y is

set to val ™ (¢) for all successors t and to val™(¢) if y = val™ (s), and therefore

Eso [Xis1 | CyI(X)] = y.

3. Let Uy, be the set of all finite paths in G¢ that reach a terminal state in at most k steps

and have non-zero probability measure under og and o¢. And let p(k) = (1 — 6)L%J
be an upper bound on the probability not to reach a terminal state in k steps, where
J is the lower bound on the probability to terminate in |S| steps. For any k € N, we

have:

Y Pry,(Cyl(w)) - Eg [f" | Cyl(w)] — p(k)

weUg

<Eylf] <

> Pry, (Cyl(w)) - Eqo[f" | Cyl(w)] + p(k)

weUy
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and as k goes to infinity, p(k) goes to 0, thus

E.[f7] = lim 37 Pry,(Cyl(w)) - Ey[f7 | Crl(w)].

weUy

Also,

S Pr,, (Cyl(w)) - mem(w, k) — p(k)

weUy
<K, [X] <
Z Pry, (Cyl(w)) - mem(w, k) + p(k)

weUy

and again, as k goes to infinity p(k) goes to 0, thus

hm Es [Xk] = hm Prg, (Cyl(w)) - mem(w, k).
0 0

’LUEU}C

We have shown in step 2) that mem(w, k) = E, [T | Cyl(w)] for any w € Uy, which

together with the above result gives @ = limy_,o, E[X}] = E,, [f7] as required.

OJ
By picking the values x; small enough we ensure that there are no losing states (as per
Lemma @ in the game from Figure and thus by Theorem |17| there exists a stochastic-

update player [J strategy that contains exactly 2 - |.S| memory elements.
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Proof of Theorem 8

The proof consists of two parts. First we prove in that for all k the sets X* contain exactly
the points achievable by some strategy in k steps, then we show that we can find k& such
that for all s € S all the points in the Pareto set of X* are within & from the Pareto points
for (7, ¥), and vice versa.

We consider the coalition game G- and define a the set of vectors than can be achieved

by player [ strategy o in k steps as
RJ5 = {7 € R" Vo, € T . Erew="(F)] > 7},

where rew<F(7)(\) = Z?:o 7()\;), and we let Ry = R]}. Forall s € S, let X} be
the k-th iteration of the functional given by the equations from Theorem |8 starting with
X0={Z7eR"|Z<7(s)}

We start by proving that, for all & > 0, it is the case that R, = X* by induction on
k. The induction hypothesis isVse S. U RZ,%A = X1 and we want to show that
VseS. U = Xk,

onEeEXn

ooEXp

oOEXg sk

e Base case. Let k£ = 0. We have that for all s € S and all strategies o € ¥,

0 ={F € R"|Vo, € &y .EJrew="()] > 7}
={TeR"|7<7(s)}
=X},

Hence, Vs € S. |J = X0

UDEED

e Induction step. Suppose the claim holds for £ — 1, i.e. for all s € S we have that
UUDGED RS ), = X1 We suppose without loss of generality that s has exactly

two successors s; and sy. Furthermore, for ¢ € {1, 2} we define 0§ to be the strategy

155
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o conditioned on picking the edge (s, s¢), i.e., o&(se- A) = oa(s - s¢- ). We now

distinguish several cases for s € S.

— s € Sp. For any on € ¥ we have that player [ picks s; with some probability
p € [0,1] and sy with probability 1 — p. Hence, in s, player [J can achieve all
points that can be achieved by some convex combination of some points in the

successors of s. This can be stated formally as

R = dwe( | (0 x R+ (1—p) x Ry ) + 7). (B.D)

p€l0,1]

Further, for any convex sets X, C R" for ¢ € {1,2}, by the definition of the

convex hull,

L (o x X1+ (1= p) x X3) = conv(|_ Xy). (B.2)

pe(0,1] ¢

Now, from the induction hypothesis and the definition of X*, we get that

(BI) o2 ~
U dwe( | (0 x By + (1= p) x B, ) +7(5)

og€eXp p€(0,1]

—dwe( |J U o x BE, +(1—p) x R, ) +7(s)

pE[O 1] oOEXn

—dwe( |J ox (| B+ (U R +7(9)

pE[O 1] onEXn onEeXn
-dwc (conv( U U ngk 1) +7(s))
EE{I 2} oOEeEXg
2 dwe(conv( U X +#(s))
£e{1,2}
£

— s € Sy. For any o € ¥ we have that player ¢ picks s; with some probability
p € [0,1] and s, with probability 1 — p. Hence, in s player [J can only achieve
points that can be achieved by any convex combination of some points in the

successors of s. This can be stated formally as

RIS =dwe( () (0 x RO+ (1—p) x RO, _) +7(s)).  (B3)

pE[O,l}



157

Further, for any sets X, C R" for ¢ € {1,2},

[ (0 x X1+ (1-p)x Xp) = ﬂXg, (B.4)

pE[O,I]
which can be justified as follows:

+ For any @ € (¢ (p X X1+ (1 —p) x Xz), let p be either 1 or 0, we obtain
that ¥ € X; and ¥ € X5 respectively.

x For ¥ € X1 N Xy, we have that for all p € [0,1], pZ € px X; and (1 —p)7 €
(1—p)x Xy, s0Z=pTf+(1—p)T e (px X1+ (1 —p)xXy).

We now show that

U ﬂRst,k 1 ﬂ U Rshk 1- (B5)

ogeXg ¢ { op€eXn

ot
# C. Take & € (Nyeqy 0y By gy for some op € . Then for any ¢ € {1,2},

Te Rs@ ko1 © Uspesy Ropp1- Hence, 7€ N, U, ex Bk 1
* D. Take ¥ € N, U RD,. ). Therefore, for each ¢ € {1,2} have a

onEXg
0'[
strategy of such that 7 € R, r_1- We construct a strategy og from ol and
o as follows: op(s-s¢-A) = ob(se- A) for all £. Then of, = of, and hence

£ ot
RO | = RSZ 1 Therefore we have that oq satisfies T € (,cqy 9 RSM_1

S,

and hence 7 € U, 5 N Ry

Now, from the induction hypothesis and the definition of X* we get that

U kBB dwcﬂRsékl 7(s))

og€EXg og€EXg

= dwe( | J ﬂR;’gk,l + 7(s))

on€eXg ¢

dWCﬂ U Rsek 1 ))

¢ op€eXn

= dwe(((XE +7(s))
“f xk,

— s € 8. We have that s, is picked with probability A(s, s¢). Hence, in s player
[J can achieve all points that can be achieved by the convex combination with

coefficients A(s, s¢) of some points in the successors of s. This can be stated
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formally as

ol o2 .
R5 = dwe(A(s, 1) x R.D )+ As, s2) x B2, +7(s)). (B.6)

Now, from the induction hypothesis and the definition of X*, we get that

U R

onEXg

ol o2 —
U dwe((A(s, s1) x Ry y + A(s,s2) X Ry ) +7(s))

ooEeEXn
ol o2 -,
=dwe( | (A(sis1) x B2y + Als, 82) x BE, ) +7(s))
oOEXg
= dwc(A(s, s1) U R81k1+A332 U R32k1 7(s))

onEeXg opEeXg
w dwc(A(s, s1) X Xfl_1 + A(s, s2) % Xi_l +7(s))
Xk,

To complete the proof we show that given an n-dimensional reward function 7, and
e > 0, after k = |S|+ []5]- %1 iterations of the functional F' for any state s € S,
the Pareto set of X* is an e-approximation of the Pareto set for ¢(7,¥) of achievable

vectors.

From the previous part of the proof we know that X* = R, for all k, i.e. the Pareto
set of points achievable by player [ in k steps is computed by k iterations of F'; and from
the stopping game assumption we know that, after |S| steps, the game has terminated
|S]

with probability at least 0 = p,. , where py;, is the minimum positive probability in Ge.

Hence, the maximum change to any dimension to any vector in X* after k steps of the
k

iteration is less than M - (1 — 6)LWJ, which is also the maximum change that any strategy

can make over a strategy that is optimal for k steps.

Hence, for e-optimality after k steps, we need to pick a k such that & > n-M-(1—0) st

The factor n is because e-optimality requires that the strategy achieves a point that is
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e-close in each of the n dimensions individually. We get that

e>nM-(1— §)L%J < In(e) > In(n-M) + {%J In(1—9)
In(e - (n-M)™1) LiJ
In(1 — ¢) S|
Ine-(n-M)™) Kk .
In(1—9) |S]
<15 + |5 e M)TD

Set k= |S|+[]5]- %} Note that the Pareto set for ¢ at state s is defined by
the Pareto set of Ry = {¢ € R"|Jog € Xn.Vo, € Xy . Esrew(r,0)] > ¢},, which is the

set whose approximation we aim to compute. We have the following:

e For any point Z € R, there is (by definition) a strategy = which achieves Z, i.e., for

g,0¢
9075

all o, we have E [rew(7, 0)] > Z. Above we argued that we can find a player [J
strategy o that after £ steps achieves a point that differs from Z by at most € in each
dimension. Hence, there is a player [ strategy o such that for all player ¢ strategies

0o we have that B2 [rew=F(F)] > Z — ¢, which means that Z — ¢ € Ry ) = X%

e For any point Z € X¥ = R,}, let og be the strategy that ensures 7 is achieved in k
steps, i.e. for all o we have EG7°[rew=F(7)] > Z. Again, by the above argument the
point ¥ achieved by og in k steps may only change by at most € in each dimension by

any other strategy. Hence we have E,[rew(r, ()] > & —e for all 04, and so Z—¢ € Rj.
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Appendix C

Proof of Theorem 12

We prove that infinite memory is required for player O to win the game from Figure [5.0]
Let h(k) = so(s1528380)F. Every strategy op for player [J determines (and is uniquely

given by) an infinite sequence of vectors

P = (oo(h(R)sa) (L), on(h(k)si)(ss) - 3o0(a(k)s1)(55) ),

= (on(h(R)s15:55)(50) - 5, 00 (h(K)s15258)(2), o0 ((K)sasase) (s0) - 5),
= (5,2 on(h(k)sises)(2), 2 - on(h(R)sis65)(3)),

7 = (% -op(h(k)sis2s3810811) (1), % ; - on(h(k)s15283510511) (1))

The intuitive interpretation of vector p* (resp. ¢*, w*, z¥) is that it represents the proba-

bility of reaching states (1,2, 3) from sy (resp. ss, Sg, S10) in the k-th step A (resp. B).

We define a winning strategy on by means of the vectors

AR 1 1 1 - 1 1 1
pro=(1- 39E—T) 3.96F1) 2k+1)7 q° = (—3.2“1, 1-— 33k —3.2,6_5_1),

Sk (1 .1 41 1 k k & (2 1 11 _k_ .k
Wt = (5,45 + 53— 39e2), L —wi —wy), ' =(5— ggrm3 1 — 27 — 23).

as follows. First, suppose player ¢ picks a strategy o, which does not take the “check”
transition before the (n+1)st visit to so. Then the probability of the runs that reach 1

while visiting so at most n+1 times is independent of o, and equal to V' (1,n) = %— 3.22%“,

161
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as can be shown by the straightforward induction on n.

1 1
V(Ln) = V(Ln=1) 45 (¢' +5-p1")
1 1 1 1
- V(n—1)+ — (1 -
1 1 1 1
= V=Dt o G 5~ 3o
= V(,n—-1)+ ST
1 1 1 1 1 1

3 3 921 + 92n+1 g B 3. 92n+1"

Further, supposing player ¢ picks a strategy o, which does not take the “check” transition
before the (n+1)st visit to sy, the probability of the runs that reach 1 while visiting so
at most n + 1 times is also independent of o, and equal to V' (2,n) = % — 322%” This is

again shown by an induction on n.

1
V(27n> = V<27 n— 1) + ’ (p;LJrl + _qurl)

92n+1 2
= wzn—n+phfgy;ﬂ+%ﬂ—3éwﬂ)
= V(2,n—1)+ 22,1“ -(3'21”+2 +%—#))
= V(2,n—1)+#
11 11 1

3 3,22n+22n+2_§_3,22n+2'

Now we are ready to show that op is winning by showing that the probabilities of
reaching states labelled with 1 and 2 are both 3 under any o,. By [87] it suffices to
consider deterministic strategies o¢. First, consider a strategy o¢, which never takes any
transition labelled “check”. We have Pry (F1) = lim, o V(1,n) = % and Pr, (F2) =
limy, o0 V(2,n) = 3; and for a strategy o, which picks “check” on the (n+1)st visit to s;

we have
., 1 1 1 1 1
Pry,(F1) = V(1,n) +wi = 3 3.92n+1 + 92n+1 3 = 3
1 1 "
PrSO(Fz) = V(27n) - W : ( - 3 . 2n+1) _I_ 22n+1 : w2

1 1 Lo, 1 1 1
_§_3,22n+2_22n+2.( _3_2n+1)+22n+1. o
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Finally, for a strategy o, which picks “check” on the (n+1)st visit to s3 we have

1 1 1 .

Pry,(F1) =V (1,n) + 92n+2 3. on+l + 92n+2 A1
1 1 1 1 1 a1
T3 3.92n41 + 92n+2 3. on+l + otz 1T 3

1 1 1 1

a1
PISO(FQ) = V(2,n) +ZQ = g — 3 ] 22n+2 + 22n+2 . g = 3
We have shown that o, ensures that each of the states labelled with 1, 2 and 3 is reached
with probability exactly % Now we show that there is no finite-memory strategy ensuring
this. Let o be a finite memory strategy, determined by vectors p*, ¢*, @* and z*. Since
op is finite memory, there must be a k such that p* # g or ¢* # ¢. Let k be the lowest
such number. There are two possibilities:
e p* # p*. Then necessarily p¥ # p¥. Also note that w¥ = wh = % We define the
counter-strategy o, to take “check” on the (k-+1)st visit to s; and get (because k is
minimal) that Pry (F1) = & + 57 (5F — p}) # 3.

22k-+1

e §* # ¢*. Then necessarily @§ # ¢& and 2F = zF = 5 and so we can define the

counter-strategy o to take “check” on the (k+1)th visit to s3. We get Pry (F2) =
%‘f' 22/9—1“(@5 —q5) # %

This completes the proof.
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Appendix D

Proof of Theorem 15

We prove the result in three steps. In the first we show how to construct a game for a given
two-counter machine using the gadgets from Figure[5.8] then, in the second, we prove that
the have structure to force player [ to pick the probability distributions in the required
states according to counter updates, and finally, in the third step, we establish the claim

that player O has a winning strategy in G(M) if and only if M does not terminate.

1. Let M be a two-counter machine. We define the game G(M) incrementally. The
game has two players, [J and ¢. For each type of instruction, we have a corre-
sponding gadget, i.e., Init, Terminate, Increment, and Decrement, which are shown
in Figure 5.8 In this figure, player O states with double border are of the form

@D, which allows player [J to simulate any probability distribution with

deterministic strategies.

Note that, for Increment and Decrement gadgets, j € {1,2} refers to the counter
(c1 or cg) that on which operation is applied in the instruction and ¢ is the other
counter. The game G(M) is then constructed by “gluing” the instructions together.
Namely,

e for the initial instruction “ly : ¢; := ¢ := 0 and goto [;;”, we use the Init
gadget and link (init)yu; to (qk, 0p)in, if Iy is not terminal location where op is

the operation type, and we link (init),y; to (term);, if [y is a terminal location;

e for the increment instruction “I/; : ¢; := ¢;+1 and goto li;”, we use the Increment
gadget and link (g;,inc;j)ou , if {x is not terminal location where op is the

operation type, and we link (g;, inc;)out to (term);, if I is a terminal location;
e for the decrement instruction if “c; = 0 then goto [; else ¢; = ¢; — 1 and goto

lir;”, we use the Decrement gadget and link (g, dec;)59 to (qx, opk)in (resp.

out
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(qi, deci) 2, to (qur, opis )in), if Ui (resp. l) is not a terminal location where opy,
(resp. opy) is the operation type, and we link (g;, dec;)55 (vesp. (g, dec;)os)

to (term), if I (resp. ly) is a terminal location.

Note that the (init);, is also the initial state of the whole game and we use $;,; =
(init);, as alias for it. We label the states as “targets” as follows. States af, a; are
labelled with atomic proposition T, states b;, b; are labelled with atomic proposition
Ty, for j € {1,2}, states ¢, ¢ are labelled with T, and states af, a5, b}, b5, ¢* are all

labelled with T;. We consider the following multi-objective rPATL formula

v = ({01 (P [FTo AP 1 [F T, JAPL 1 [F T, AP

1 1 1 1
=6 =6 =6 =6

[F Ty, /\PZ% [FTJAP>1[FTy).

From now on we denote the player [J strategy, which achieves ¢ in the state s;,; of
the game G(M) by of.

. First observe that, since states labelled with T,,, Ty,, Ta,, Th,, and T, form a parti-

tion of the terminal states of G(M), and hence for any pair of strategies op and oy,
Prs, ,(FTa)+Prg, . (FT.,)+Prg, . (FTy)+Prs, ,(FTy,)+Prg, ., (FT.) = 1; there-
fore it follows that for any winning strategy on that achieves ¢, it must be the case
that for any player ¢ strategy oy, Prs, ,,(FTa,) = Pry, ,(FT,,) = Prg, ,(FTy,) =
Pr,, (FTy,) = % and Pr,, (FT.) = %

We show that, in G(M), the strategy achieving ¢, of, must guarantee that, under
any player ¢ strategy o, the following properties hold:

(a) For each state (gy,inc;)in, (qk,dec;)in, the reachability probability to Ty, and
the reachability probability to Ty, both must be exactly %.

(b) For each state (gx,inc;)s and (g, dec;)5°, the reachability probability to Ta,
and the reachability probability to T,, both must be exactly é.

To see (a), we examine each gadget, in particular, the “out” states (qx, *)ou, Where

* € {dec;,inc;}. Consider any two different player ¢ strategies a<1> and a<2>, which

select, at (g, *)out, the horizontal and the vertical edge respectively. As of; has to

guarantee that for any player ¢ strategy the probability to reach Ty, is the same for

o} and 03 (namely ), at (qe, *)out, the strategy pairs ofj, 0} and ofj, 03 must give

the same probability to reach Ty, as well. From the gadget, the probability to reach
1

Ty, following o7 is 1 - 3 = ¢, hence the claim. The same holds for Th,.

To see (b), we examine the states (gx, inc;); and (qx, dec;)7°. By the same argument

as (a), the probability to reach a state labelled with T,, must be % . % = %. The same
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holds for T,,.

. In this step we show that each gadget has a property that forces any winning strategy
of; of player [ to pick probability distributions corresponding to the operations on
counters. In the next step we show that the assumptions stated here indeed hold

when the game progresses from one gadget to another.

Init. In player O state sg, o) must select the edge (s, s1) with probability = =

% = % To see this, consider the strategy o, for player ¢, which selects s, at state

3
(init)oue. As the probability of reaching T,, under o} and oy is %, and hence it must

be the case that
1 1 1 1 1 1

S(1- =,

2 2 2 2 3 6
%, as desired. By a similar argument for T,,, at state sy, for o
2

the probability of selecting the edge (s2,s3) must be 2 = ;.

yielding that z =

This corresponds to setting both counter values to 0.

Increment. The key property of the gadget is that when the probability of selecting

then the probability to select the edge (sg, $19) must be

edge (s5, sg) for ofy is 5277,

_2
326 1"

consider a player ¢ strategy o¢, which selects the vertical edge at (qx, inc;)out- By
(a), the reachability probability to Ty, must be #. This entails that

To see this, suppose the probability to pick the edge (sg,s19) is , and

which implies that z = as desired corresponding to the increase of the counter

2
3,2Cj+1 9

value.

Similarly, if the probability of selecting edge (s7, sg) for of is 3%, then the prob-
% as well. To see this, we repeat the
same argument as the previous case and consider the reachability probability to Ty,

which yields, by (a), that

ability of selecting edge (s11,$12) must be

where z is the probability of selecting edge (s11,s12) for of. This implies that

. 2 . . .
T = 554, corresponding to counter value remaining unchanged.

Decrement. Note that, since player [ strategies are restricted to deterministic, it
has to pick either edge labelled by “>07 or “=0”. A basic observation is that when
entering the state (g, dec;):n, suppose that of; selects the edge labelled by “> 07,
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and that the probability of selecting the edge (s13, $14) is 557 2 —, then the probability of
2
edge (s17,518) is x, and consider a player ¢ strategy o, which selects the vertical

selecting edge (s17, $15) must be To see this, suppose the probability of the

edge at (qk, dec;)ou- It follows that the reachability probability to Ty, must satisfy

which implies that x = %, which corresponds to the counter decrement.

3.2
Similarly, suppose that o selects the edge labelled by “> 0,” and that the probability
of selecting edge (s15, S16) IS =5, then the probability of selecting edge (s19, S29) must
be 33+

consider the reachability probability to Ty, which yields

2c ’
as well. To see this, we repeat the same argument as the previous case and

2

35 corresponding to the counter value remaining unchanged.

This implies that x =

. As the next step, we shall verify that when two instructions are “glued” together,

the counter values do not change, i.e., the assumptions on probabilities player by of

that we used in the previous step hold.

Init+Increment. We show that the probabilities of selecting edges (s;, s¢) and
(s7,sg) for o must be z = 5 20 To see this, consider the player ¢ strategy o, which
selects the vertical edge at state (gx,inc;);. Since from (init);, the reachability to

T, must be %, we have that

which implies that x = as desired.

Init4-Decrement. We show that at state (qx,dec;)i, o must choose the edge
labelled by “= 0.” To see this, suppose the opposite, i.e., o chooses the edge
labelled by “> 0.” The reachability probability to Ty, is

1 11 111(2 1 )>1
2'372°2°2°373 Y 7§
which contradicts (b).
Increment+Increment. The first instruction is [ : ¢js := ¢;s + 1, goto [, and the

second instruction is I : ¢; := ¢; +1. We show that the probability of selecting edge
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WQC]., and the probability for edge (s7, sg) must be z = 3%

By (b), from (gy, incj ), the reachability probability to T, must be %, which means

(ss5,56) for of) must be

1 1 2 1 N 11 a )+ 1111 1

— e — e .= e — e — — )4+ - == = e

2 2 329 2 2 2 2 2 2 3 6
yielding that z = 32%, as desired.
Increment+Decrement. The first instruction is l;, : ¢j := ¢;s +1, goto [, and the
second instruction is I : if ¢; = 0---. If ¢; > 0 when executing instruction I, we

show that of; must choose the edge labelled by “> 0.” Assume that this is not the

case, and we immediately have that the probability to reach T, is

1 1
2 2 3.29%L 2 2 6

which contradicts (b). Hence, the edge labelled by “>0” has to be taken. Then by
(b), from (gy, incj )2 the probability to reach T, must be %, which gives

2
2% *

yielding that the probability of of; to select the edge (s13, $14) is =

For the counter i, again by (b), from (gx,inc; )2 the probability to reach T, must

be %, which gives

11214_1112111(1 )+ 1 1
2'2'3.2¢ 2722237222 ! G
yielding that = = %, as desired.

If ¢; = 0 when executing instruction [, we have that of; must choose the edge

labelled by =0, by exactly the same argument as for the Init+Decrement case.

Decrement+Decrement. Here we verify two cases: the first case is that (g, decj )55,

is linked with (g, dec;);n, which is the same as for the Init4+Decrement case; the sec-
ond case is that (g, dec;r).5 is linked with (g, dec;)in, which is the same as for the

out

Increment+Decrement case.

Decrement+Increment. Here we verify two cases: the first case is that (g, dec;/ )7,

is linked with (g, inc;)in, which is the same as for the Init+Increment case; the sec-
ond case is that (g, dec;)2) is linked with (gy, incj )i, which is the same as for the

out

Increment+Increment case.

5. We are now in a position to show the main claim which establishes the correctness
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of the construction, namely, that player [J has a winning strategy in G(M) if and

only if M does not terminate. We show two directions:

“«<"”. Suppose that M does not terminate, then consider a player L] strategy of; for
G(M). We can safely to pick of such that it follows the counter update (because
we have shown in the previous steps that any winning strategy has to do so), i.e.,

ofy must perform the following:

e For the Init gadget, at state sy, the probability of selecting edge (so, s1) is 357,

and at state sy, the probability of selecting edge (ss, s3) is 3%
e For each Increment gadget with index k, if the counter values are ¢; and ¢

respectively, then

— (85, S6) is chosen with probability 32%,

— (87, 8) is chosen with probability 2=

— (89, $10) is chosen with probability 32%, and

— (811, 812) is chosen with probability 3.

e For each Decrement gadget with index k, suppose the counter values are ¢; and

¢y respectively. Then, if ¢; = 0, then at state (qx, dec;)in, of) selects the edge
labelled with “=0,” and if ¢; > 0, then at state (qx, dec;)im, o7 selects the edge

labelled with “> 0,” and
— (813, 814) is chosen with probability %;
S15, $16) 18 chosen with probability 52

3'2c‘j71 9

= ( )
— (817, 818) is chosen with probability —2—; and
— (819, S20) is chosen with probability 3.

It is not difficult to verify that o achieves the first five objectives (by extending the
argument from the proof of infinite memory requirement in Theorem . Further-
more, as M does not terminate, under any oy, T, is reached with probability 1. This
is because the only way to reach terminal states ay, by, as, by or ¢, which are not

labelled with Ty, is by reaching the Termination gadget with positive probability.

“=". For the other direction, suppose that there is a winning player [J strategy of.
Then in order to satisfy the first five objectives, o, must follow the counter update,
as described above. However, in order to satisfy the last objective, i.e. reaching T,
with probability one, of must ensure that the probability to reach terminals aq, by,
a1, as and c is zero. This is only possible if the Terminal gadget is never reached,

implying that M does not terminate.

This completes the proof.



Appendix E

PRISM-games tool

In this appendix we give a brief overview of the usage of PRISM-games tool described
in Chapter [6] For more details about the tool and download instructions please visit
http://www.prismmodelchecker.org/games/. Here we focus on the features that are
distinct from the existing functionality of PRISM [77].

800 PRISM-games 4.1.beta2
File Edit Model Properties Simulator Log Options
RIEISCIGIT T

|PRISM Model File: /Users/Aistis /Documents/Oxford /prism-games-fresh/prism/examples/user-centric.prism

= Model: user-centric.prisn 4 1| /7 SMG model of protocol for user-centric networks
& Type: SMG ’ g smg

@ ] Modules 4|player requesterl

Q'UCt}nstants 15} requesterl, [payll], [nopayll], [payZl], [neopayil], [pay3l], [no
& | endplayer
7
g player providerl
9 providerl, [acceptll], [refusell], [revealll], [notrevealll]
10| endplayer
11
12 |player provider:Z
13 provideri, [acceptzl], [refuseil], [revealil], [notrevealil]
14| endplayer
15
16 |player providers
17 provider3, [accept3l], [refuse3l], [reveal3l], [notreveal3l]
15 | endplayer
19
20
21| /¥ Model parameters
22| const int K; A7 upper bound on the number of deliver
23 |const double alpha all = 0.8; A recommendation influence parameter
24 |const int st init all = mad; A4 Inltial service trust for all provig
Zb|const int reduct_all = 1 Y Erust decrease for all providers
Z6 |const bool hide all = false; /7 alleow information hiding

Built Model — 27| const double cancel = 0.05; /Y probability to cancel fair reguest
28 |const bool init know all = false; ./ sharing of Ifnitial trust

States: 78516 29| const double rev prob = 1.0; A7 probability to share information
L 30| const double die prob = 0z A probability of provider to die after
Initial states: 1 31 |const int cmax = 10; A4 maximim service cost —
- . o =

Transitions: 129798 B 32 7

Saving model... done. |

¥

Figure E.1: PRISM-games model window.

The main modelling window is shown in Figure [E.T|, where SMGs have to be specified using
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the modelling language described in Section [6.1] The screenshot shows the specification
of the protocol for user-centric networks analysed in Section [6.6.3]

The property analysis window is shown in Figure [E:22] We can see several rPATL
properties listed in the syntax provided in Section [6.2, The screenshot also shows the
strategy menu, which provides access to the strategy synthesis functionality of PRISM-
games. We describe the available functionality below.

800 PRISM-games 4.1.beta?
File Edit Model Properties Simulator Log Options

Kl B3 i [T = =
Properties list: /Users/Aistis/Documents/Oxford /svn/aissim/papers fuser-centric/prism-models/smgs /website models/Figl.props® |
~Properties 4| Experiments
3
< <requesterls> R{“nopayed“}<10 [ Fc (psl+npsl=k&x1>0)]
l® < <requesterl>> R{“cost}>=100[ Fc (psl+npsl=k)&x1>0 ]
” ” - . " | _Property [Defined C...| Progress Status Method
* <<providerl, provider2> > R{"cost2"}> 1000 [ Fc (ps1l+npsl=k. <<reque.. [K=0:1:20 1% |Stopped Verification
-JJ_A' <<requesterl>> Pmax=7[ Fnpsl=3]
‘E <<requesterl>> Pmax=7 [ true U<=knpsl=3]
7 Edit
- Add
i < Verify F5
ﬁ Simulate F&
h MNew experiment [7 :
~Constants——| [ show details Ll
Mam Q, Strategy info
k
'Qt- Cut ®-X @ Generate strategy
: Copy #-C | ¥J Verify under strategy
E Paste -V h Perform experiment under strategy
5¢| Delete -0 | el Import strategy...
Labels 7 Selectall ®-A k.} Export strategy...
ATTTE T 25 5.0 7.5 100 12.5
k.b Export product... K
Bl L

|Verifyir|g properties... done.

Figure E.2: PRISM-games properties window.

e Strategy info - displays the information about the strategy currently held in memory
of the model checker (e.g., see Figure [E.3)).

8 .00 Strategy info

Property: < <requesterl=> Pmax=7? [ true U<=k nps1=3]
Type: Finite memory strategy

Memory size: 10

Figure E.3: Strategy information window.
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e (Generate strategy - verifies the property and generates the strategy for the selected
property and the model. The optimal strategy is generated for all players in the
game: for the players in coalition it contains optimal actions to satisfy the property,
and actions for the players outside the coalition are the ones trying to falsify the
property. After generation, these strategies can be explored in the simulator window

discussed later.

o Verify under strategy - performs strategy ‘implementation’ discussed in Section [6.4}
In order to use the feature, the strategy needs to be generated using the Generate
strategy option beforehand. When invoked, the action fixes the choices of the coali-
tion players to the ones provided by the strategy (i.e., the product of the SMG and
the strategy is built), and the selected property is then verified on the product game.

e Perform experiment under strategy - similarly to the Verify under strategy option,
the product of the strategy, that has been generated, and the game is built, but, in
this case, we can verify the property for a range of parameter values, e.g., we can
verify the property <<requester1>> Pmax=? [true U<=k nps1=3] for k € {1,...,12},
and plot the resulting values (see graph in Figure .

e Import strategy/Export strategy - imports/exports strategy from/to a given file. Ac-
cepted file formats for different strategy types are given at the beginning of the
export file, e.g., see Figure [E.4 for a sample file header describing strategy format

for the step-bounded until formula.

@00 [ ] thesis — less — 81x15 e
Terminal | bash e | java e bash e less

$5B.strat-vB.1

/S Strategy for step-bounded properties

// format: stateld, bl, cl, b2, c2,..., bn, cn

ff (bl=bZ>...=bn)

ff where: ci  (le=i<n )is the choice taken when the number of steps remaining bef
ore the bound is exceeded is »=bi and =bi+l

ff cn is the choice taken after bn or less steps remain until bound is exceeded.
Strategy:

2 18 @

(£ R SV I
=
@

(=N - -]

Figure E.4: PRISM-games strategy import/export format.

e Fxport product - exports the SMG model, where the choices of the coalition players
are fixed according to the strategy that has been generated. This is the same product

game that is constructed when using Verify under strategy feature.
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Finally, we describe the PRISM-games functionality available from the simulator win-
dow shown in Figure After the strategy has been generated using the Generate
strategy option from the strategy menu described earlier, one can explore it in the simu-
lator window. Strategy choices are displayed in the ‘Manual exploration’ section, e.g., in
Figure we can see that the optimal strategy chooses action ‘[pay11]’ with probability
1. We can step through the model following the choices suggested to manually explore the
strategy (we used this functionality to construct the strategy graphs for the case study

of the user-centric network protocol shown in Figures [6.9¢| [6.10b| and [6.11¢)). Also, the

‘Strategy information’ panel on the right displays strategy information and the current

state (i.e., memory element).

800 PRISM-games 4.1.beta2
File Edit Model Properties Simulator Log Options

RIEINCICITTEY

~Automatic exploration ~Manual exploration q Strategy information
b
| @ Simulate | Strategy Module/[a.. |Probab._|Update :
» 1.0 [pay11] 1.0 x1'=0, | |
|St&p5 v | |1 | [nopayll] [1.0 x1'=0, I Finite memory deterministic strategy
: 5| Size of memory: 10
~Backtracking il Size of next move function: 168920
| 6 p—— | Memory state: 8
||51EF-‘5 v" |1 | [v] Show strategy Generate time automatically
~Path
Step requesterl pro’
Action # x1 psl npsl unpaidl alivel yl stl i
0 0 0 0 false true 0 5
[tryL1] 1 11 3
[acceptll] 2 12
v

Verifying properties... done.

Figure E.5: PRISM-games simulator window.
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PRISM-games models

F.1 Team formation protocol

In this section we present a sample three-agent PRISM-games SMG model of a team
formation protocol presented in Section [3.5] The full set of models can be found in
http://www.prismmodelchecker.org/files/climall/.
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smg

// parameters

const int n_resources = 3;
const int n_tasks = 2;
const int n_sensors = 3;

// sensor resources

const int resourcel=1l;
const int resource2=2;
const int resource3=3;
const int resource4=1;

// network configuration
const int el2=1;

const int el3=1;

const int e2l=el2;
const int e23=1;

const int e31l=el3;
const int e32=e23;

player p0 controller, [strl], [str2], [str3] endplayer
module controller // schedules the algorithm

// algorithm status
status : [0..7];

// task resource indicator variables

tl rl : [0..1];
tl r2 : [0..1];
tl r3 : [0..1];
t2_rl : [0..1];
t2_r2 : [0..1];
t2_r3 : [0..1];

// schedule placeholders

turnl : [0..n_sensors];
turn2 : [0..n_sensors];
turn3 : [0..n_sensors];

// selecting schedule uniformly at random

[]1 status=0 -> 1/6 : (turnl'=1l) & (turn2'=2) & (turn3'=3) & (status'=1l)

+ 1/6 : (turnl'=1l) & (turn2'=3) & (turn3'=2) & (status'=1l)
+ 1/6 : (turnl'=2) & (turn2'=1l) & (turn3'=3) & (status'=l)
+ 1/6 : (turnl'=2) & (turn2'=3) & (turn3'=1l) & (status'=l)
+ 1/6 : (turnl'=3) & (turn2'=1l) & (turn3'=2) & (status'=1l)
+ 1/6 : (turnl'=3) & (turn2'=2) & (turn3'=1l) & (status'=l);

// initialising non-empty tasks uniformly at random

[]1 status=1 -> 1/49 : (tl rl1'=0) & (tl r2'=0) & (tl r3'=1l) & (t2_rl1'=0) & (t2_r2'=0) & (t2_r3'=l) & (status'=2)

+ 1/49 : (tl r1'=0) & (tl r2'=0) & (tl r3'=1l) & (t2 rl'=0) & (t2 _r2'=l) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl r1'=0) & (tl r2'=0) & (tl r3'=1l) & (t2 rl'=0) & (t2 r2'=l) & (t2 _r3'=1l) & (status'=2)
+ 1/49 : (tl r1'=0) & (tl r2'=0) & (tl r3'=1) & (t2 rl'=l) & (t2 r2'=0) & (t2 r3'=0) & (status'=2)
+ 1/49 : (tl rl'=0) & (tl r2'=0) & (tl r3'=1l) & (t2 rl'=l) & (t2 r2'=0) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl rl'=0) & (tl r2'=0) & (tl r3'=1l) & (t2 rl'=l) & (t2 r2'=1l) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl_r1'=0) & (tl_r2'=0) & (tl_r3'=1l) & (t2_rl'=l) & (t2_r2'=l) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl_rl1'=0) & (tl_r2'=1l) & (tl_r3'=0) & (t2_rl'=0) & (t2_r2'=0) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl_rl1'=0) & (tl_r2'=1l) & (tl_r3'=0) & (t2_rl'=0) & (t2_r2'=l) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl_rl1'=0) & (tl_r2'=1l) & (tl_r3'=0) & (t2_rl'=0) & (t2_r2'=l) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl_r1'=0) & (tl r2'=1l) & (tl_r3'=0) & (t2_rl'=1l) & (t2_r2'=0) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl_r1'=0) & (tl r2'=1l) & (tl r3'=0) & (t2_rl'=1l) & (t2_r2'=0) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl r1'=0) & (tl r2'=1l) & (tl r3'=0) & (t2_rl'=1l) & (t2_r2'=l) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl r1'=0) & (tl r2'=1l) & (tl r3'=0) & (t2_rl'=1l) & (t2_r2'=l) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl r1'=0) & (tl r2'=1l) & (tl r3'=1l) & (t2_rl'=0) & (t2_r2'=0) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl r1'=0) & (tl r2'=1l) & (tl r3'=1l) & (t2 rl'=0) & (t2 r2'=l) & (t2 r3'=0) & (status'=2)
+1/49 : (tl r1'=0) & (tl r2'=1) & (tl r3'=1) & (t2 rl1'=0) & (t2 r2'=1) & (t2 r3'=1) & (status'=2)
+ 1/49 : (tl rl'=0) & (tl r2'=1) & (tl r3'=1l) & (t2_rl'=l) & (t2 r2'=0) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl rl1'=0) & (tl r2'=1) & (tl r3'=1l) & (t2 rl'=l) & (t2 r2'=0) & (t2 _r3'=1) & (status'=2)
+ 1/49 : (tl_rl1'=0) & (tl_r2'=1l) & (tl_r3'=1l) & (t2_rl'=1l) & (t2_r2'=l) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl_r1'=0) & (tl_r2'=1l) & (tl_r3'=1l) & (t2_rl'=1l) & (t2_r2'=l) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl_rl'=1l) & (tl_r2'=0) & (tl_r3'=0) & (t2_rl'=0) & (t2_r2'=0) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl_rl'=1l) & (tl_r2'=0) & (tl_r3'=0) & (t2_rl'=0) & (t2_r2'=l) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl_rl'=l) & (tl r2'=0) & (tl r3'=0) & (t2_rl'=0) & (t2_r2'=l) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl_ rl'=1l) & (tl r2'=0) & (tl r3'=0) & (t2_rl'=1l) & (t2_r2'=0) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl rl'=1l) & (tl r2'=0) & (tl r3'=0) & (t2_rl'=1l) & (t2_r2'=0) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl rl'=1l) & (tl r2'=0) & (tl r3'=0) & (t2 rl'=1l) & (t2 r2'=l) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl rl'=1l) & (tl r2'=0) & (tl r3'=0) & (t2 rl'=1l) & (t2_r2'=l) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl rl'=1) & (tl r2'=0) & (tl r3'=1) & (t2 rl1'=0) & (t2 r2'=0) & (t2 r3'=1) & (status'=2)
+ 1/49 : (tl rl'=1) & (tl r2'=0) & (tl r3'=1l) & (t2_rl'=0) & (t2_r2'=1l) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl rl'=1) & (tl r2'=0) & (tl r3'=1l) & (t2 rl'=0) & (t2 r2'=1l) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl rl'=1) & (tl r2'=0) & (tl r3'=1l) & (t2 rl'=l) & (t2 r2'=0) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl_rl'=1l) & (tl_r2'=0) & (tl_r3'=1l) & (t2_rl'=l) & (t2_r2'=0) & (t2_r3'=1l) & (status'=2)
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+ 1/49 : (tl rl'=1) & (tl r2'=0) & (tl r3'=1l) & (t2 rl'=l) & (t2 r2'=1l) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl_rl'=1l) & (tl_r2'=0) & (tl_r3'=1l) & (t2_rl'=1l) & (t2_r2'=l) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl_rl'=1l) & (tl_r2'=1l) & (tl_r3'=0) & (t2_rl'=0) & (t2_r2'=0) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl_rl'=1l) & (tl_r2'=1l) & (tl_r3'=0) & (t2_rl'=0) & (t2_r2'=l) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl_rl'=1l) & (tl_r2'=1l) & (tl_r3'=0) & (t2_rl'=0) & (t2_r2'=l) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl rl'=1l) & (tl r2'=1l) & (tl r3'=0) & (t2_rl'=1l) & (t2_r2'=0) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl rl'=1l) & (tl r2'=1l) & (tl r3'=0) & (t2_rl'=1l) & (t2_r2'=0) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl rl'=1l) & (tl r2'=1l) & (tl r3'=0) & (t2_rl'=1l) & (t2_r2'=l) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl rl'=1l) & (tl r2'=1l) & (tl r3'=0) & (t2 rl'=1l) & (t2 r2'=l) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl rl'=1l) & (tl r2'=1l) & (tl r3'=1l) & (t2_rl'=0) & (t2_r2'=0) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl rl'=1) & (tl r2'=1) & (tl r3'=1) & (t2 rl1'=0) & (t2 r2'=1) & (t2 r3'=0) & (status'=2)
+ 1/49 : (tl rl'=1) & (tl r2'=1) & (tl r3'=1l) & (t2 rl'=0) & (t2 r2'=1l) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl rl'=1) & (tl r2'=1) & (tl r3'=1l) & (t2 rl'=l) & (t2 r2'=0) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl_rl'=1l) & (tl_r2'=1l) & (tl_r3'=1l) & (t2_rl'=l) & (t2_r2'=0) & (t2_r3'=1l) & (status'=2)
+ 1/49 : (tl_rl'=1l) & (tl_r2'=1l) & (tl_r3'=1l) & (t2_rl'=l) & (t2_r2'=l) & (t2_r3'=0) & (status'=2)
+ 1/49 : (tl_rl'=1l) & (tl_r2'=1l) & (tl_r3'=1l) & (t2_rl'=1l) & (t2_r2'=1l) & (t2_r3'=1l) & (status'=2);
// executing the schedule
// 1lst round
[strl] status=2 & turnl=l -> (status'=2);
[finl] status=2 & turnl=1l -> (status'=3);
[str2] status=2 & turnl=2 -> (status'=2);
[fin2] status=2 & turnl=2 -> (status'=3);
[str3] status=2 & turnl=3 -> (status'=2);
[fin3] status=2 & turnl=3 -> (status'=3);
// 2nd round
[strl] status=3 & turn2=1 -> (status'=3);
[finl] status=3 & turn2=1 -> (status'=4);
[str2] status=3 & turn2=2 -> (status'=3);
[fin2] status=3 & turn2=2 -> (status'=4);
[str3] status=3 & turn2=3 -> (status'=3);
[fin3] status=3 & turn2=3 -> (status'=4);
// 3rd round
[strl] status=4 & turn3=1 -> (status'=4);
[finl] status=4 & turn3=1 -> (status'=5);
[str2] status=4 & turn3=2 -> (status'=4);
[fin2] status=4 & turn3=2 -> (status'=5);
[str3] status=4 & turn3=3 -> (status'=4);
[fin3] status=4 & turn3=3 -> (status'=5);
[]1 status=5 -> (status'=6);
[] status=6 -> true;
endmodule
player pl sensorl, [finl] endplayer
module sensorl
statel : [0..3];
// team membership indicators
ml_tl : [0..1];
ml_t2 : [0..1];
// task scheduling
turnl_1 : [0..n_tasks];
turn2_1 : [0..n_tasks];
// starting turn, selecting order of tasks
[strl] statel=0 -> (statel'=l);
// if there is no team and has required skill - initiating the team
[1 statel=1 & !committed & team size tl=0 & has_resource tl -> (ml_tl'=1l);
[1 statel=1 & !committed & team size t2=0 & has_resource t2 -> (ml_t2'=1l);
// 1f team already exists and one of the neighbours is in it - joining the team

statel=1 &
statel=1 &

!committed & team size t1>0 & can_join tl & has_resource_ tl &

!resource_filled tl -> (ml_tl'=1l);
lcommitted & team size_ t2>0 & can_join_t2 & has_resource t2 & )i

!resource filled t2 -> (ml_t2'=1
[finl] statel>0 -> (statel'=0);

endmodule

player p2 sensor2, [fin2] endplayer

module sensor2 = sensorl

: statel=state2,

strl=str2,
finl=fin2,

ml tl=m2_t1,
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ml_t2=m2_t2,

m2_tl=ml_t1,
m2_t2=ml_t2,

turnl_l=turnl_2,
turn2_1l=turn2_2,

resourcel=resource2,
resource2=resourcel,

el2=e21,
el3=e23,
el4=e24,
el5=e25,

e2l=el2,
e23=el3,
e24=el4,
e25=el5

]
endmodule

player p3 sensor3, [fin3] endplayer
module sensor3 = sensorl

[
statel=state3,

strl=str3,
finl=fin3,

ml_tl=m3_t1,
ml_t2=m3_t2,
m3_tl=ml_t1,
m3_t2=ml_t2,
turnl_l=turnl_3,
turn2_1l=turn2_3,

resourcel=resource3,
resource3=resourcel,

el2=e32,
el3=e31,
el4=e34,
el5=e35,

e3l=el3,
e32=el2,
e34=eld,
e35=el5

]
endmodule

// agent is committed to some team
formula committed = (ml_tl+ml_t2) > 0;

// formulae to compute team sizes

formula team size tl = ml_ tl+m2 tl+m3 t1;

formula team size t2

// formulae to check
formula can_join tl =
formula can_join_t2 =

= ml_t2+m2_t2+m3_t2;

whether the agent can join the team
el2*m2_tl + el3*m3_tl1l > 0;
el2*m2_t2 + el3*m3_t2 > 0;

// formulae to check whether agent has the resource required by the task

formula has_resource_tl =
formula has_resource_t2 =

// formulae to check whether

formula resource filled tl
formula resource filled t2

// formula to compute team

( (tl_rl=la&resourcel=1)
( (t2_rl=l&resourcel=1)

(tl_r2=ls&resourcel=2)
(t2_r2=ls&resourcel=2)

(tl_r3=l&resourcel=3)
(t2_r3=la&resourcel=3)

the resource of an agent has been already filled in the team

= (m2_tl=1 & resourcel=resource2) | (m3_tl=1 & resourcel=resource3l);
= (m2_t2=1 & resourcel=resource2l) | (m3_t2=1 & resourcel=resource3);

initiation probability (assuming each agent has at least one connection)

formula IP = (el2*(1l-((m2_tl+m2 t2)=0?0:1))+el3*(1-((m3_tl+m3 t2)=020:1))) / (el2+el3);

// labels and formulae for property specification

formula finished = (status=5);

formula taskl completed = finished

& ((tl_rl=1)=>((ml_tl=lsresourcel=1)|(m2_tl=l&resource2=1)|(m3_tl=l&resource3=1)
& ((tl_r2=1)=>((ml_tl=lsresourcel=2)|(m2_tl=l&resource2=2)|(m3_tl=l&resource3=2)
& ((tl_r3=l)=>((ml_t1=l&resource1=3)|(m2_t1=1&resource2=3)|(m3_t1=l&resource3=3)

formula task2_ completed =

finished

))
))
)i

& ((t2_r1=l)=>((ml_t2=l&resourcel=l)|(m2_t2=1&resource2=1)|(m3_t2=1&resource3=l)))
& ((t2_r2=1)=>((ml_t2=ls&resourcel=2)|(m2_t2=1l&resource2=2) | (m3_t2=l&sresource3=2)))
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& ((t2_r3=1)=>((ml_t2=lsresourcel=3)|(m2_t2=1l&resource2=3)|(m3_t2=1l&resource3=3)));

formula agentl joins_successful team = (taskl completed & ml_tl=1) | (task2 _completed & ml_t2=1);
formula agent2 joins_successful team = (taskl completed & m2_tl=1) | (task2 _completed & m2_ t2=1);
formula agent3_joins_successful team = (taskl_completed & m3_tl=1) | (task2_completed & m3_t2=1);

// rewards
rewards "w_1 total"

agentl joins_successful team : 1;
agent2_joins_successful_team : 1;
agent3_joins_successful_team : 1;

endrewards

rewards "w_2_ total"
taskl_completed
task2_completed

endrewards
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180 APPENDIX F. PRISM-GAMES MODELS

F.2 Microgrid demand-side management protocol

In this section we present a sample three-household PRISM-games SMG model of a micro-
grid demand-side management protocol presented in Section [6.6.1} The full set of models
can be found in http://www.prismmodelchecker.org/files/fmsd-smg/.


http://www.prismmodelchecker.org/files/fmsd-smg/

smg

// number of households
const int N = 3;

// number of days
const int D = 3;

// number of time intervals in the day
const int K = 16;

// expected number of jobs per household per day
const int Exp J = 9;

// cost limits for households
const double price limit = 1.5;

// initiation probabilities for jobs (uuniform distribution)
const double P_Jl1 = 1/4;
const double P_J2 = 1/4;
const double P_J3 = 1/4;
const double P _J4 = 1/4;

// probability of starting a task independently of the cost
const double P_start = 0.8;

// distribution of the expected demand across intervals
const double D _K1 = 0.0614;
const double D K2 = 0.0392;
const double D _K3 = 0.0304;
const double D K4 = 0.0304;
const double D_K5 = 0.0355;
const double D K6 = 0.0518;
const double D K7 = 0.0651;
const double D K8 = 0.0643;
const double D K9 = 0.0625;
const double D_K10 = 0.0618;
const double D K11 = 0.0614;
const double D K12 = 0.0695;
const double D K13 = 0.0887;
const double D K14 = 0.1013;
const double D K15 = 0.1005;
const double D K16 = 0.0762;

// time limit
const int max_time = K*D+1;

/7

// time counter
global time : [1l..max time];

// jobs of households
global jobl : [0..4];
global job2 : [0..4];
global job3 : [0..4];

// scheduling variable
global sched : [0..N];

player pO
player0
endplayer

// definition of scheduling module
module player0

[] sched = 0 -=> 1/N : (sched'=1l) + 1/N : (sched'=2) + 1/N : (sched'=3);
endmodule
// definitions of households
player pl
playerl, [startl], [backoffl], [nbackoffl]
endplayer
module playerl

job_arrivedl : [0..4];

[1 sched=1 & active = 0 & jobl > 0 & time < max_time -> (jobl'=new_jl) & (job2'=new j2) & (job3'=new j3) & (time'=time+l) & (sched'=0)

// initiate the job with probability P _init

[]1 sched=1 & active = 0 & jobl = 0 & time < max_time -> P_init*P_J1 : (Jjob_arrivedl'=1l)
+ P_init*P_J2 : (job_arrivedl'=2)
+ P_init*P_J3 : (job_arrivedl'=3)

+ P_init*P_J4 (job_arrivedl'=4)

+ (1-P_init) : (jobl'=new jl) & (job2'=new j2) & (job3'=new_j3) & (time'=time+l) &

// start job if cost below the limit

[startl] sched=1 & job_arrivedl > 0 & price <= price_limit & time < max_time-> (jobl'=job_arrivedl) & (job2'=new j2) & (job3'=new_j3)

// back-off with probability 1-P_start
[backoffl] sched=1 & job_arrivedl > 0 & price > price limit & time < max_time-> P_start : (jobl'=job_arrivedl)

& (job2'=new_j2) & (

+ (1-P_start) : (jobl'=new_jl) & (job2'=new_j2) & (job3'=new j3) & (job_arrivedl'=0) & (tim

// don't back-off

[nbackoffl] sched=1 & job_arrivedl > 0 & price > price_ limit & time < max_time -> (jobl'=job_arrivedl) & (job2'=new_j2) & (job3'=new_

// finished
[1 sched=1 & time=max_time -> (jobl'=new jl) & (job2'=new_j2) & (job3'=new_j3) & (sched'=0);
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endmodule

player p2

player2, [start2], [backoff2], [nbackoff2]

endplayer

module player2

job_arrived2 : [0..4];
[1 sched=2 & active = 0 & job2 > 0 & time < max_time -> (jobl'=new_jl) & (job2'=new j2) & (job3'=new j3) & (time'=time+l) & (sched'=0)

// initiate the job with probability P init

[1 sched=2 & active = 0 & job2 = 0 & time < max_time -> P_init*P_J1 : (Jjob_arrived2'=1l)
+ P_init*P_J2 : (job_arrived2'=2)
+ P_init*P_J3 : (job_arrived2'=3)
+ P_init*P_J4 : (job_arrived2'=4)

+ (1-P_init) : (jobl'=new_jl) & (job2'=new_j2) & (job3'=new_j3) & (time'=time+l) &

// start job if cost below the limit
[start2] sched=2 & job_arrived2 > 0 & price <= price_limit & time < max_time-> (job2'=job_arrived2) & (jobl'=new jl) & (job3'=new_ j3)

// back-off with probability 1-P_start
[backoff2] sched=2 & job_arrived2 > 0 & price > price limit & time < max_time-> P_start : (job2'=job_arrived2) & (jobl'=new_jl) & (
+ (1-P_start) : (jobl'=new_jl) & (job2'=new_j2) & (job3'=new_j3) & (job_arrived2'=0) & (tin

// don't back-off
[nbackoff2] sched=2 & job_arrived2 > 0 & price > price_ limit & time < max time -> (job2'=job_arrived2) & (jobl'=new_jl) & (job3'=new_

// finished
[1 sched=2 & time=max_time -> (jobl'=new jl) & (job2'=new j2) & (job3'=new_j3) & (sched'=0);

endmodule

player p3

player3, [start3], [backoff3], [nbackoff3]

endplayer

module player3

job_arrived3 : [0..4];
[1 sched=3 & active = 0 & job3 > 0 & time < max_time -> (jobl'=new_jl) & (job2'=new_ j2) & (job3'=new j3) & (time'=time+l) & (sched'=0)

// initiate the job with probability P_init

[] sched=3 & active = 0 & job3 = 0 & time < max_time -> P_init*P_J1 : (job_arrived3'=1)
+ P_init*P_J2 : (job_arrived3'=2)
+ P_init*P_J3 : (job_arrived3'=3)

+ P_init*P_J4 (job_arrived3'=4)
+ (1-P_init) : (jobl'=new jl) & (job2'=new_j2) & (job3'=new_j3) & (time'=time+l) &

// start job if cost below the limit
[start3] sched=3 & job_arrived3 > 0 & price <= price_limit & time < max_time-> (job3'=job_arrived3) & (jobl'=new jl) & (job2'=new_j2)

// back-off with probability 1-P_start
[backoff3] sched=3 & job_arrived3 > 0 & price > price_ limit & time < max_time-> P_start : (job3'=job_arrived3) & (jobl'=new_jl) & (
+ (1-P_start) : (jobl'=new jl) & (job2'=new_ j2) & (Jjob3'=new_j3) & (job_arrived3'=0) & (tim

// don't back-off
[nbackoff3] sched=3 & job_arrived3 > 0 & price > price limit & time < max_time -> (job3'=job_arrived3) & (jobl'=new_jl) & (job2'=new_

// finished
[1 sched=3 & time=max_time -> (jobl'=new_jl) & (job2'=new_j2) & (job3'=new_j3) & (sched'=0);

endmodule

// probability to initiate the load

formula

P_init = Exp_J *

(mod(time,K) = 1 ? D K1 :
(mod(time,K) = 2 ? D_K2 :
(mod(time,K) = 3 ? D_K3 :
(mod(time,K) = 4 ? D_K4 :
(mod(time,K) =5 2 D_K5 :
(mod(time,K) = 6 ? D_K6 :
(mod(time,K) = 7 2 D_K7 :
(mod(time,K) = 8 ? D_K8 :
(mod(time,K) = 9 ? D_K9 :
(mod(time,K) = 10 ? D_K10 :
(mod(time,K) = 11 ? D_KI11 :
(mod(time,K) = 12 ? D K12 :
(mod(time,K) = 13 ? D_K13 :
(mod(time,K) = 14 ? D_K14 :
(mod(time,K) = 15 ? D K15 :

D_K16)))))))))))))));

// formula to compute current cost

formula

jobs_running = (jobl>021:0) + (job2>021:0) + (job3>021:0);

// formula to identify say that only one agent is active

formula

active = job_arrivedl + job_arrived2 + job_arrived3 ;

// formula to update job status

formula
formula
formula

formula

rewards

new jl = job1=020:jobl-1;
new_j2 =
new_j3 =

price = jobs_running+l;

"cost"
sched!=0 : jobs_running*jobs_running;

endrewards
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rewards "tasks_started"

sched!=0 & jobl=1l : 1;
sched!=0 & job2=1 : 1;
sched!=0 & job3=1 : 1;

endrewards

rewards "valuel"
sched!=0 & jobl>0 : 1/jobs_running;

endrewards
rewards "valuel2"

sched!=0 & (jobl>0|job2>0) : 1/jobs_running;
endrewards

rewards "valuel23"
sched!=0 & (jobl>0|job2>0|job3>0) : 1/jobs_running;
endrewards

rewards "common_value"
sched!=0 : jobs_running=02?0:1/jobs_running;
endrewards

rewards "upfront_costl"
[startl] true : 1/(job_arrivedl*price);
[backoffl] true : P_start/(job_arrivedl*price);
[nbackoffl] true : 1/(job_arrivedl*price);

endrewards

rewards "upfront tcost"
[startl] true : 1/(job_arrivedl*price);
[backoffl] true : P_start/(job_arrivedl*price);
[nbackoffl] true : 1/(job_arrivedl*price);
[start2] true : 1/(job_arrived2*price);
[backoff2] true : P_start/(job_arrived2*price);
[nbackoff2] true : 1/(job_arrived2*price);
[start3] true : 1/(job_arrived3*price);
[backoff3] true : P_start/(job_arrived3*price);

[nbackoff3] true : 1/(job_arrived3*price);

endrewards

183



184 APPENDIX F. PRISM-GAMES MODELS

F.3 Collective decision making protocol for sensor
networks

In this section we present a sample three-sensor PRISM-games SMG model of a collective
decision making algorithm for sensor networks presented in Section [6.6.2 The full set of

models can be found in http://www.prismmodelchecker.org/files/fmsd-smg/.


http://www.prismmodelchecker.org/files/fmsd-smg/

smg

// number of agents

const int N = 3;

// number of sites

const int K = 3;

// number of confidence levels

const int L = 2;

// model parameters
const double Pexp;

const double eta;

const double gamma;
const double lambda;

// quality of the sites

const double 0Q1;
const double Q2;
const double 03;

// confidence levels
global confidencel :
global confidence2 : [1.
global confidence3 :

[1.

[1.

of agents

.L];
.L];
-L1;

// site preferences of agents

global preferencel :
global preference2 : [0.
global preference3 :

[o.

[o.

// scheduling variable
global sched : [0..N];

// scheduler module

module player0

.K] init 0;
.K] init 0;
.K] init 0;

[] sched = 0 -=> 1/N : (sched'=1l) + 1/N : (sched'=2) + 1/N : (sched'=3);

endmodule

// non-deterministic agent definitions

player pl
playerl,
endplayer

module playerl

[expl],

[coml]

// exploring sites

[expl] sched=1 &

lall prefer 2 -> 0 : true

// -- evaluating site and changing preference with probability Pswitchxy
+ 1/K * Pswitchl 1 : (preferencel'=1l) & (confidencel'=1l) & (sched'=0)
+ 1/K * (1-Pswitchl_1) : (sched'=0)
// -- evaluating site and changing preference with probability Pswitchxy
+ 1/K * Pswitchl 2 : (preferencel'=2) & (confidencel'=1l) & (sched'=0)
+ 1/K * (1-Pswitchl_2) : (sched'=0)
// -- evaluating site and changing preference with probability Pswitchxy
+ 1/K * Pswitchl_3 : (preferencel'=3) & (confidencel'=1l) & (sched'=0)
+ 1/K * (1-Pswitchl 3) : (sched'=0)

// communicating with other agents in the same site with probability 1-Pexp

[coml] sched=1 & preferencel!=0 & !all prefer 2 -> 0 : true
// - trying to communicate with agent

+ Pmeet_pl * (preferencel=preference2?1:0)

+ Pmeet_pl * (preferencel=preference2?0:1)

+ Pmeet_pl * (preferencel=preference2?0:1)

* ok e

// - trying to communicate with agent

(confidencel'=inc_confl) & (confidence2'=inc_conf2) & (sched'=0) // san
Pwinl_2 : (confidencel'=inc_confl) & (preference2'=preferencel) & (conf
(1-Pwinl_2) : (confidencel'=1) & (preferencel'=preference2) & (confiden

+ Pmeet_pl * (preferencel=preference3?1:0) : (confidencel'=inc_confl) & (confidence3'=inc_conf3) & (sched'=0) // san
+ Pmeet_pl * (preferencel=preference3?0:1) * Pwinl 3 : (confidencel'=inc_confl) & (preference3'=preferencel) & (conf
+ Pmeet_pl * (preferencel=preference3?0:1) * (1-Pwinl_3) : (confidencel'=1l) & (preferencel'=preference3) & (confiden

i

// don't do anything
// [] sched=1 & !all_prefer 2 -> (sched'=0);
[]1 sched=1 & all prefer 2-> true;

endmodule

player p2
player2, [exp2], [com2]
endplayer

module player2

// exploring sites
[exp2] sched=2 & !all prefer 2-> 0 : true

// -- evaluating site and changing preference with probability Pswitchxy
+ 1/K * Pswitch2_ 1 : (preference2'=1) & (confidence2'=1) & (sched'=0)
+ 1/K * (1-Pswitch2_1) : (sched'=0)
// -- evaluating site and changing preference with probability Pswitchxy
+ 1/K * Pswitch2_ 2 : (preference2'=2) & (confidence2'=1l) & (sched'=0)
+ 1/K * (1-Pswitch2_2) : (sched'=0)
// -- evaluating site and changing preference with probability Pswitchxy

+ 1/K * Pswitch2_3 : (preference2'=3) & (confidence2'=1l) & (sched'=0)
+ 1/K * (1-Pswitch2_3) : (sched'=0)
i
// communicating with other agents in the same site with probability I-Pexp
[com2] sched=2 & preference2!=0 & !all prefer 2-> 0 : true



// - trying to communicate with agent

+ Pmeet_p2 * (preference2=preferencel?1:0) (confidence2'=inc_conf2) & (confidencel'=inc_confl) & (sched'=0) // san

+ Pmeet_p2 * (preference2=preferencel?0:1) * Pwin2_1 : (confidence2'=inc_conf2) & (preferencel'=preference2) & (conf
+ Pmeet_p2 * (preference2=preferencel?0:1) * (1-Pwin2_1) : (confidence2'=1l) & (preference2'=preferencel) & (confiden
// - trying to communicate with agent
+ Pmeet_p2 * (preference2=preference3?1:0) : (confidence2'=inc_conf2) & (confidence3'=inc_conf3) & (sched'=0) // san
+ Pmeet_p2 * (preference2=preference3?0:1) * Pwin2_ 3 : (confidence2'=inc_conf2) & (preference3'=preference2) & (conf
+ Pmeet_p2 * (preference2=preference3?0:1) * (1-Pwin2_3) : (confidence2'=1) & (preference2'=preference3) & (confiden
i
// don't do anything
// [] sched=2 & !all prefer 2-> (sched'=0);
[1 sched=2 & all prefer_ 2-> true;
endmodule
player p3
player3, [exp3], [com3]
endplayer
module player3
// exploring sites
[exp3] sched=3 & l!all_prefer 2-> 0 : true
// -- evaluating site and changing preference with probability Pswitchxy
+ 1/K * Pswitch3_1 : (preference3'=1l) & (confidence3'=1l) & (sched'=0)
+ 1/K * (1-Pswitch3_1) : (sched'=0)
// -- evaluating site and changing preference with probability Pswitchxy
+ 1/K * Pswitch3_2 : (preference3'=2) & (confidence3'=1) & (sched'=0)
+ 1/K * (1-Pswitch3_2) : (sched'=0)
// -- evaluating site and changing preference with probability Pswitchxy
+ 1/K * Pswitch3_3 : (preference3'=3) & (confidence3'=1l) & (sched'=0)
+ 1/K * (1-Pswitch3_3) : (sched'=0)

i
// communicating with other agents in the same site with probability 1-Pexp
[com3] sched=3 & preference3!=0 & !all prefer 2-> 0 : true
// - trying to communicate with agent
+ Pmeet_p3 * (preference3=preferencel?1:0) : (confidence3'=inc_conf3) & (confidencel'=inc_confl) & (sched'=0) // san
+ Pmeet_p3 * (preference3=preferencel?0:1) * Pwin3_1 : (confidence3'=inc_conf3) & (preferencel'=preference3) & (conf
+ Pmeet_p3 * (preference3=preferencel?0:1) * (1-Pwin3_1) : (confidence3'=1l) & (preference3'=preferencel) & (confiden

// - trying to communicate with agent
+ Pmeet_p3 * (preference3=preference2?1:0) (confidence3'=inc_conf3) & (confidence2'=inc_conf2) & (sched'=0) // san

+ Pmeet_p3 * (preference3=preference2?0:1) * Pwin3_2 : (confidence3'=inc_conf3) & (preference2'=preference3) & (conf
+ Pmeet_p3 * (preference3=preference2?0:1) * (1-Pwin3_2) : (confidence3'=1l) & (preference3'=preference2) & (confiden

// don't do anything
/7 [] sched=3 & !all prefer 2-> (sched'=0);
[] sched=3 & all prefer 2-> true;

endmodule

// deterministic agent definitions

// formulae to increase agents' confidence levels

formula inc_confl = confidencel=L ? L : (confidencel+l);
formula inc_conf2 = confidence2=L ? L : (confidence2+l);
formula inc_conf3 = confidence3=L ? L : (confidence3+l);

// formulae to compute probabilities of agents to meet

// probability for agent to meet another agent independent of its location
formula Pmeet_pl = 1/(N-1);
formula Pmeet p2 = 1/(N-1);
formula Pmeet_p3 = 1/(N-1);

// formulae to get qualities of agents' preferred sites
formula Q pl = preferencel=1 ? Q1 : ( preferencel=1 ? Q2
formula Q p2 = preference2=1 ? Ql : ( preference2=1 ? Q2
formula Q p3 = preference3=1 ? Q1 : ( preference3=1 ? Q2

(Q3) ) i
(Q3) ) i
(Q3) ) i

// formulae for evaluating the sites (Pswitchij = prob of to switch from size i to site j).

formula Pswitchl 1 = preferencel=0 ? 1 : (preferencel=1 ? 0 : pow(Ql, eta) / (pow(Ql, eta) + pow(Q pl, eta)));
formula Pswitchl 2 = preferencel=0 ? 1 : (preferencel=2 ? 0 : pow(Q2, eta) / (pow(Q2, eta) + pow(Q pl, eta)));
formula Pswitchl 3 = preferencel=0 ? 1 : (preferencel=3 ? 0 : pow(Q3, eta) / (pow(Q3, eta) + pow(Q_pl, eta)));
formula Pswitch2_ 1 = preference2=0 ? 1 : (preference2=1 ? 0 : pow(Ql, eta) / (pow(Ql, eta) + pow(Q_p2, eta)));
formula Pswitch2 2 = preference2=0 ? 1 : (preference2=2 ? 0 : pow(Q2, eta) / (pow(Q2, eta) + pow(Q p2, eta)));
formula Pswitch2_ 3 = preference2=0 ? 1 : (preference2=3 ? 0 : pow(Q3, eta) / (pow(Q3, eta) + pow(Q_p2, eta)));
formula Pswitch3_1 = preference3=0 ? 1 : (preference3=1 ? 0 : pow(Ql, eta) / (pow(Ql, eta) + pow(Q_p3, eta)));
formula Pswitch3 2 = preference3=0 ? 1 : (preference3=2 ? 0 : pow(Q2, eta) / (pow(Q2, eta) + pow(Q_p3, eta)));
formula Pswitch3_3 = preference3=0 ? 1 : (preference3=3 ? 0 : pow(Q3, eta) / (pow(Q3, eta) + pow(Q_p3, eta)));
// formulae for conducting tournaments
formula Pwinl 2 = (preference2=0?1:(preferencel=020:((pow(Q_pl, lambda) * pow(confidencel, gamma)) /
((pow(Q_pl, lambda) * pow(confidencel, gamma))+(pow(Q p2, lambda) * pow(confidence2, gamma))))));
formula Pwinl 3 = (preference3=0?1:(preferencel=020:((pow(Q_pl, lambda) * pow(confidencel, gamma)) /

((pow(Q_pl, lambda) * pow(confidencel, gamma))+(pow(Q_p3, lambda) * pow(confidence3, gamma))))));

formula Pwin2 1 = 1-Pwinl_ 2;
formula Pwin2 3 = (preference3=0?1:(preference2=020:((pow(Q_p2, lambda) * pow(confidence2, gamma)) /
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((pow(Q_p2, lambda) * pow(confidence2, gamma))+(pow(Q_p3, lambda) * pow(confidence3, gamma))))));

formula Pwin3_1 = 1-Pwinl_3;
formula Pwin3_2 = 1-Pwin2_3;

// labeling states

// -- formulae to generate labe
// agreement on site
formula all prefer 1 =
formula all prefer 2 =

formula all prefer 3 =

// compute total confid

1s

preferencel=1 & preference2=1
preferencel=2 & preference2=2
preferencel=3 & preference2=3

ence

formula total confidence = confidencel + confidence2

// confidence measures
formula all max conf =
formula half max conf =

// -- labels
// agreement on particu
label "all prefer 1" =
label "all prefer 2" =
label "all prefer 3" =

// all agents have max
label "all max_conf" =

label "half max_conf" =

// agreement on a site
label "decision_made" =

// -- property constants

total_confidence/N = L;

(( confidencel=L?1:0 + confidence2=L?1:0 + confidence3=L?1:0 )/N) >=

lar sites

all prefer_1;
all prefer_2;
all prefer_ 3;

confidence
all max_conf;

half max_conf;

& preference3=1
& preference3=2
& preference3=3

+ confidence3 ;

all_prefer_1 | all_prefer_2 | all_prefer 3 ;

const int k;
// -- rewards

const int communicatio
const int exploration_

// communication n cos

rewards "ncomml"
[coml] true :

endrewards

rewards "ncomml2"
[coml] true :
[com2] true :

endrewards

rewards "ncomm123"
[coml] true :
[com2] true :
[com3] true :

endrewards

// communication d cos

// exploration n costs

rewards "nexpll"
[expl] true :

endrewards

rewards "nexpll2"
[expl] true :
[exp2] true :

endrewards

rewards "nexpll123"
[expl] true :
[exp2] true :
[exp3] true :

endrewards

// exploration d costs

// total n costs

rewards "ntotl"
[expl] true :
[coml] true :

endrewards

rewards "ntotl2"
[expl] true :
[coml] true :
[exp2] true :
[com2] true :

endrewards

rewards "ntotl23"
[expl] true
[coml] true
[exp2] true
[com2] true
[exp3] true
[com3] true

endrewards

// total d costs

rewards "runtime"
sched!=0 : 1;
endrewards

n_cost 10;

cost = 1;
ts

communication_cost;

communication_cost;
communication_cost;

communication_cost;
communication_cost;
communication_cost;

ts

exploration_cost;

exploration_cost;
exploration_cost;

exploration_cost;
exploration_cost;
exploration_cost;

exploration_cost;
communication_cost;

exploration_cost;
communication_cost;
exploration_cost;
communication_cost;

exploration_cost;
communication_cost;
exploration_cost;
communication_cost;
exploration_cost;
communication_cost;
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F.4 User-centric network protocol

In this section we present a sample PRISM-games SMG model with one requester and three
providers of a trust-based reputation and virtual currency mechanism for user-centric net-
works discussed in Section[6.6.3] The model is an extended version of an MDP model of [1].
All models can be found in http://www.prismmodelchecker.org/files/sr13trust/.


http://www.prismmodelchecker.org/files/sr13trust/

smg

// Model parameters

const int K; //
const double alpha all = 0.8; //
const int st_init_all = med; //
const int reduct_all =1; //
const bool hide_all = false; //
const double cancel =0.05; //
const bool init_know all = false; //
const double rev_prob =1.0; /7
const double die_prob =0; //
const int cmax = 10; //
const int cmin = 2; //
player requesterl

requesterl, [payll], [nopayll
endplayer
player providerl

providerl, [acceptll], [refus
endplayer
player provider2

provider2, [accept2l], [refus
endplayer
player provider3

provider3, [accept3l], [refus
endplayer
module requesterl

x1 : [0..43] init 0; // stat

//ns1 :

psl : [0..K] init O;

npsl :

unpaidl : bool init false;

upper bound on the number of delivered servuces
recommendation influence parameter

initial service trust for all providers

trust decrease for all providers

allow information hiding

probability to cancel fair request

sharing of initial trust

probability to share information

probability of provider to die after serving a request

maximum service cost
minimum service cost

1, [pay2l], [nopay2l], [pay3l], [nopay3l], [tryll],

ell], [revealll], [notrevealll]
e2l], [reveal2l], [notreveal2l]
e31], [reveal3l], [notreveal3l]
es of the module

[0..K] init 0; // number of requested services
// number of payed services
[0..K] init 0; // number of unpayed services

// nondeterministic choice of the requestee

[tryll] x1=0 & (yl+y2+y3=0) &
[try21] x1=0 & (yl+y2+y3=0) &
[try31l] x1=0 & (yl+y2+y3=0) &

// buy the service off-market
[buy] x1=0 & (yl+y2+y3=0) ->

// finished sending requests
[] x1=0 & (yl+y2+y3=0) -> (x1
[1 x1=1 -> true;

[acceptll] x1=11 -> (x1'=12);
[refusell] x1=11 -> (x1'=13);
[payll] x1=12 -> (x1'=0) & (p
[nopayll] x1=12 -> (x1'=0) &

[1 x1=13 -> (x1'=0);

[accept21] x1=21 -> (x1'=22);
[refuse2l] x1=21 -> (x1'=23);
[pay2l] x1=22 -> (x1'=0) & (p
[nopay21l] x1=22 -> (x1'=0) &

[1 x1=23 -> (x1'=0);

[accept31] x1=31 -> (x1'=32);
[refuse31] x1=31 -> (x1'=33);
[pay31] x1=32 -> (x1'=0) & (p
[nopay31] x1=32 -> (x1'=0) &

[1 x1=33 -> (x1'=0);

psl+npsl < K ->
psl+npsl < K —>
psl+npsl < K ->

(x1'=11) & (unpaidl'=false);
(x1'=21) & (unpaidl'=false);
(x1'=31) & (unpaidl'=false);

(x1'=41) & (unpaidl'=false);

'=1l) & (unpaidl'=false);

sl'=min(K,psl+l));
(npsl'=min(K,npsl+l)) & (unpaidl'=true);

sl'=min(K,psl+l));
(npsl'=min(K,npsl+l)) & (unpaidl'=true);

sl'=min(K,psl+l));
(npsl'=min(K,npsl+l)) & (unpaidl'=true);

[1 x1=41 -> (x1'=0) & (psl'=min(K,psl+l));

endmodule

// factor alpha of the cost formula

const double alphal = alpha_allj;
const double alpha2 = alpha_allj;
const double alpha3 = alpha_all;

// trust formula

formula trusteqgl = min(top, !know2l &
formula recommend = ((know2l ? trust2
// initial knowledge parameters

const bool init knowll = init_ know al
const bool init know2l = init_know_ al
const bool init _know3l = init_know_ al

// initial trust parameters

const
const
const
const

const
const
const
const

const
const
const
const

int dt_initl = st_init_all; //
int st_initl = st_init_all; //
int trust_initl = dt_initl; //
int tth_initl = high; // trust
int dt_init2 = st_init_all;
int st_init2 = st_init_all;
int trust_init2 = dt_init2;
int tth_init2 = high;

int dt_init3 = st_init_all;
int st_init3 = st_init_all;
int trust_init3 = dt_init3;
int tth_init3 = high;

!know31l ?
1:

trustll :
0) + (know3l ? trust3l :

1;
1;
1;

dispositional trust

service trust level

initial trust

threshold (see the cost formula)
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[try21],

[try31],

floor(alphal*trustll + (l-alphal)*recommend));
0)) / ((know2l ? 1 : 0) + (know3l ? 1 :

[buy]

0));



// trust reduction rates (0:NULL; 1:-1; 2:-2)
const int reductl = reduct_all;
const int reduct2 = reduct_all;
const int reduct3 = reduct_all;

// enable information withholding
// info about requester 1

const bool hidell = hide_ all;
const bool hide2l = hide_all;
const bool hide3l = hide_all;

module providerl

alivel : bool init true;

yl : [0..4] init 0; // states of the module

stl : [0..level] init st_initl; // service trust level

dtl : [0..level] init dt_initl; // dispositional trust

tthl : [0..level] init tth_initl; // trust threshold (see the cost formula)
trustll : [0..level] init trust_initl; // trust towards the requester

knowll: bool init init_knowll; // interaction flag

// initiate connection with requester
[tryll] alivel & (yl=0) -> ((trustegl < stl)

+ (1-(((trusteql < stl) 2 1
[tryll] lalivel & yl=0 -> (yl'=4);

1 : 0) + ((trusteql < stl) 2 0 : 1) * cancel : (yl'=4)
0) + ((trustegl < stl) 2 0 : 1) * cancel)) : (yl'=3);

“

// accept or refuse requesterl

[acceptll] (yl=3) & (trusteql >= stl) -> (yl'=l);
//[refusell] (yl=4) & (trusteql < stl) -> (y1'=0);
[refusell] (yl=4) -> (yl1'=0);

// settle payment with requesterl

[payll] (yl=1) -> (yl'=2) & (trustll' = (trustll < top ? trustll+l : top));
[nopayll] (reductl=1l) & (yl=1) -> (yl'=2) & (trustll' = (trustll > null ? trustll-1l : null));
[nopayll] (reductl=2) &(yl=1) -> (yl'=2) & (trustll' = (trustll > null ? trustll-2 : null));

[nopayll] (reductl=0) & (yl=1) -> (yl'=2) & (trustll'=null);

// decide to reveal info about requester to other providers or not

[revealll] (yl=2) -> (1l-die_prob) * rev prob : (yl'=0) & (knowll'=true)
+ (l-die_prob) * (l-rev_prob) : (yl'=0) & (knowll'=false)
+ die prob : (yl1'=0) & (alivel'=false) & (trustll'=trust_initl) & (knowll'=false);

[notrevealll] hidell & (yl=2) -> (yl1'=0) & (knowll'=false);
endmodule

module provider2 = providerl [yl=y2, stl=st2, dtl=dt2, tthl=tth2, trustll=trust2l, knowll=know2l, alivel=alive2,
alphal=alpha2, trust2l=trustll, know2l=knowll, // renaming parameters trust formula
dt_initl=dt_init2, st_initl=st_init2,
trust_initl=trust_init2, tth_initl=tth_init2, tryll=try2l, init knowll=init_ know21l,
acceptll=accept2l, refusell=refuse2l, payll=pay2l, nopayll=nopay2l,
reductl=reduct2, revealll=reveal2l, notrevealll=notreveal2l,
hidell=hide21] endmodule

module provider3 = providerl [yl=y3, stl=st3, dtl=dt3, tthl=tth3, trustll=trust3l, knowll=know31l, alivel=alive3,
alphal=alpha3, trust3l=trustll, know3l=knowll, // renaming parameters trust formula
dt_initl=dt_init3, st_initl=st_init3,
trust_initl=trust_init3, tth_initl=tth_init3,tryll=try31l, init knowll=init_ know31,
acceptll=accept31l, refusell=refuse3l, payll=pay31l, nopayll=nopay3l,
reductl=reduct3, revealll=reveal3l, notrevealll=notreveal3l,
hidell=hide31] endmodule

// trust level aliases
const int level = 10;
const int null = 0;
const int low = 2;
const int med = 5;
const int high = 8;
const int top = 10;

// highest price in the market

formula max_price = max((trustll < tthl) ? cmin + ceil(((cmax - cmin) / tthl) * (tthl - trustll)) : cmin,
(trust2l < tth2) ? cmin + ceil(((cmax - cmin) / tth2) * (tth2 - trust2l)) : cmin,
(trust31l < tth3) ? cmin + ceil(((cmax - cmin) / tth3) * (tth3 - trust3l)) : cmin);

//formula max price = cmax;

// maximum difference between trust
formula max _diff = max(max(trustll-trust2l,trust2l-trustll), max(trustll-trust3l,trust3l-trustll), max(trust2l-trust31l,trust3l-trust2l));

rewards "cost"
lunpaidl & yl=2 :
lunpaidl & y2=2 :
lunpaidl & y3=2 :
x1=41 : max_price;
endrewards

(trustll < tthl) ? cmin + ceil(((cmax - cmin) / tthl) * (tthl - trustll)) : cmin;
(trust2l < tth2) ? cmin + ceil(((cmax - cmin) / tth2) * (tth2 - trust2l)) : cmin;
(trust3l < tth3) ? cmin + ceil(((cmax - cmin) / tth3) * (tth3 - trust3l)) : cmin;

rewards "cost2"

lunpaidl & yl=2 : max diff + ((trustll < tthl) ? cmin + ceil(((cmax - cmin) / tthl) * (tthl - trustll)) : cmin);
lunpaidl & y2=2 : max diff + ((trust2l < tth2) ? cmin + ceil(((cmax - cmin) / tth2) * (tth2 - trust2l)) : cmin);
lunpaidl & y3=2 : max diff + ((trust3l < tth3) ? cmin + ceil(((cmax - cmin) / tth3) * (tth3 - trust31l)) : cmin);

x1=41 : max_diff + max price;
endrewards

rewards "payed"

lunpaidl & yl=2 : 1;
lunpaidl & y2=2 : 1;
lunpaidl & y3=2 : 1;
endrewards
rewards "nopayed"
unpaidl & yl=2 : 1;
unpaidl & y2=2 : 1;
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unpaidl & y3=2 : 1;
endrewards
rewards "accepted"
[acceptll] true : 1;
[accept2l] true : 1;
[accept3l] true : 1;
endrewards
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